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Preface and Acknowledgments

Research into ad hoc networking has reached a point at which the unique prop-
erties of this type of network are more and more leveraged in order to develop
networkwide optimization techniques. In their respective approaches, these tech-
niques go beyond the possibilities present in traditional, Internet-style networking.
In fact, we may soon see how ideas from ad hoc networking begin to spread back
into the realm of more traditional networks and protocols. It is certainly an
interesting time to do research in ad hoc networking.

Distributed service provisioning—and with it the dynamic placement of ser-
vices—is one of the aforementioned novel optimization techniques for ad hoc
networks. In this book, we provide a summary of the findings that were previously
published in the more comprehensive text Wittenburg, G.: Service Placement in
Ad Hoc Networks. Ph.D. thesis, Department of Mathematics and Computer Sci-
ence, Freie Universitit Berlin, Berlin, Germany (2010). We have edited this text to
combine an introduction to the field with the most generally interesting aspects and
results of the proposed approach. Where warranted, we provide references to the
original text to guide the interested reader to a more detailed discussion of the
subject matter.

Additionally to the acknowledgements in the original text, we would like to
express our gratitude the people at Springer UK, and in particular to Simon Rees,
who provided help and guidance while we were editing this text.
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Chapter 1
Introduction

Abstract In this chapter, present a general overview of the service placement
problem in ad hoc networks. After providing a motivation and a concise problem
statement, we define the terminology used in this field and list basic assumptions.
We then state the fundamental research questions and sketch our proposed solution.

Keywords Service placement + Motivation + Problem statement + Terminology *
Assumptions - Research questions - Proposed solution

Over the past decade, there has been a continued research interest in the field of
ad hoc networking. Generally speaking, ad hoc networks enable a potentially wide
range of devices to communicate with each other without having to rely on any kind
of support or services provided by an IT infrastructure [12, 13]. Given the recent
emergence of wireless-enabled, portable devices in the IT end user market [8], one
can anticipate a vast potential for wide-spread deployment of ad hoc networking
technology.

1.1 Service Placement in Ad Hoc Networks

When designing and building ad hoc networks, fundamental design decisions from
traditional, Internet-style networks need to be reevaluated. This affects all aspects
of networking, starting with the choices for signal modulation and ranging up to the
special requirements on privacy in these networks. In this general context, service
placement deals with the question of which nodes in an ad hoc network are best
suited for offering any given kind of service to other nodes [15]. Types of services
may range from infrastructural services such as the Domain Name System (DNS)
[9, 10] to user-oriented services such as the World Wide Web (WWW) [4].

G. Wittenburg and J. Schiller, Service Placement in Ad Hoc Networks, 1
SpringerBriefs in Computer Science, DOI: 10.1007/978-1-4471-2363-7_1,
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2 1 Introduction

1.1.1 Motivation

In ad hoc networks, the classical distinction between devices acting as either client or
server is replaced by the paradigm of cooperation between a large number of poten-
tially heterogeneous devices. These devices may differ in which hardware resources
they incorporate, ranging from resource-constrained embedded devices employed in
Wireless Sensor Networks (WSNs) to desktop-style hardware used in office mesh
networks. Given the characteristics of communication over a wireless channel and
the potential mobility of the devices, the physical topology of an ad hoc network is in
a constant state of flux. In order to ensure that the network is operational at all times,
it is thus necessary to continuously adapt the logical configuration of the network,
e.g., neighborhood lists and routing paths, to the conditions in the physical world.

This adaptation is driven by both external (e.g., wireless connectivity, mobility,
churn) and internal (e.g., communication patterns) factors. In the past decade, the
focus of research has been on optimizing the routing of packets between the nodes of
the ad hoc network, thus resulting in a great variety of reactive, proactive, and hybrid
routing protocols. Some of these protocols already have or are currently undergoing
the process of standardization [2, 3, 5, 11].

Taking a more application-centric view on ad hoc networks, the distinction
between clients and servers still exists as part of the logical network structure when-
ever certain nodes request services provided by other nodes. Therefore, the question
arises whether the performance of an ad hoc network can be optimized by carefully
choosing exactly which of the nodes are to take the role of servers for a partic-
ular service. Key factors to take into account when answering this question are the
connectivity between individual nodes, the service demand and request patterns of
client nodes, and the suitability of services for being migrated between nodes.

The question of identifying the appropriate nodes in an ad hoc network to act as
servers is referred to as the service placement problem whose goal it is to establish
an optimal service configuration, i.e., a selection of nodes to host the instances of
the service which is optimal given some service-specific metric.

1.1.2 Problem Statement

The problem of service placement in ad hoc networks can be stated as follows: Given
a service to be placed, a physical network topology, and the service demand of the
client nodes, adapt the number and location of service instances in the network over
time such that the service demand is met at a minimal cost.

The cost function may include metrics such as network traffic, energy expendi-
ture, or service-specific quality metrics. The choice of the cost function is mandated
by the service placement policy. A placement policy states the goal that a service
placement system aims to achieve. Goals, and as a consequence placement policies,
vary depending on the exact type and area of application of the ad hoc network.
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A very fundamental placement policy—and in fact the one that we will focus on in
this work—is the overall reduction of bandwidth required for service provisioning.
Other goals may be pursued in more specialized application scenarios. For example,
in an office mesh, the placement policy may aim at a reduction of service access time.
Alternatively, in a WSN deployed in a hazardous environment, a regionally diverse
placement of service instances may be preferable.

In order to adapt to region-specific service demand, it is advantageous if the
service can be provided by multiple service instances each of which is hosted on
a different node. As the term suggests, a service instance is an exact copy of the
software component that provides the service, including both the executable binary
and the application-level data. Each service instance is capable of providing the
complete service on its own. In fact, there is no distinction between service instances
except for which node of the ad hoc network they are hosted on.

The concept of service instances gives rise to a distinction between central-
ized and distributed services: For centralized services, it is technically infeasible
to create multiple instances of the service and hence there is only a single service
instance. In fact, this single service instance of a centralized service is identical
with the server in a traditional client/server architecture. For distributed services,
however, it is technically possible to create multiple instances of the service. These
service instances jointly process the clients’ service requests and can be placed inde-
pendently. However, they incur an additional overhead not present for centralized
services, which consists of the acts of communication that are required to keep the
global state of the service synchronized among all instances.

1.1.3 Terminology

Before proceeding, we give brief definitions for the terms that we have introduced
informally in the previous section.

Service—In this work, we use the term “service” in the same meaning as in the
context of Service Oriented Architectures (SOAs) [7, Sect.3.1]:

A service is a mechanism to enable access to one or more capabilities, where the access
is provided using a prescribed interface and is exercised consistent with constraints and
policies as specified by the service description. A service is provided by an entity —the
service provider—for use by others, but the eventual consumers of the service may not be
known to the service provider and may demonstrate uses of the service beyond the scope
originally conceived by the provider. [. . .]

A service is thus a software component executed on one or several nodes of an
ad hoc network. It consists of both service-specific logic and state. A service is
accessed by local or remote clients by the means of issuing service requests that, in
case of remote clients, are transmitted across the network. The content and structure
of service requests and replies are specific to the service. Several different services
may be active in a network simultaneously, and each node may host multiple services.
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Several attributes of a service are of special interest in the context of service
placement:

* Node-specific vs. node-independent services: A service may or may not be tied
to a specific node of the network. For example, a service that provides a sensor
reading of a particular node in a WSN is node-specific because the value depends
on the sensor node and its physical location. In contrast, a directory service in
an ad hoc network or a cluster head of a hierarchical routing protocol are typical
examples for services that are node-independent.

Obviously, service placement is only applicable to node-independent services.

* Centralized vs. distributed services: The semantics or the implementation of a
service may require for it to run in a centralized way centralized on exactly one
node. This is particularly applicable to services for which processing a service
request implies a complex manipulation of the internal state, or, more trivially,
to services for which the implementation does not support distributed service
provisioning. In contrast, a distributed service can be provided in the form of
multiple service components spread out across several nodes. Distributed services
may require some form of synchronization between service components when the
global state of the service is manipulated by service requests.

Service placement is applicable to both centralized and distributed services. For
centralized services, it only controls which node should host the service; for distrib-
uted services, it also manages the granularity with which the service is to be split
up, i.e., the number of service components that are to be distributed in the network.

* Monolithic vs. composite services: A service may be structured in such a way

that it can be decomposed into multiple interdependent subservices, each of which
contributes a different part of the functionality of the overall service. The software
component for each subservice of a distributed, composite service can be placed
independently and communicates with the other subservices over the network.
In contrast, a monolithic service cannot be split into subservices, either due to
semantics or implementation concerns. Hence, if a monolithic service is to be
provided in a distributed manner, then all software components across all nodes
are identical.
Service placement is equally applicable to monolithic and composite services. For
monolithic services, it can freely create any number of identical instances of the
service component; for composite services, it needs to take the service-specific
interdependencies between the subservices into account.

We consider both centralized and distributed services in this work. As we will
see, the former can be considered as a special case of the latter. Furthermore, while
composite services are certainly architecturally interesting, the main focus of this
work is on monolithic services. The placement of the components of a composite
service depends largely on the interactions and the semantics between the subser-
vices. Hence, it is difficult to evaluate a placement system in a manner that is suffi-
ciently independent of the service to claim generality of the results.
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Service Instance—If identical service components of a distributed, monolithic
service are running on several nodes, we refer to these components as service
instances. Service instances may have to exchange information in order to keep
the global state of the service synchronized. The volume of this synchronization
traffic depends on the clients’ service requests as well as on the requirements of the
service with regard to the data consistency across its instances.

In case of a centralized, monolithic service, i.e., a service with one single instance,
the terms “server” and “service instance” may be used interchangeably.

Network Topology—The physical network topology refers to the connectivity
between the nodes that form the ad hoc network, i.e., the quality of the wireless links
that allow them to exchange messages. Due to node mobility, churn, and changing
properties of the wireless channel, it is subject to continuous change. The logical
network topology consists of the links and multi-hop routing paths actually used for
communication among the nodes.

Both physical and logical network topology can be modeled as a graph with the
nodes as vertices and the communication links as edges. The graph of the logical
network topology is implicitly created through the distributed operation of the neigh-
borhood discovery and routing protocols. It is this graph that the placement of the
service instances needs to be adapted to.

Service Demand—The service demand describes the scenario-dependent neces-
sity of applications running on certain nodes to utilize a service. We refer to these
nodes as client nodes, or simply clients. For each client, the service demand results
in a stream of service requests over a period of time. Satisfying the service demand
of all client nodes is the primary goal of the ad hoc network. Metrics that quantify
the success of a service placement algorithm need to take into account in how far
this goal has been reached.

Service Configuration—The configuration of a service corresponds to the set of
nodes that host the instances of this service. The service configuration is adapted
continuously according to the placement policy as logical network topology and
service demand change. These adaptations reflect the fact that the current service
configuration may differ from the optimal service configuration. In order to remedy
this deficiency, new service instances may be created, and existing instances may be
moved to other nodes or shut down.

Service Placement System—A Service Placement System (SPS) is the set of
software components that implements the functionality required to actively adapt
the configuration of a service. This includes the tasks of measuring the quality with
which the service is currently being provided to the clients, using this data to decide
whether the service configuration needs to be adapted, and implementing any neces-
sary changes. At the core of the SPS is the placement algorithm, which calculates
the optimal service configuration, or an approximation thereof.
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1.1.4 Assumptions

Employing service placement in an ad hoc network relies upon two key assumptions
about the context in which the ad hoc network is deployed and about the capabilities
of the nodes. In detail, these assumptions are as follows:

* Cooperation between nodes: Service placement relies upon the assumption that
the nodes are willing to cooperate with each other in order to achieve a common
goal. The same assumption is also used in the core of MAC and routing protocols,
and service placement applies it to the area of service provisioning.

* Bounded heterogeneity of devices: The heterogeneity of the devices with regard
to their capabilities needs to be bounded, i.e., most, if not all, nodes in the network
have to possess sufficient resources to host a service instance.

These assumptions are quite common in the field of ad hoc networking. Therefore,
we argue that they are reasonable and do not significantly limit the validity and
applicability of the approaches discussed in this text.

1.1.5 Potential Applications

Service placement as a fundamental technology is applicable to a wide variety
of ad hoc networks. In its most basic form, which is also the focus of this work,
it aims to reduce the bandwidth required for offering services to client nodes. This
goal is achieved by balancing the bandwidth consumed by client requests against
the bandwidth consumed for creating new service instances and keeping the global
state of the service synchronized between them. This form of service placement is
applicable across all types of ad hoc networks since communication bandwidth is a
scarce resource for all of them.

More specialized forms of service placement with a different focus are more
suitable in certain application scenarios. If a service is to be provided in an office
mesh network, the quality of the service may be more important than the conservation
of bandwidth. For example, users may be more interested in high availability and low
access times in this scenario. Therefore, a service placement system would create
more service instances and place them in the close topological vicinity of the client
nodes in this scenario.

Another area of application of service placement are wireless sensor networks
that—depending on the deployment scenario—may be exposed to large numbers
of node failures or intermittent communication problems. In order to increase the
reliability of a service, a service placement system may aim to place the service
instances in a regionally diverse manner. This would ensure that all nodes have
a service instance in their topological neighborhood even if there is currently no
demand for it. Furthermore, this approach would also increase the resilience of the
service against large-scale regional node failures.
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Service placement is equally applicable to ad hoc networks that emphasize node
mobility, e.g., Mobile Ad hoc NETworks (MANETS) or Vehicular Ad hoc NETworks
(VANETS). These networks are highly susceptible to the arrival and departure of
nodes and to the changes to the physical topology of the network due to node move-
ment. A service placement system may thus either aim to achieve an uniform distri-
bution of service instances across a geographical area, or it may identify groups
of nodes that exhibit similar mobility patterns and ensure that a service instance is
present in each of these mobility groups.

The different placement policies for these areas of application are by no means
mutually exclusive. In fact, scenarios that focus on multiple of the goals presented
above may result to be the norm rather than the exception. For example, in an office
mesh network, the placement policy may emphasize the quality of the service over the
consumed bandwidth, but shift the priority to the latter in case the service has been met
at a sufficient quality over a prolonged period of time. For these scenarios, it is also
conceivable that a service placement system may interact with network components
in charge of distributed resource allocation, e.g, the Resource ReSerVation Protocol
(RSVP) [1].

1.2 Contributions

Our contribution towards enabling service placement in ad hoc networks presented in
this text is a service placement system for monolithic services, both in their central-
ized and distributed variants. The placement algorithms that we propose as part of
this system implement a placement policy that aims to reduce the overall bandwidth
usage of a service. We evaluate our approach by quantitative comparisons to other
proposals from the literature.

1.2.1 Research Questions

As part of our contribution in the field of service placement in ad hoc networks, we
focus on the following three key research questions:

1. Where in the network are service instances to be placed?

Our service placement system aims to reduce the bandwidth required for service
provisioning by placing the service instances in a way that shortens the routes
between servers and clients as much as possible. This results in less contention on
the wireless communication channel, less packet collisions, and thus ultimately
in improved handling of service requests. Further, reducing the number of radio
transmissions allows the nodes to save energy, thereby prolonging the lifetime of
the network.
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2. How many service instances are required for optimal operation?

For distributed services, the optimal number of service instances strikes a balance
between traffic between clients and service instances and synchronization traffic
among service instances. Two extreme situations are conceivable: On one side,
only one service instance may be present in the network, thus effectively making
the service a centralized one. On the other side, each node in the network may
host its own service instance. In the first case, a high volume of traffic is caused
by the communication between clients and the service instance, but no synchro-
nization of shared data between service instances is required. In the second case,
no network traffic is required for communicating between clients and service
instances, but network traffic may be caused by the service instances having to
exchange data among them. For most services, there is an optimum between these
two extremes. Hence, client-level traffic needs to be balanced against synchro-
nization traffic in order to find an optimal number of service instances.

3. When should the current configuration of a service be adapted?

As the network topology or the volume of service requests from different clients
change over time, the current service configuration needs to be adapted to the
new situation. However, migrating services or creating new service instances
incurs additional network traffic. For this reason, the exact circumstances under
which an adaptation actually makes sense are not trivial if the goal is the overall
reduction of network traffic. For instance, a change in network topology may
only be transient and not warrant starting a costly adaptation process. Hence, the
timing of placement decisions must weight the expected reduction in bandwidth
usage against the overhead required for implementing the adaptation.

For any specific ad hoc network, the answers to these questions depend largely
on the network topology and the service demands of the client nodes. Furthermore,
the suitability of the service for migration of its instances as well as the requirements
on the synchronization between the service instances need to be taken into account.

1.2.2 Proposed Solution

The system we are proposing comprises the SPiservice placement framework
[14, 16] as well as two placement algorithms: the Graph Cost/Single Instance algo-
rithm for centralized services with a single instance, and the Graph Cost/Multiple
Instances algorithm for distributed services with a variable number of instances
[14]. The SPiframework is a cross-platform tool that, for the first time, allows for
light-weight implementation and deployment of placement algorithms and easy side-
by-side comparisons. The two SPiplacement algorithms, in particular the Graph
Cost/Multiple Instances algorithm, improve upon the state of the art by taking a
novel architectural approach to service placement that results in superior service
configurations, more timely adaptation decisions, and ultimately in an increase in
the overall performance of ad hoc networks.
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Fig.1.1 Components of the SPi service placement framework on client and server nodes

The major components of the SPi framework are depicted in Fig. 1.1. The service
placement middleware collects usage statistics for each service instance by inspecting
service requests and replies. The routing component extracts local network topology
information from enhanced routing packets which piggy-back data concerning
routing paths and neighborhood connectivity. The service discovery component is
used by client nodes to locate and select suitable service instances.

The placement algorithms, which are run as part of the placement middleware,
calculate the optimal service configuration using a cost metric that is based on
service demand in terms of combined data rates and the network topology in terms
of hop count or link quality. When calculating the optimal service configuration,
our placement algorithms explicitly take the synchronization traffic between service
instances into account. The interdependency between synchronization traffic and
optimal service configuration is illustrated in Fig. 1.2: If a large volume of synchro-
nization traffic is required, as it may be the case for distributed databases that provide
transactional semantics, the optimal service configuration is to have only a single
instance of the service (cf. Fig. 1.2a). On the other extreme, if no synchronization
traffic is required, e.g., for a spell checking service, each client node hosts its own
service instance (cf. Fig. 1.2d). For the more interesting cases of an intermediate or
low volume of synchronization traffic (cf. Fig. 1.2b and 1.2c), the optimal service
configuration consists of a variable number of service instances, distributed intelli-
gently by the placement algorithm.

With the optimal service configuration as input, a set of actions is estab-
lished that transforms the current service configuration into the optimal configu-
ration. Possible actions comprise replicating a service instance (thus creating a new
instance), migrating an instance, and shutting down an instance. The combined cost
of these actions in terms of network traffic is then compared to the improvement
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passive node /
client / server

radio link
service traffic
sync traffic

Fig.1.2 Service configurations for different levels of synchronization traffic. a High volume of
synchronization traffic; one single service instance in the entire network b Medium volume of
synchronization traffic;few instances, independent of regional demand ¢ Low volume of synchro-
nization traffic; several instances, linked to regional demand d No synchronization traffic; one
service instance per client

of the optimal configuration over the current configuration. If the result is favor-
able for the newly calculated optimal configuration, the nodes that currently host
service instances proceed to implement these actions, thereby adapting the service
configuration.

1.2.3 Scope

In this text, we describe and evaluate a practical system comprised of a set of protocols
and algorithms that addresses the questions raised above. It is designed to interact
closely with the domains of routing and service discovery. The design is complete and
sufficiently robust to allow for an implementation of the system to run on real-world
ad hoc networks.

There are several other, closely related areas of research, which we will not
consider in depth in this text:

e Mechanics of service migration and creation: It is out of scope to consider how
exactly services and their state are to be transferred from one node to another. For
our purposes, it is sufficient to merely consider the network traffic incurred by
these operations. We neither address the intricacies of life-cycle management of
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a service, the serialization of service state, nor the interactions with the operating
system of the nodes of the ad hoc network.

* Security: It is beyond the scope of our current work to make the system robust
against attacks from malicious nodes. However, we point out a several high-level
strategies to enhance security as part of our discussion of future work in Sect. 6.2.

* Incentives for cooperation: It is out of scope to establish under which motivation
nodes of an ad hoc network should decide to host service or forward packets
for other nodes. The assumption that nodes are willing to cooperate to achieve a
common goal is widely used in research into ad hoc networking. It is beyond the
scope of this work to establish strong use cases for ad hoc networks that provide
incentives for this kind of cooperation.

* Deployment support: We also omit a discussion of development methods that
allow for an easy transition from a simulation-based evaluation to a real-world
deployment. These methods relate mostly to techniques from the field of software
engineering and are used to ensure the portability of the implementation of a system
across evaluation platforms. A detailed treatment of this subject matter is available
in [6] and [14, Chap. 3].

All of these items are prerequisites for the successful deployment of an ad hoc
network with active service placement. It is merely due to space restrictions that we
do not consider them in more detail in this text.

1.3 Structure of this Work

This work is structured as follows: We begin with a review of the fundamentals of
service placement in Chap.2. In this discussion, we cover the underlying facility
location theory from the domain of operations research. We also present an in-depth
review of the state of the art of service placement in ad hoc networks and classify
current proposal by their architectural approach and applicability.

In Chap.3, we present the SPiservice placement framework. This framework
implements all the components required for side-by-side evaluations of a variety of
approaches to service placement in ad hoc networks. We discuss the requirements
and the rationale of this framework and present the key components: the protocols
for routing and service discovery as well as the middleware that hosts the placement
algorithms. As part of this discussion, we also present the interface that the framework
provides to placement algorithms, and our approach for replicating service instances
including possible optimizations.

We then proceed to present two placement algorithms that we created on top
of this framework. In Chap.4, we propose the Graph Cost/Single Instance and
Graph Cost/Multiple Instances algorithms for the placement of centralized and
of distributed services respectively. These algorithms are built around the concept
of service provisioning cost which is used both for establishing the optimal service
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configuration as well as deciding on the appropriate point in time at which the current
configuration should be adapted.

In Chap.5, we present a quantitative evaluation of the SPiframework and its

placement algorithms. We evaluate our system in a variety of scenarios covering
different aspects of service placement. In particular, we present results from simula-
tions that investigate the behavior of our and other approaches for different network
sizes and under different load scenarios.

Finally, we sum up and discuss our results in Chap. 6, and point out directions for

future research.
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Chapter 2
Background

Abstract This chapter gives brief introductions facility location theory which forms
the basis for service placement in ad hoc networks. We also provide an exten-
sive review of the current state of the art in service placement and evaluate recent
proposals. With this qualitative evaluation we lay the foundation for the quantitative
evaluation of service placement algorithms presented in the latter chapters.

Keywords Facility location theory - State of the art - Qualitative evaluation

We begin this chapter with a brief introduction to facility location theory in Sect. 2.2,
in which we specifically cover the p-median and the uncapacitated facility location
problems. We then continue to review current approaches to service placement in
Sect. 2.3 and discuss their strengths and weaknesses. In Sect. 2.4, we summarize our
findings.

2.1 Overview

Service placement can be seen as an application of facility location theory to
ad hoc networking.! In fact, when reviewing current approaches to service placement
in [31], we found that there are two distinct ways in which this area of research is
generally approached: It is either tackled as a byproduct of middleware research or
as an application of facility location theory.

The middleware-related approaches commonly focus on centralized services.
They employ heuristics based on information gathered from nodes in the neigh-
borhood of the node that is currently hosting the service. These heuristics are usually
tailored to specific applications and adapt the service configuration to provide good
network-wide coverage of the service or to respond to group mobility. None of these

1 Readers unfamiliar with the fundamental concepts of ad hoc networking are referred to

[30, Sect.2.2] for a brief introduction.

G. Wittenburg and J. Schiller, Service Placement in Ad Hoc Networks, 13
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Fig.2.1 Service placement
as a form of closed-loop
control of an ad hoc network

Service
Placement
System

approaches supports truly distributed services and they are thus not applicable to
general-purpose service placement.

The approaches with a background in facility location theory solve the Unca-
pacitated Facility Location Problem (UFLP), either with centralized algorithms that
aggregate the necessary information on a dedicated node or with distributed iterative
approximations. Most of these approaches support adapting the number of service
instances to the current service demand and the network topology. In contrast to the
proposals with a background in middleware research, most UFLP-based approaches
are not overly concerned with the overhead induced by gathering information or
signaling between service instances.

Furthermore, facility location theory is primarily concerned with static settings,
i.e., problem specifications that are invariant over time. In ad hoc networks, however,
the service demand and more importantly the network topology change continu-
ously. Hence, a service placement system has to monitor the network and adapt the
service configuration in response to relevant changes. This view on service placement
corresponds to the model of closed-loop control from control theory [1].

As illustrated in Fig.2.1, a service placement system can be seen as an external
entity that controls (part of) the operation of an ad hoc network. A key difference to
classical control theory is that measurement, signaling, and the implementation of
control decisions all occur in-band, i.e., they utilize the same resources as the system
under control. For example, if a service instance needs to be migrated from its
current node to a new host, then the resulting network traffic will temporarily utilize
bandwidth that would otherwise be available for service provisioning. Depending on
the implementation of the service placement system, the network traffic required for
controlling the network operation may be non-negligible and adversely impact the
quality with which the service can be provided to client nodes. Therefore, a service
placement system must consider carefully how much measurement and control is
warranted. We explore this question and the relevant trade-offs in greater detail in
Sect.3.2.
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2.2 Facility Location Theory

Facility location theory [22] is a branch of operations research. It employs mathemat-
ical models to solve problems dealing with the optimal placement of facilities such
as factories, distribution centers, or, in the domain of networking, switching centers.
Of the various problems studied in facility location theory, two problems are
applicable to service placement in ad hoc networks: the p-median problem and the
aforementioned Uncapacitated Facility Location Problem (UFLP). In this section, we
present both problem statements and discuss their applicability to service placement.

2.2.1 The p-median Problem

Summarizing the introduction provided by Reese [25], the p-median problem can be
stated as follows:

Given a graph or a network G = (V, E), find V), C V such that |V, | = p, where p may
either be variable or fixed, and that the sum of the shortest distances from the vertices in
V'\ V), to their nearest vertex in V), is minimized.

In the context of ad hoc networks, the nodes of the network correspond to the
vertices V and the wireless communication channels between the nodes correspond
to the edges E.

More formally, Hakimi [11] defines the p-median of G as a set of vertices ‘71,
such that

Y iw,-dm, V) < imd(vi, V)

VyCV i=l1 i=l1

where v; € V is a vertex of the graph, w; is the weight of vertex v;, d(v;, v;) is the
weight of the edge connecting v; and v, and d(v;, V) is the shortest distance from
vertex v; to its nearest element in V).

The p-median problem belongs to the class of minisum location-allocation prob-
lems. Tt operates on a discretized solution space, e.g., on a set of vertices V, while
the similar Fermat-Weber problem deals with a continuous solution space, e.g., the
Euclidean plane. A special case of the p-median problem is the 1-median problem,
for which the single vertex in V) is referred to as the absolute median of the graph
G [10].

The p-median problem can be formulated as an integer program [26]. Let §;; be
an allocation variable such that

£ = 1 if vertex v; is allocated to vertex v;
77| 0 otherwise
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The integer program is to

minimize Z = E '.Wij‘sg“,‘j
1

subject to Vj—1..v| Zi:l...\V\ & =1, (2.1)
2y i =p (2.2)

Vi j=t.n &j < &ii, (2.3)

&j €10, 1} (2.4)

where W is the weighted distance matrix W;; = w; D;;, and D is the shortest distance
matrix D;; = [d(v;,v})].

Constraint 2.1 ensures that each vertex is allocated to one and only one element in
the p-element subset. Constraint 2.2 guarantees that there are p vertices allocated to
themselves, which forces the cardinality of the p-median subset to be p. Constraint
2.3 states that vertices cannot be allocated to non p-median vertices. Constraint 2.4
specifies the possible values for §;;. The p-medianis {v; € V|§; = 1}.

The p-median problem on general graphs for an arbitrary p is NP-hard [9, 14].
For a fixed p, the problem can be solved in polynomial time [9]. A recent discussion
of solution methods for the p-median problem can be found in [25].

2.2.2 The Uncapacitated Facility Location Problem

Cornuejols, Nemhauser, and Wolsey discuss the Uncapacitated Facility Location
Problem (UFLP) in detail in [3]. The problem statement according to them is as
follows:

An economic problem of great practical importance is to choose the location of facilities,
such as industrial plants or warehouses, in order to minimize the cost (or maximize the profit)
of satisfying the demand for some commodity. In general, there are fixed costs for locating
the facilities and transportation costs for distributing the commodities between the facilities
and the clients. This problem [...] is commonly referred to as the plant location problem,
or facility location problem.

More formally, consider a set of clients / with a given demand for a single
commodity and a set of sites for facilities J. Opening a facility on site j € J
incurs a fixed cost f;. Serving a clienti € [ from a facility j € J incurs a fixed cost
of d;;. The solution to the UFLP is to open facilities on the subset of the available
sites J € J that minimizes the total cost while satisfying the demand of all clients.
Each client i satisfies its demand from the facility j for which d;; is minimal. Thus,

the total cost of an optimal selection of facilities J is 3;; min;_;dij + 2 ; fj-
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While similar to the p-median problem in goals and solution methods, there are
three important differences between the two problems [25]:

* The UFLP introduces a fixed cost f; for establishing a facility at a given vertex
jelJ.

¢ It has no constraint on the maximum number of facilities (except for the obvious
upper bound |J|).

» Formulations of the UFLP usually separate the set of possible facilities from the
set of clients, i.e., there are separate sets / and J for clients and potential facility
locations as opposed to the uniform set of vertices V of the p-median problem.

Like the p-median problem, the UFLP can be formulated as an integer
program [3]. Let v/; and ¢);; be allocation variables such that

Vi = 1 if facilityj € J is open
/7| 0 otherwise

i = 1 if the demand of clienti € [ is satified from facilityj € J
/"7 0 otherwise

The integer program is to

minimize Z = Ziel Zje] dij¢ij + Zje] fivj

' (2.5)
subject to Vier Zjej oij =1,
Viel,jes @ij < Vj, (2.6)
Vier.jes ¥j,¢ij € {1,0}. 2.7

Constraint 2.5 guarantees that the demand of every client is satisfied.
Constraint 2.6 ensures that clients are only supplied from open facilities.
Constraint 2.7 specifies the possible values for v/; and ¢;;. The solution to the UFLP
is {j € J|y; = 1}. If we extend this integer program with an additional constraint
Z.i <7 ¥j = p for a new parameter p and set f; = O forall j € J, then the problem
statement corresponds to the p-median problem.

Just like the p-median problem, the UFLP is NP-hard. Solution methods to the
UFLP are presented in [3].

2.2.3 Applicability to the Service Placement Problem

It is apparent from their definitions that both the p-median and the uncapacitated
facility location problems strongly resemble the service placement problem. In fact,
service placement can be seen as an application of facility location theory to service



18 2 Background

provisioning in ad hoc networks. Of the two problems, the UFLP is more similar to
the service placement problem since the optimal number of the facilities depends on
the cost of establishing them as well as on the demand for the service.

There are, however, several important differences between the UFLP and the
service placement problem:

» The UFLP does not capture the fact that service instances need to exchange data
in order to keep the global state of the service synchronized. The concept of fixed
cost per facility cannot adequately describe the synchronization cost, since the
synchronization overhead depends on the overall configuration of the service,
i.e., number of current service instances and their locations.

* The network topology in an ad hoc network and the service demand of the client
nodes is variable over time. Hence, the service configuration needs to be adapted
as soon as the current configuration becomes inadequate. The UFLP, however, has
no notion of variable inputs over time and hence cannot answer the question when
to adapt a service configuration.

e The UFLP assumes that the information about possible locations for facilities J as
well as about the cost for satisfying the demand of a client d;; is readily available.
In the context of service placement, this information depends on the changing
network topology and needs to be collected at run time. Gathering this infor-
mation for central processing causes a non negligible communication overhead.
This overhead needs to be taken into account when solving the service placement
problem, while it is out of scope for the UFLP.

Given these differences, it is not possible to directly reuse solutions to the UFLP
for placing services in ad hoc networks. However, since the problems are similar,
we can base our own algorithms on solution methods from this field. In fact, the
Graph Cost/Multiple Instances placement algorithm as proposed in Sect. 4.5 is in
part inspired by previous work on the p-median problem [4, 28].

2.3 Current Approaches to Service Placement

Service placement is part of the self-organization paradigm of ad-hoc networks.
A survey on the topic focussed on MAC and routing has been recently published
by Dressler [5]. Further, service placement is also a topic in the context of appli-
cation distribution as surveyed by Kuorilehto et al. [16], who conclude that current
approaches are too complex, and motivate the necessity for simpler algorithms with
less control traffic, even at the expense of placement quality.

2.3.1 Design Space

The fundamental trade-off in the design of a service placement system lies in the
structure of the placement algorithm. This algorithm can either run centrally on anode
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Fig.2.2 Design space of service placement systems

selected for this very purpose, or it can be distributed over several nodes who jointly
take a placement decision. Given the distributed nature of an ad hoc network, one
may be tempted to instinctively prefer a distributed solution. However, as illustrated
in Fig.2.2, the architectural trade-offs are more intricate.

Distributed approaches generally have the drawback of either incurring a high
signaling overhead or having problems in achieving high-quality service configu-
rations. Centralized approaches do not suffer from these problems, but have the
disadvantage of introducing a single point of failure into the optimization process.
We discuss these trade-offs in greater detail in Sect.3.2. For the understanding
of the review of current approaches presented in the following sections, it is
helpful to keep this very basic classification and the resulting system properties
in mind.

2.3.2 Current Approaches

This section summarizes the approaches that deal with general-purpose service place-
ment, both in theory and practice. These publications are the ones that are most closely
related to our own work. A more in-depth review of recent work that is relevant to
service placement in ad hoc networks can be found in [30, Chap. 2].

2.3.2.1 Coverage-Based Placement of Distributed Services

In [27], Sailhan and Issarny propose an architecture for scalable service discovery
in Mobile Ad hoc NETworks (MANETS) built around a dynamic and homogeneous
deployment of service directories within the network. The homogeneous placement
of the directories is achieved by an initiating node broadcasting a query for available
resources and for parameters regarding the surroundings of a node, e.g., currently
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available directories and connectivity to its neighborhood. Queried nodes either reply
with the corresponding information or refuse to participate in the process of selecting
new service hosts. Based on this data, the initiating node chooses a node for hosting
a new directory. The main selection criteria are the expected coverage of the new
directory in terms of number of direct neighbor nodes and the number of other
directories in the vicinity. The node that best matches these criteria is then notified
by the initiating node of this decision and begins hosting the service directory. In case
of simultaneous election processes, only one election process is allowed to proceed
based on the unique network address of the initiating node. For load balancing, the
node currently hosting the directory periodically initiates a new election process in
order to move existing directories from node to node.

2.3.2.2 Coverage-Based Service Placement in Sensor Networks

In [20], Lipphardt et al. propose the Dynamic Self-organizing Service Coverage
(DySSCo) protocol. This protocol places the instances of a distributed service with
the goal of achieving a given network-wide coverage, i.e., hosting a service instance
on a preconfigured portion of the nodes. The resulting service configuration thus
solely depends on the network topology, but not on the actual service demand of
client nodes.

DySSCo operates by periodically exchanging beacon messages between all neigh-
boring nodes of the network. These beacon messages encode information about how
many service instances are currently available in the local region of the network,
i.e., the 1-hop neighborhood of each node. This metric is used as an indication on
whether the portion of globally available service instances matches the preconfig-
ured value. If the regional number of service instances is too low, then a new service
instance is created on the local node. If the regional number of service instances is
too high and would remain sufficiently high without the local instance, then any local
instance is shut down. Additional beacons are exchanged whenever such a change in
the service configuration takes place. The evaluation of the DySSCo protocol using
a real-world Wireless Sensor Network (WSN) deployment shows that the service
configuration converges and reaches the requested coverage.

2.3.2.3 Iterative, Topology-Based Migration of a Centralized Service

As part of the REDMAN middleware, Bellavista et al. [2] propose a method for
electing anode in adense MANET that is responsible for coordinating the replication
of data items in a given area. The election process is started once a node detects that it
has become part of a dense network region without a replication manager. The goal
is to place the replication manager at the topological center of the dense network
region. In order to achieve this, the service is iteratively migrated one hop towards
the node which is furthest away from the current node until no better candidates other
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than the current node are available. Heuristics are used to establish migration targets
and the distance of the most distant node.

2.3.2.4 TIterative, Request Volume-Based Migration of a Centralized Service

Oikonomou and Stavrakakis propose in [24] a method for the optimal placement
of a centralized service in a MANET. Their approach is to iteratively migrate the
service to the neighboring node from which the highest volume of service request
has been received as long as this request volume makes up for more than half of the
total request volume. One can think of this procedure as similar to the hill climbing
approach in optimization, which has the problem that it may terminate in a local
optimum as opposed to the global optimum. However, the authors prove that under
the assumption of a tree-like network topology their algorithm eventually reaches
the globally optimal position. The approach has the additional advantage that the
service migration process is naturally restarted if the network topology or the service
demands change.

In the following, we refer to this placement algorithm as tree-topology migration.

2.3.2.5 Iterative Migration of Multiple Software Components

The MagnetOS project as described in [21] by Lie et al. aims at building a distributed
operating system for MANETS that has the ability to migrate software components,
e.g., Javaobjects, across the network. By placing the components close to those nodes
that generate the most request for them, communication overhead can be reduced
and network lifetime prolonged. The algorithmic approach is to discretize time into
epochs and at the end of each epoch relocate a service component according to one
of five strategies:

e LinkPull moves the component one hop in direction of the most requests it
receives.

e PeerPull moves the component to the host that originated the most requests.

* NetCluster moves the component to a random node of the one hop cluster whose
nodes collectively originated the most requests.

* TopoCenter(1) moves the component to a node that-based on partial knowledge
about the network topology—minimizes the sum of migration cost and the future
service communication cost.

* TopoCenter(Multi) works similarly as TopoCenter(1) but with additional infor-
mation on network topology.

The evaluation of these algorithms is conducted through simulations and real-
world experiments. It shows that, depending on the scenario, the network lifetime
can be increased significantly.
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2.3.2.6 Rule-Based Replica Placement in Ambient Intelligence Infrastructures

Herrmann proposes the Ad hoc Service Grid (ASG) for placing replicas, i.e., service
instances, of a distributed service [13]. The motivation of this work is to enable
the self-organization of Ambient Intelligence systems which have to operate effi-
ciently without any human intervention. To this end, ASG implements a set of
three services that implement self-configuration for ad hoc networks: self-organized
placement of distributed services, service discovery, and synchronization of service
instances.

As part of the placement subservice, the author presents two distributed place-
ment algorithms: ASG/simple and ASG/EventFlowTree (EFT), the latter one being
a refinement of the former. Both placement algorithms are a rule-based algorithms
that are executed on each node that currently hosts a service instance. Neither of
the two algorithms requires nodes to explicitly exchange information in order to
take placement decisions. For ASG/simple, migrations are triggered if more service
requests are received from one neighbor than from all other neighbors and the current
service host together. Replications are triggered if the service requests that have been
forwarded by a migration target have traveled more than a preconfigured number
of hops. Service instances are shut down if the service demand they serve falls
below a threshold. ASG/EFT builds upon the same basic principle, however it also
considers more distant nodes as potential targets for migrations and replications.
As a result, ASG/EFT requires less operations before converging to an optimal
service configuration. The rules of both algorithms rely upon preconfigured para-
meters that encode knowledge about the optimal distribution of the service instances
in relation to the network topology. Suitable values for some of these parameters can
be derived analytically from properties of the network topology, but for other para-
meters, scenario-specific expert knowledge is required. The ASG system is evaluated
using simulations. In their discussion, the authors also emphasize its properties with
regard to self-organization in general.

2.3.2.7 Service Placement and Replication in Fixed, Internet-Style Networks

As a follow-up to [24], Laoutaris et al. [17] map the two problems of finding the
optimal locations for a given number of services and of additionally calculating the
optimal number of services to the uncapacitated p-median and the uncapacitated
facility location problems respectively (cf. Sect.2.2). Most approaches to solving
these problems are centralized algorithms that in a network-related scenario required
global knowledge about the network topology, the service demands of the nodes, and
(optionally for the UFLP) the cost of hosting a service.

In order to avoid the centralized collection of this information, the authors propose
distributed versions of both problems. The idea behind these new algorithms is to only
solve the problems for the n-hop neighborhood of nodes hosting a service instance.
The service demand of distant nodes is mapped to the nodes on the border of the
neighborhood that forward the respective service request packets. A crucial part
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in this procedure is to appropriately merge overlapping neighborhoods of different
nodes that host a service. For evaluation, the network traffic incurred by the respective
solutions of the centralized and the distributed algorithm are compared and put into
the context of required iterations of the distributed algorithm.

2.3.2.8 Local Facility Location in Distributed Systems

Krivitski et al. propose a local algorithm for the facility location problem for large-
scale distributed systems [15]. Given a set of clients, a set of possible locations for
facilities, a cost function, and the desired number of facilities, the proposed algorithm
establishes which locations are to be used for the desired number of facilities in
order to minimize cost. This is achieved without a coordinating central entity based
on information available in the neighborhood. The algorithm employs speculative
hill climbing and local majority votes: Each node speculatively calculates the next
step in the hill climbing process based on the locally available information and
then — rather than calculating the cost directly — the optimal step is chosen via a
distributed majority vote in the network. Network overhead is kept low by avoiding
votes on alternatives that do not reduce the cost as compared to a currently known best
next step.

2.3.2.9 Distributed Facility Location in Sensor Networks

In [6], Frank and Romer describe how the facility location problem can be solved
in a distributed manner and apply their solution to the area of WSNs. The algo-
rithm operates by locally running algorithms to establish locations for facilities and
mapping clients to them over several rounds. In each round, a candidate facility loca-
tion is chosen based on expected clients, and clients decide whether using the services
offered by this facility is optimal for them with regard to other facility candidates.
If the actual decision of the clients matches the expectation of the facility candidate,
the new facility is opened. Network traffic is reduced by iteratively expanding the
search radius. The reduction in service communication cost achieved by the algorithm
is evaluated using both simulation and traces from a real deployment.

2.3.2.10 Partition Prediction and Service Replication

Wang and Li [19, 29] address the problem of service availability with regard to
network partitions due to node mobility. Based on the group mobility model proposed
in [18], their approach is to group nodes by their velocity vectors and predict the event
of such a group moving out of the radio range of another group. Since the resulting two
groups have no means of communicating with each other, this effectively partitions
the MANET. In case of a single node providing a service to both mobility groups,
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a new service instance is created on one node in the mobility group that would be
left without access to the service otherwise.

The algorithm to select a specific node in the departing group to host the new
service instance is run centrally on the node that is currently hosting the service. The
main goal of the node selection process is unclear: According to [29], the goal is
to delay the time of replication as much as possible, and therefore select the node
most distant from the current server along the velocity vector of the leaving mobility
group. In contrast, according to [19], the goal is to start the replication process as soon
as possible, and therefore select the node closest to the current server. In both cases,
the exact motivation for selecting this particular node is not given. One can only
assume that the intended strategy is to delay the replication as much as possible and
therefore select the node closest to the current server. In any case, neither of these two
strategies considers the placement of the service within the leaving mobility group
with regard to other service placement parameters.

2.3.2.11 Other Approaches

In [12], Heinzelman et al. describe a clustering method for WSNs as part of their
Low-Energy Adaptive Clustering Hierarchy (LEACH) protocol. The clustering algo-
rithm is based on local probabilistic choices of individual nodes. Global parame-
ters such as number of nodes and the desired number of cluster heads need to be
configured on all nodes before a deployment can take place. The major drawback
of the decentralized approach to clustering is that the quality of the placement of
the cluster heads is not taken into account. To address this issue, Heinzelman et al.
propose LEACH-C as a centralized variant of their clustering algorithm. In LEACH-
C, each node transmits its location to a base station which then assigns the cluster
heads after calculating the most suitable nodes with a heuristic based on simulated
annealing.

Furuta et al. [8] improve upon the general architecture of LEACH-C [12]. Their
formulation of the clustering problem as an uncapacitated facility location problem
allows them to derive the optimal solution at the base station of the network. This
information is then used to adapt the clusters to current energy levels and prolong the
lifetime of the network. In their follow-up work [7], Furuta et al. propose an alter-
native clustering algorithm method based on Voronoi heuristics. While no detailed
complexity analysis is given, experiments show that according to wall clock time
the heuristic runs several orders of magnitude faster than the exact solution while
retaining comparable improvements in network life time.

Finally, Moscibroda and Wattenhofer [23] propose a distributed algorithm to solve
the facility location problem and study the trade-off between communication over-
head and quality of the approximation. Their algorithm is based on the assumption
of each facility being able to communicate with each client (and vice versa) once in
each round of the algorithm.
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2.3.3 Evaluation

As already pointed out, service placement in ad hoc networks is of interest to two
communities with different backgrounds. For the researchers of the networking
community, service placement is an additional feature for their operating system,
middleware, or routing protocol. For researchers with a background in facility loca-
tion theory, service placement is an opportunity to apply their algorithms to real-world
systems. As a consequence proposed solutions differ not only in methodology, but
also in their emphasis on different aspects of the resulting system.

The proposals with a background in operating systems, middleware, or routing
[2, 8, 12, 13, 19-21, 27] commonly employ an algorithmic approach of iterative
migration of existing service instances in combination with some sort of neighbor-
hood exploration [2, 13, 20, 21]. From the theoretical point of view, this procedure
resembles a hill climbing algorithm with the inherent disadvantage of potentially only
finding locally optimal solutions. Simulative and experimental results, however, indi-
cate that this has only a minor impact in practice [ 13, 20, 21]. The heuristics employed
in the iterative migration process are in some cases tailored to the specific applica-
tion, e.g., coverage [20, 27], topology [2], group mobility [19], or request volume
[24], and would fail for general-purpose service placement. Other approaches rely
on centrally collecting data related to the network topology, either of a limited region
[27] or the entire network [8, 12]. With regard to the timing of placement decisions,
we can observe that the approaches that rely on local information tend to employ
some form of global timing or epochs rather than a timing mechanism related to
actual changes in service demand or network topology.

The approaches with a background in facility location theory [7, 17, 23, 24] suffer
from the fact that the facility location problem is NP-hard. They work around this by
either making assumptions on the structure of the network [24], artificially limiting
the size of the problem [17], or by falling back to heuristics [7]. The evaluation
of these proposals tends to assume a very simplistic models of ad hoc networks
that does not include relevant aspects such as properties of the wireless channel,
limited resources on the nodes, or overhead traffic incurred by lower layers of the
protocol stack. Generally speaking, the focus is more on the reduction of service-level
network traffic, but the traffic required for measurement, signaling, and adaptations
of the service configuration is not considered, e.g., [23] requires one network-wide
broadcast for each service and each client per round of the algorithm.

It must, however, also be noted that there are exemptions that cross the border
between the two communities [6, 15].

With respect to the three fundamental research questions of service placement
raised in Sect. 1.2.1, it can be concluded that current state-of-the-art research provides
answers to the first two questions (where to place service instance and how many
service instances are optimal for the operation of the network). However, there is
hardly any quantitative evaluation of these approaches and hence the real benefit of
service placement is unknown. The third question (when to adapt a service configu-
ration) has, to the best of our knowledge, not been addressed explicitly.
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Table2.1 Selection of placement algorithms for the quantitative evaluation

Centralized Distributed
[-.7pc] placement algorithm placement algorithm
¢ LinkPull, PeerPull, and
TopoCenter(1)
Migration [21]
Centralized * Tree-topology Migration n/a
service [24]
* SPi/ GCSI (cf. Sect.4.4)
Distributed * SPi/ GCMI (cf. Sect.4.5) » ASG/simple and
service ASG/EventFlowTree [13]

Furthermore, most of the approaches that have been presented in this section do
not consider variable service traffic patterns (e.g., regional distribution or changing
demand over time) or control traffic overhead in their evaluations. Looking at the
bigger picture, the interactions between service placement, service discovery and
routing are also widely unexplored.

2.3.4 Candidates for Quantitative Comparison

Given the number of proposals for implementing service placement in ad hoc
networks, we have to consider which of the approaches are the most suitable candi-
dates for a quantitative comparison with our own Graph Cost/Single Instance
(GCSI) and the Graph Cost/Multiple Instances (GCMI) placement algorithms
that we will present in Chap.4. The ideal candidates should deal with general-
purpose service placement, rather than a specialized variant, and operate under similar
assumptions about the ad hoc network and the service to be placed as our own work.
Furthermore, we need access to an implementation of each placement algorithm
that is to be evaluated. This implies that an implementation must either be readily
available or it must be feasible to implement the algorithm with reasonable effort.
Unfortunately, this criterion rules out some of the more interesting approaches such
as [6, 15].

The selection of placement algorithms to be used in our evaluation in Chap.5 is
shown in Table 2.1. For centralized services, we have chosen the LinkPull, PeerPull,
and TopoCenter(1) migration [21] placement algorithms as well as the Tree-topology
migration [24]. These algorithms make no assumptions about the service and include
approaches that do and do not consider the network topology as an input. For distrib-
uted services, we have chosen to implement the two placement algorithms presented
as part of the ASG system [13]. This choice results from the very similar focus of
this project to our own work, but also due to the simplicity and thorough description
of the algorithms. The additional benefit of this choice is that we also get the possi-
bility to compare the performance of distributed algorithms with that of a centralized
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algorithms such as our own SPi/ GCMI. We consider other centralized placement
algorithms such as LEACH-C [12] to be less interesting since they rely upon the
presence of a dedicated entity to execute the algorithm (cf. Sect.2.3.1).

2.4 Summary

In this chapter, we have given a brief introduction into facility location theory, which
is a prerequisite for our own work on service placement in ad hoc networks. We
have also reviewed and evaluated current approaches to service placement and have
motivated our choice for question the which placement algorithms to include in our
evaluation in Chap. 5.

Our review of the literature in the field of service placement has shown that this
topic is of interest to two distinct communities: networking and middleware research
on one side, and facility location theory on the other. We have also observed that
both communities lack the tools to implement placement algorithms for side-to-side
comparisons. In fact, none of the papers that we reviewed included a comparison of
their results with those of any other proposal. For this reason, we took special care
to design the SPJ service placement framework (as presented in Chap.3) in such
a way that it supports implementations of a wide variety of algorithms. We hope
that this tool, in particular when combined with our approach to support a variety
of evaluation methods, will ease the implementation and evaluation of placement
algorithms and foster further research in this area.
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Chapter 3
The SPi Service Placement Framework

Abstract In this chapter, we present the SPi service placement framework as our
contribution towards enabling service placement in ad hoc networks. Our framework
is applicable to the placement of both centralized and distributed services as defined
in the introductory chapter. It supports both the Graph Cost/Single Instance and
the Graph Cost/Multiple Instances algorithms for the placement of centralized and
distributed services as well as several placement algorithms proposed in the literature.
Furthermore, we tightly integrate the process of placing service instances with the
related problems of service discovery and routing. The overall goal is to reduce the
cost of implementing placement decisions, thus making service placement a viable
alternative to traditional architectures.

Keywords SPi- Service placement framework - Service discovery - Routing

This chapter is structured as follows: In Sect. 3.1, we begin with a high-level overview
of the components and the mode of operation of the SPJ service placement frame-
work [17, 18], and then proceed to discuss the fundamental design considerations
in Sect.3.2. Afterwards, we continue to present the components in more detail in
Sect. 3.3. We then discuss the process of migrating a service instance from one node
to the other in Sect. 3.4 and propose various methods for reducing the communica-
tion overhead this process incurs. We conclude this chapter with a brief summary in
Sect.3.5.

3.1 Overview

The SPiservice placement framework implements a novel approach to service place-
ment in ad hoc networks. With its two purpose-built placement algorithms, it opti-
mizes the number and the location of service instances based on usage statistics
and a partial network topology derived from routing information. The system only
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requires minimal knowledge about the service it is tasked with placing in the network.
It is unique in explicitly considering the communication between service instances
that is required to synchronize shared data. Furthermore, our system implements a
cross-layering approach to take advantage of the interdependencies between service
placement, service discovery and the routing of service requests to reduce network
overhead.

The three main components of SPiare depicted in Fig. 3.1. The service placement
middleware is active on each node which is currently hosting a service instance.
It is tasked with monitoring the usage of the service and with adjusting the service
configuration, i.e., the set of nodes to host the service instances, when necessary. The
service discovery component locates the most suitable service instance to provide a
service for a client. The routing component implements an enhanced routing protocol
that also provides information about the current network topology to the service
placement middleware. These components are discussed in detail in Sect. 3.3.

The service placement middleware supports several placement algorithms
presented in the literature. Additionally, we propose two new algorithms devel-
oped specifically for the SPi framework: For the placement of centralized services,
we propose the Graph Cost/Single Instance algorithm (GCSI). It monitors
the network traffic between the service instance and its clients, combines it with
information about the network topology, and calculates the optimal host for the
service instance. For the case of placing a distributed service, we propose the
Graph Cost/Multiple Instances algorithm (GCMI). It is executed on a dynam-
ically assigned coordinator node, to which local usage statistics and information
regarding the regional network topology are transmitted from all service instances.
The algorithm calculates the optimal service configuration, establishes a set of actions
required to adapt the current to the optimal configuration, and issues these actions as
commands to the nodes that currently host service instances. Both algorithms rely on
accurate and timely information about the current network topology. We present the
required infrastructure as part of Sect. 3.3.1. Both the GCSI and the GCMI algorithms
are presented in detail in Chap. 4.
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In order to ease the replication and migration of service instances between nodes
in an ad hoc network, the SPJ service placement framework follows a cross-layering
approach. This is the fundamental prerequisite for making layer-specific informa-
tion available to components that traditionally reside on other layers of the ISO/OSI
reference model. The prime use of this approach in our framework is the sharing of
information related to the network topology between the routing component and the
service placement middleware. Other uses are mostly related to protocol optimiza-
tions with the goal of reducing the overhead incurred by migrating and replicating
service instances between nodes. Theses uses of cross-layering are discussed in more
detail in Sect.3.4.4.

3.2 Design Considerations and Rationale

The fundamental design of the SPiservice placement framework is motivated by two
key observations. First, changing the configuration of a service is an operation that
is both costly in terms of network traffic as well as macroscopic when compared to
other decisions that commonly affect the configuration of an ad hoc network. And
second, the signaling overhead required for operating any type of service placement
system (SPS) has a non-negligible impact on the overall performance of the network.

The first of these two observations relates to the cost and the relative impact of
service placement decisions. For instance, when compared to a routing decision,
a service placement decision affects many if not all nodes of the network, while
in contrast the choice of a routing path only affects the nodes between the two end
points of the route. More precisely, the cost of changing the configuration of a service
comprises

1. the network traffic caused by transferring the state and possibly also the binary
program file of a service instance from a current host to a new host, including
the traffic required for establishing and maintaining routes between old and new
hosts,

2. the traffic caused by each client having to locate and select a new service host,
and

3. the traffic caused by the client nodes establishing new routes to the service host
of their choice.

Since these operations include bulk data transfer as well as partially flooding the
network (depending on the choices of service discovery and routing protocols), it is
hard to underestimate the cost of this process and its immediate impact on network
performance. Similarly, the decision of changing the service configuration results
in the reconfiguration of the ad hoc network at a large scale: Information about the
location of service instances needs to be updated, new routes have to be found, and
new connections between clients and service instances have to be established. This
not only affects multiple components across the network stack, but at the same time
also multiple, if not all, nodes of the network. Thus, changing the configuration of
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a service should also be considered as having a very high impact on the overall
configuration of the network, especially when compared to other common decisions,
e.g., which radio channel to use to communicate between two nodes, on which path
to route a packet, or which set of parameters to use for a data transfer.

The second of the two observations is concerned with the cost of operating an SPS,
even if no change in the configuration of the service is currently required or underway.
As pointed out in Sect. 1.1.2, one possible goal of an SPS is to reduce the bandwidth
required for service provisioning. Obviously, any overhead caused by an SPS itself,
may it be for signaling between service instances or for gathering information as
input for the placement algorithm, runs contrary to this goal. In fact, there is trade-
off between the quality of the placement decision and the cost (in terms of bandwidth
used) incurred by collecting the information to base this decision upon: If little or
no information is collected, the placement decision is inexpensive but probably of
low quality; if large amounts of information are collected, the placement decision is
most likely of high quality, but also very costly.

In light of these two observations, we derive the following three requirements on
the mode of operation of any SPS:

1. Service placement algorithms should aim for few, high-quality decisions.
As changes in the configuration of a service are both costly and have a high
impact on the operation of an ad hoc network, they should occur as rarely as
possible. From this follows that the quality of these placement decisions should
be as high as possible, i.e., the choice of the number of service instances and their
location should approximate the optimum given the network topology and the
current service demand.

2. Adaptations of the service configuration should be timed with caution.
If adaptations of the service configuration are rare, the point in time at which
they occur gains importance. It may be undesirable to adapt a service configura-
tion immediately, if there are only minor expected savings. However, if a sudden
and large change in either network topology or service demand occurs, there
should not be an excessive delay before adapting the service configuration to the
new optimum.

3. The signaling of the SPS should be as light-weight as possible.
As one of the goals of service placement is to reduce the overall bandwidth used,
an SPS must itself require as little bandwidth as possible for its operation. In this
context, the signaling includes both the traffic required to communicate among
service instances as well as the process of collecting input data for the placement
algorithms.

Considering the design space for service placement systems as already discussed
in detail in Sect.2.3.1, we can now evaluate the three viable design alternatives in
light of these requirements. This evaluation is visualized in Table 3.1. As illustrated,
systems that merely rely on local information cannot achieve the same level of quality
in their placement decisions as systems with a more global view. This is especially
true for the question regarding the optimal number of service instances. Similarly,
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Table3.1 Evaluation of design alternatives for placing a distributed service

Distributed algorithms Centralized
Local heuristics Consensus algorithm
Quality of placement decisions —/o o/+ +
Timing of placement decisions — o/+ +
Required signaling overhead + — o

it is safe to assume that systems, which by their design rely on more information
being available, can also make more informed and thus more appropriate decisions
on the proper timing of service adaptations. This assumption is supported by the
fact that the majority of the systems proposed in the literature, which merely rely
on local information, employ some form of global timing or epochs rather than a
timing mechanism related to actual changes in service demand or network topology
(cf. Sect.2.3.3). Finally, systems relying on local information have their clear advan-
tage in the fact that they cause only minimal signaling and data collection overhead.
At the same time, systems based on distributed algorithms have a clear disadvantage
in this area, as they require high volumes of information to be exchanged between
nodes in order to achieve high-quality placement decisions. Centralized systems,
in contrast, can implement a more streamlined process of gathering the required
information and thus require less signaling.

Given the advantages, disadvantages and trade-offs between the fundamental
architectural alternatives for service placement systems, we have opted to design
the SPJ service placement framework with a central controlling entity in mind.
In particular, the GCMI algorithm (cf. Sect.4.5) is implemented with a dynami-
cally assigned coordinator node. This is, however, just one alternative supported by
the framework, as fully decentralized placement algorithms are supported as well.

Employing a centralized system to control parts of an ad hoc network has
several well-known drawbacks, especially regarding properties such as scalability
and resilience against failure of the node that hosts the central entity. Both problems
can, however, be mitigated within the architecture we are proposing: Scalability can
be achieved by adding one or multiple layers of regional coordinator nodes between
the global coordinator and the service instances. Reliability can be improved by
electing a new coordinator among the service instances in case the current one fails
or leaves the network. For these reasons and in light of the quantitative evaluation
that we will present in Chap. 5, we argue that a centralized architecture is indeed the
superior approach to designing a service placement system.

3.3 Components

The three principal components of the SPi service placement framework are the
service placement middleware, the service discovery component, and the routing
component. Service discovery and routing in ad hoc networks are areas of research
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Fig.3.2 Components of the SPiservice placement framework and their subtasks

in their own right, and there is an extensive body of work on each of them, e.g., [1-3,
8, 10, 13, 15, 16]. The reason for including them in the design of our SPS is twofold:
First, any placement algorithm must encode knowledge about the mode of opera-
tion of these components, e.g., it must anticipate the routes that will be established
between clients and service instances. And second, commonly used approaches to
service discovery and routing need to be adapted if used in the context of networks that
employ service placement in order to allow for efficient operation. If a service place-
ment system relied on conventional mechanisms for establishing routes and locating
services, a change in the configuration of a service would cause major disruptions to
the operations of the network. For instance, migrating a service instance from one
node to another renders the locally cached information about the location of services
invalid and also obsoletes a non-negligible subset of the routes stored in the routing
table. In order to counter these effects, traditional approaches to both problems need
to be adapted if service placement is to be used viably in an ad hoc network.

In the following, we describe each of the three components of SPi in detail,
pursuing a bottom-up approach. An overview of the components with their respective
subtasks is depicted in Fig.3.2.

3.3.1 Routing Component

The task of the routing component is widely equivalent to that of traditional network
layer protocols, i.e., it provides a best-effort datagram service between all nodes of the
ad hoc network.This task encompasses the subtasks of locating nodes, establishing
a path between sender and receiver, and maintaining or adjusting this path in light
of varying link quality and node mobility.
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Additionally to mere packet delivery, the routing component employed as part of
the SPiservice placement framework needs to fulfill a second task: Some of the algo-
rithms implemented in the service placement middleware make use of information
regarding the network topology, i.e., the set of nodes taking part in the network and
the set of radio links between these nodes that are potentially available for routing
packets. Hence, the routing component has to map the network and provide this
information to the other components in a timely and accurate manner.

3.3.1.1 Routing Protocol

The basic choice of which routing protocol to employ depends primarily on the
envisioned area of application of the ad hoc network. It is generally desirable for an
SPS to work with a variety of routing protocols. From an implementation standpoint,
there are, of course, certain types of routing protocols for which the integration with
the other components of an SPS is more straightforward.

Routing protocols are generally subdivided into two classes: Proactive protocols
such as the Destination-Sequenced Distance Vector (DSDV) protocol [14] or Opti-
mized Link State Routing (OLSR) [3] operate by periodically exchanging neighbor-
hood information between all nodes in the network. These protocols are best suited
for networks with low node mobility, sufficient processing and energy resources
on each node, and continuous data traffic. In contrast, reactive routing protocols
such as Dynamic Source Routing (DSR) [8] or Ad hoc On-Demand Distance Vector
(AODV) routing [13], establish routes only on demand. These protocols are more
suitable for networks that are subject to a rapidly changing topology, consist of
resource-constrained nodes, or run applications with merely sporadic communica-
tion patterns. Thus, proactive routing protocols tend to be employed in mesh networks
(with deployments ranging from buildings to municipal areas) and in sensor networks
tasked with high-fidelity monitoring. Reactive routing protocols are preferred in
vehicular networks and sensor networks that respond to rarely occurring external
stimuli. An overview of other routing protocols, including hybrid variants of these
two classes as well as examples of other, less wide-spread classes is available in [5].

From the perspective of an SPS, it is advantageous if the routing protocol
employed in a network automatically gathers information about the network’s phys-
ical topology, i.e., the availability of radio links between pairs of nodes. This is
generally the case for proactive protocols, but not for reactive protocols. Therefore,
the integration of a proactive protocol into an SPS requires fewer changes to the
implementation of the protocol as compared to a reactive protocol. In fact, the only
two changes required for integrating a proactive routing protocol into an SPS are
1) to provide an interface for the other components to access the information about
the network topology, and 2) to fine tune the timing parameters to ensure that the
information is suitably up-to-date given the requirements of the service placement
algorithm.

The changes required to integrate a reactive routing protocol into an SPS are more
numerous. Additionally to the two items required for proactive protocols, reactive
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protocols also need to be extended with the functionality of gathering information
about local neighborhoods and routing paths and the means to transfer this informa-
tion between nodes. Implementing this process involves several interesting trade-offs
which we discuss in the next section.

3.3.1.2 Network Topology Monitoring

If the functionality of monitoring the network topology is to be added to an existing
routing protocol from scratch, as it is generally the case for reactive protocols, there
are four questions that need to be addressed:

By which means should nodes exchange topology information?
Which nodes should participate in gathering information?

How much information is to be gathered?

How often do nodes need to exchange this information?

S

While the first question is rather a matter of implementation, the other three ques-
tions share the same underlying basic trade-off: More timely and more exhaustive
information about the network topology allows for higher quality placement deci-
sions, but at the same time the cost of gathering this information reduces the overall
benefit of placing service instances.

When answering the latter three questions, it is important to keep in mind that in
the context of an SPS, and as opposed to proactive routing protocols, the goal is not
to construct a map of the entire network. Instead, we can built upon on the known
goal of the SPS of placing the service instances efficiently in the network, i.e., in the
close vicinity — or rather within — the regions of the network in which there is client
demand for the service that the SPS is tasked with placing. Hence, we are mostly
interested in the topology of exactly these regions with high service demand, and
can use this knowledge to optimize the process of monitoring the network topology.

By which means should nodes exchange topology information?—The two
alternatives by which topology information can be exchanged between nodes are
either via special-purpose packets or by piggybacking this information on packets that
are transmitted when a service is accessed by its clients. Piggybacking is the obvious
choice, since it is the alternative which incurs less overhead. The only drawback of
piggybacking is that it depends on packets being exchanged between nodes in the
first place and that it fails in the absence of this traffic. However, this is not a problem
in the context of an SPS, since network traffic exists by definition in regions of high
service demand.

Which nodes should participate in gathering information?—With respect to a
service being offered in an ad hoc network, each node in the network (aside from the
server node itself) falls into one of three categories: It is either a client node, i.e., one
of the nodes on which an application with demand for the service is being executed;
itis a routing node, i.e., there is no demand on the node itself, but it forwards packets
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between clients and service instances; or it is a passive node that is not involved at
all with the provisioning of the service in question.

Obviously, client nodes should always provide topology information, at least
about themselves but preferably also about their surroundings. The network topology
around clients is very likely to be relevant to an SPS since its goal is to place service
instances in relation to the existing clients.

Routing nodes and passive nodes are similar in so far as it is impossible for a node
of these two groups to determine locally whether the node itself might be relevant for
the overall placement of a service. For illustration, let us consider the extreme case of
apassive node as depicted in Fig. 3.3a. Node s is the current host of a service instance
serving requests from clients on nodes ¢ and ¢;. Nodes r and r, are routing nodes,
node p is a passive node. For simplicity, let us assume that nodes ¢ and ¢, have the
same service demand, that all links in the network are of the same quality, and that
there is no need to create a second service instance. The best node for hosting the
service is the passive node p; since it minimizes the sum of the distances to all clients.
This fact should, however, not be mistaken as an indication that node p; should have
provided topology information to other nodes. Consider the same node configuration
embedded in a larger topology as depicted in Fig.3.3b. Obviously, there is no point
in having all passive nodes p; provide topology information.

There is, however, one distinction between routing and passive nodes in that
routing nodes play an active role in the provisioning of the service. As service traffic
is routed through these nodes, there is only little overhead involved if routing nodes
add their own topology information to the packets that they forward anyway.

In light of these considerations, client nodes should always participate in the
process of gathering topology information, routing nodes should participate to a
lesser degree, and passive nodes should remain inactive.
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How much information is to be gathered?—The quantity of topology informa-
tion gathered by each node depends on how interesting the neighborhood of this node
is for the SPS. The metric used for defining the region of the network surrounding a
node is the hop count of packets originating from said node, hence the term n-hop
neighborhood. The parameter n corresponds to the minimal number of retransmission
of a packet that is required before the packet reaches the node in question.

The question of how much information should be gathered can thus be reformu-
lated as a question for the appropriate setting of the parameter n for each node. The
trade-off is, once again, that a larger n for more nodes increases the quality of the
overall topology information, but at the same time also increases the overhead of
transmitting this information between nodes. It is thus advisable to adapt this para-
meter at run time depending on the status of a node with respect to the service that is
to be placed. More precisely, the parameter n should be larger for client nodes than
for routing nodes. It is not applicable to passive nodes since they do not participate
in the process of monitoring the network topology.

How often do nodes need to exchange this information?—In answering the first
question of the four questions mentioned above, we have argued that piggybacking
should be employed for transmitting topology information between nodes. As a
consequence, the frequency of exchanging information is limited by the flow of
regular packets (which we assume to be sufficient, as explained above). The question
is thus to which of these packets topology information should be added. The trade-off
is, yet once again, that the more frequent we add information, the more accurate the
overall topology information becomes, however, at the cost of also increasing the
overhead.

It is easy to conceive sophisticated schemes for selecting when to piggyback
topology information on packets passing through a node. For example, topology
information could be added only if the node detects that its n-hop neighborhood has
changed. However, these advanced schemes incur the disadvantage that they require
additional signaling for topology updates, i.e., the reception of the piggybacked
information needs to be acknowledged by the destination node. Simply resorting to
piggybacking the signaling data is not an option, since there is no guarantee that
packets are transmitted in the opposite direction, from service instance to client. And
even if this is the case, the returning packets may well be routed via a different path
that excludes the destination node of the acknowledgment.

The alternative is to simply piggyback topology information on one packet during
a configurable period of time or on every packet. These two options share the advan-
tage that they do not introduce additional complexity into the system and are straight-
forward to implement. For these reasons, the simpler alternatives should be preferred
when deciding how often topology information needs to be exchanged.
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3.3.1.3 Implementation

In the current implementation of the SPi service placement framework, we employ
the Dynamic MANET On-demand (DYMO) routing protocol as described in [2].
DYMO is a reactive protocol that has been proposed as a refinement of the Ad hoc
On-Demand Distance Vector (AODV) routing protocol [13]. It defines three packet
types: ROUTE REQUEST (RREQ), ROUTE REPLY (RREP), and ROUTE
ERROR (RERR). Whenever a route needs to be established, the sender floods the
network with RREQs, optionally in the form of an expanding ring search in which
the Time-To-Live (TTL) of the RREQ is incremented iteratively after each unsuc-
cessful request. Uponreceiving a RREQ, the destination unicasts a RREP back to the
sender. If a route to the destination node is known to a node that processes a RREQ,
it may send so-called intermediate RREPs to both nodes instead of forwarding the
RREQ. When processing RREQs and RREPs, each node updates its routing table
with an entry for the respective source node containing the address of the next hop
towards this source and metrics for the quality and the age of the routing information.
If a unicast packet is received by a node whose routing table entry does not contain
an entry corresponding to the destination node, a RERR is sent to the original sender
of the unicast, which may establish a new route by flooding a RREQ once again.

Our choice for DYMO is due to two reasons: As a reactive protocol, DYMO leaves
us full control on exactly how to implement the monitoring of the network topology.
No integration or trade-offs with any existing mechanism, as present in proac-
tive protocols, are required. Furthermore, DYMO favors simplicity over advanced
features found in other protocols, e.g., expanding ring search and route repair. Hence,
it is straightforward to implement and has less complex interactions with the other
components of the SPi framework.

DYMO does not specify which link metric to use for its routing decisions. While a
simple hop count metric works well in simulations, it performs poorly in real-world
settings. We have thus extended our evaluation framework to support the Expected
Transmission Count (ETX) metric [4]. As above, the choice for this metric is mainly
motivated by its simplicity.

Our implementation of DYMO has been extended to support monitoring the
network topology. Following the argumentation of the previous section, we have
decided to collect the 1-hop neighborhood information for all client nodes and the
0-hop information for all routing nodes. The latter corresponds to the path along
which a packet is forwarded. This information is piggybacked on every packet that
originates at a client node or is forwarded through a routing node. For the scenarios
that we examined during the evaluation of our system, this implementation resulted
in an increase in the payload size of the packets by about 5% on average and corre-
sponds to an average of 35 bytes of each packet being used for exchanging topology
information. These values are, however, scenario and architecture dependent, i.e.,
they are subject to change under varying node densities or address lengths.
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Since the configuration of the topology monitoring did not manifest itself as a
performance bottleneck during our evaluation of the SPJ service placement frame-
work, we assume that further optimization will only have a minor impact on the
overall performance of the framework.

3.3.2 Service Discovery Component

The task of the service discovery component is to locate a node that hosts a suit-
able instance of an application-specific service for a client node. This comprises
the subtasks of assembling a list of all potentially suitable hosts that are available
in the ad hoc network at that point in time, and then selecting one of these hosts
as being the most suitable one for satisfying the local client’s service demand. The
first of these subtasks is fulfilled by a service discovery protocol. The second one is
noteworthy in its own right because the policy that is implemented needs to match
the assumptions encoded within the service placement algorithm.

3.3.2.1 Service Discovery Protocol

The basic mode of operation of a service discovery protocol consists of two phases: In
the first phase, the node hosting the client application floods the network with requests
for the service that the client application wants to access. Upon receiving this request,
each node that hosts a matching service sends a reply back to the originator of the
request.

The first phase is initiated when a client application prepares a service request
packet for a certain service. The application inquires the service discovery component
for a suitable destination for this service request, which in turn floods the network
with request packets for the service in question. There are several alternatives on
how the flooding can be implemented. It can be regionally limited in the form of an
expanding ring search. Other alternatives include reducing the cost of flooding the
network by selectively forwarding the packet to nodes that are expected to provide a
good regional coverage, or having several dedicated nodes with service directories
spread out in the network. The first of these alternatives is comparatively light-weight;
however, it may delay the discovery of distant service instances as each retry can only
be considered as unsuccessful after a timeout has expired. The other two alternatives
do not share this drawback, but at the cost of introducing additional complexity into
the system in terms of differing node behaviors which needs to be administered and
controlled.

Once a matching service host (or alternatively a node hosting a directory service)
receives a request packet, it sends a reply back to the originator of the request via
unicast. Since these unicast packets are sent during a time of high network activity—
the network is being flooded with both service discovery requests and most likely
also with route requests that try to establish a route back to the originator of the
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request—a small random delay may be added before sending the reply. As a reply
packet is forwarded back to the originator node, it can aggregate various metrics
that can be used later on to assess the relative quality of the service instance for
the particular client node. These metrics usually include measurements related to
the path between client and service instance, e.g., hop count or Round-Trip Time
(RTT). As the reply packets reach the originator node, it collects the replies and the
associated metrics and stores them for subsequent selection of the service instance
that is best suited to provide the service to the local client.

3.3.2.2 Service Instance Selection

The selection of a service instance is triggered either after the expiry of a timeout
that was started at the initiation of the service discovery process, or if a sufficient
number of replies have been received from service instances. The second alternative
implicitly relies on the assumption that nearby service instances, for which a reply
takes less time to arrive, are more suitable for providing a service to a client, and
hence ignoring late replies from other hosts does not discard any good service hosts.

When triggered, the metrics of all currently known service instances are compared
and the address of the most suitable service instance is returned to the application.
It is important to note that there is a dependency between this act of service instance
selection and the placement of the service instances. In fact, the placement algorithm
needs to anticipate which instances will be selected locally by each client as otherwise
the effects of its placement decision would be suboptimal.

As an architectural alternative, one might consider employing centralized coordi-
nation for both service placement and service instance assignment, i.e., the process
of centrally assigning a service instance to be used by each client. This alternative has
however three major drawbacks: For one, it does not scale as well as the decentral-
ized approach as the service coordinator not only has to contact all service instances
but also all clients. Further, reliability suffers as client nodes may try to contact the
wrong hosts if a service migration fails or takes longer than expected. And finally,
in contrast to the service placement problem, and in particular the question for the
correct number of hosts, the distributed approach to service discovery finds good
solutions without excessive communication overhead.

3.3.2.3 Implementation

Our implementation of the service discovery protocol is loosely based on the Service
Location Protocol (SLP) as specified in RFC 2608 [6]. SLP defines Service Request
(SrvRgst) and Service Reply (SrvRply) messages for service look-up, either via
single broadcast over via expanding ring search. It also specifies naming conventions
for services as well as a distributed directory services that consists of so-called
directory agents located on certain nodes.
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In our implementation, we decided to omit the parts of the specification related
to service naming and service directories. Naming conventions are not relevant for
questions related to the placement of service instances, and service directories would
have introduced another component in the system in which information would require
timely updates. We have implemented the expanding ring search mechanisms, even
though we observed that it introduces delays in the service discovery process which
in turn results in lower service recall if the placement of the service instances changes
frequently.

We also implemented a cache for known service hosts that is kept up to date as
replies to service requests reach the respective client node. Furthermore, we added
a rate limit on the number of SrvRgsts for the same service in order to make it
impossible for a single nodes to flood the network repeatedly looking for a service
which is not available.

3.3.3 Service Placement Middleware

The service placement middleware constitutes the core of the SPiservice placement
framework. In contrast to the two previously discussed components, the middleware
component is not required to be active on all nodes of the network, but rather only
on those nodes that currently host a service instance. It implements three primary
functions:

o Usage Monitoring: Statistics about the current usage of a service are collected
by all service instances, either for local evaluation or for transmission to a dynami-
cally assigned coordinator node for central evaluation.

e Migration / Replication Protocol: The replication protocol handles the repli-
cation and migration of service instances that take place as part of the adaptation of
a service configuration.

e Placement Algorithm: The placement algorithm implements the policy
according to which service instances are to be placed in the ad hoc network. Different
policies may reflect goals such as resource conservation, low access latencies, or
reliability. In light of the given goal, the placement algorithm evaluates the usage
statistics and decides whether the current configuration of the service needs to be
adapted.

We will now present the mechanisms used for implementing the usage monitoring
and discuss the integration of placement algorithms into the framework. The complete
replication protocol including discussions of replication costs and optimizations will
be covered afterwards in Sect. 3.4.



3.3 Components 45

Table 3.2 Per-node metrics for service usage monitoring

Service request count Number of service requests that originated on
this node

Service traffic volume Total traffic volume of all service requests that
originated on this node (in bytes)

Service traffic data rate Average data rate of service requests that
originated on this node (in B/s)

Service request count (as last hop) Number of service requests for which this node
was the last routing

Service traffic volume (as last hop) Total traffic volume of all service requests for
which this node was the last routing hop (in
bytes)

Service traffic data rate (as last hop) Average data rate of service requests for which
this node was the last routing hop (in B/s)

Routed service request count Number of service requests that were routed via
this node

Sum of hop counts of service requests Running sum of the hop count of all service

(as last hop) request for which this node was the last

routing hop

Node address of last hop of last service Address of the node that was the last routing hop

request of the last request that originated on this node
Refused to host service instance Flag whether this node has refused to host a

service instance in the past

3.3.3.1 Service Usage Monitoring

The collection of usage statistics is performed locally on each of the nodes that hosts
a service instance. It keeps track of several metrics for each client it serves. The
questions that arise in this context are which metrics to collect to measure service
usage, and how and when to process these statistics. Optionally, it may also be
desirable to integrate this process with other aspects of the service placement system.
Since the usage statistics constitute part of the input of the placement algorithm, it
is not surprising that the answers to these questions depend largely on the choice of
the placement algorithm.

Metrics—Different placement algorithms rely on different kinds of usage statis-
tics of the service as input. For the eight algorithms that we implemented, a total of
eight different metrics are required. Some algorithms make use of multiple metrics
when deciding on the optimal service configuration. Table 3.2 contains a complete
list of the metrics employed by the algorithms that we implemented. All metrics are
extracted from the service requests as they reach the service instance to which they
were sent by the client. Additionally to the metrics, the table also describes two fields
of miscellaneous information that also serves as input to some placement algorithms.

Three metrics (service request count, service traffic volume, and service traffic
data rate) are collected twice for each node, once with the node in the role of the
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originator of the service requests, and a second time for the node as the last hop on

the routing path between client and service instance. The metrics for the originator
are employed by algorithms that rely on regional or global topology information; the
metrics for the last hop are useful for algorithms that merely work on information
from the vicinity of their hosting nodes.

The metrics for routed service request count and sum of hop counts of service
requests, as well as the field for the node address of the last hop serve as special-
purpose input for the two ASG placement algorithms [7]. Finally, the flag whether a
node has refused to host a service instance in the past is used by several algorithms
to keep track of which nodes are not in the set of potential replication or migration
targets. This flag is set whenever a node refuses a replication or migration requests,
i.e., when a REPLICATION NACK is received in response to a REPLICATION
REQUEST during service replication (cf. Sect.3.4.2).

Exchange of Statistics between Service Instances—Just as above, the way in
which these measurements are exchanged depends on the placement algorithm. For
algorithms dealing with centralized services, i.e., placement algorithms that only
decide about the location of a single service instances, the statistics are just processed
locally and no exchange with any other entity is necessary. In contrast, algorithms
that deal with distributed services require that the statistics are exchanged in one of
the following ways as mandated by the design of the placement algorithm:

* Exchange of usage statistics between a subset of service instances: Usage statis-
tics are exchanged between service instances that operate in the same region of the
ad hoc network in order to support distributed, and yet regionally limited placement
decisions.

¢ Exchange of usage statistics between all service instances: Statistics are
exchanged between all service instances in the ad hoc network in order to support
distributed global placement decisions.

* Exchange of usage statistics with a central coordinator: Usage statistics are
sent to a coordinator node for centralized evaluation. The GCMI algorithm that we
propose as part of the SPJ framework (cf. Sect.4.5) falls into this category.

* No exchange of usage statistics: Placement algorithms for distributed services
such as ASG/simple and ASG/Event Flow Tree take placement decisions by locally
matching rules against the collected service metrics. Thus, they do not require for
statistics to be exchanged between nodes.

If the placement algorithm requires usage statistics to be exchanged between
multiple entities in the ad hoc network, the question arises when to do so. The
predominant method proposed in the literature is to exchange usage statistics peri-
odically, which is especially suitable for placement algorithms that are executed once
per preconfigured epoch [7, 9]. While easy to implement, periodically exchanging
usage statistics is suboptimal with regard to accuracy and efficiency: If the demand for
a service changes rapidly, distributed information about service demand will quickly
grow stale, and timely adaptations of the service configuration are not possible.
On the other hand, if service demand is constant, periodically sending statistics adds
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unnecessarily to the cost of running the SPS. Similarly, if the topology of the network
changes rapidly due to node mobility or radio interference, this information needs
to be communicated promptly.

As a solution to this problem, we propose to adapt so-called funnel functions as
described by Miihl et al. in [11] to trigger the exchange of usage statistics between
service instances. Funnel functions are defined as |6x| > c¢(1 — §¢/d), where 6x
is the change of an observed value since the last trigger event and 4t is the time
that has passed since this event. ¢ and d are constant parameters of the function for
maximal change and maximal duration respectively. The funnel function triggers as
soon as a value is sampled that causes the inequality to evaluate as true. In a time
series diagram, this can be interpreted as a tilted triangle centered over the current
sampling value. As soon as a new value is sampled that lies outside the triangle, the
function triggers and a new triangle is created centered around the current value.

The triggering mechanism of a funnel function is depicted in Fig.3.4. It shows
the time series of a cost function and a series of triggering events # to #19. We can
observe that, as long as the sampled value remains constant, the funnel function only
triggers when its maximal duration d has expired. However, if the sampled value
changes rapidly, the rate of triggering increases. Hence, funnel functions exhibits
the required behavior to be employed for the triggering of the exchange of usage
statistics in an SPS.

In order to adapt funnel functions to be used in an SPS, a single metric is required
to be used as input for the funnel function. This metric must have the property of
reflecting the change of service demand in the region around the node that calculates
it. The service provisioning cost, which we will present in Sect. 4.2, has this property
and hence we use this metric as an input for the funnel function. Furthermore, we
parametrize the funnel functions in such a way that the maximal delay until the
function is triggered increases the more stable the metric was during the previous
interval.

Integration—Usage monitoring and the exchange of statistics contribute
significantly to the overhead of running an SPS. Hence, this process should be inte-
grated as tightly as possible with the other components.
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The first thing to note is that the usage statistics alone are useless to certain
placement algorithms without the availability of a map of the corresponding region
of the ad hoc network. The algorithms in question internally reconstruct the graph-
like nature of the network and associate the service demand with the nodes in this
graph. This approach is used both in algorithms that place centralized services, e.g.,
TopoCenter(1) [9] and GCSI (cf. Sect.4.4), and algorithms that place distributed
services, e.g., GCMI (cf. Sect. 4.5). For algorithms for distributed services that follow
this approach, notably for GCMI, it makes sense to jointly exchange usage statistics
and the respective regional network map of the service instance in question. This way
the communication overhead is kept to a minimum. More importantly however, it also
ensures that the usage statistics and the network map are inherently synchronized,
i.e., both reflect the same state in time of the region of the ad hoc network with regard
to service demand and network topology.

The messages that are exchanged to update usage statistics (and in some cases
network topology information) may also serve two additional purposes: For certain
distributed placement algorithms, in which individual service instances are not neces-
sarily aware of each others’ existence and location, these messages may be used
to share this information among service instances. This may be required either as
an input to the placement algorithm, or more prominently to keep track of with
which nodes the state of the service needs to be synchronized when processing client
updates. Furthermore, for centralized placement algorithms, the statistics messages
canbe used as a built-in resilience mechanism to protect against losing the coordinator
node under churn. This mechanism can, for instance, trigger a new coordinator elec-
tion among current service instances if several consecutive statistics update messages
remain unacknowledged.

3.3.3.2 Service Placement Algorithm

The other major part of the service placement middleware is the placement algorithm.
From the point of view of the service placement middleware, there are two points
to consider: First, the middleware must provide the necessary input data for each
algorithm and be able to process its output. Second, for the matter of evaluation, it is
also important to create an API that all algorithms can be implemented against, thus
making the algorithms interchangeable.

Input, Output and Triggering—Placement algorithms differ in the input they
require in order to make the placement decision. For some algorithms it is sufficient
to work on the usage statistics of one or multiple service instances, other algorithms
also require knowledge about the network topology.

As for the output of the placement algorithms, a clear distinction can be made
between algorithms that are tasked with placing a centralized service and those
that deal with a distributed service. For centralized services, the only action that
a placement algorithm can take is to migrate the single service instance from the
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current host to another one. For distributed services, the placement algorithm can
take one or multiple out of three actions:

* Replication: Use the application-level data, and possibly the serialized application
binary, from a current service instance to create a new service instance on another
node.

» Migration: Move an existing service instance, specifically its application-level
data and possibly the serialized application binary, from one node to another node.

* Shutdown: Stop the execution of a current service instance and remove the asso-
ciated data, and possibly the application binary, from the node that was hosting the
Instance.

A list of these actions that transforms the current service configuration into the
optimal service configuration is the output of the placement algorithm. A more formal
definition of these actions will be given in Sect. 4.3. It is worth noting that placement
algorithms are not required to issue a list of actions every time they are executed.In
fact, in most cases, especially if service demand and network topology have remained
stable for a certain period of time, the placement algorithm may well reach the conclu-
sion that the current configuration of the service instances should not be changed.
This may either be due to the fact that the configuration is optimal given the current
knowledge about the network, or because the available data is insufficient to make a
good placement decision. Hence, there is a forth, implicit action available to place-
ment algorithms which causes the service configuration to remain unchanged. This
action can be easily implemented by allowing the algorithm to return the empty list.

A final distinction is whether a placement algorithm runs periodically, often once
per preconfigured epoch, or whether it is triggered in response to changes in the
demand for the service or the network topology. The latter option can be imple-
mented by reusing the funnel functions that also control when usage statistics are
exchanged between service instances. In this case, the trade-off, however, is between
timely decisions and the cost of executing the placement algorithm, i.e., the run time
complexity.

Placement Algorithm API—In order to make service placement algorithms
interchangeable at run time, we have created a generic interface for placement algo-
rithms with the goal of allowing for side-to-side comparisons. A placement algorithm
may register callback functions with the framework in order to be notified in case of
relevant changes in the global status of the service. Apart from functions for life-cycle
management, this notification API also may contain callbacks for the transferral of
internal state of the placement algorithm between nodes and for signaling relevant
updates to the automatically collected usage statistics of the service, the availability of
remote service instances, and—for some placement algorithms—updates to the distrib-
uted state of the algorithm.

In order to allow for easy implementation of placement decisions, functions are
available that automatically migrate and replicate the local service instance to another
node. Similarly, the local service instance or a remote instance may be shut down. For
more complex placement decisions, a list of the above actions may also be passed
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to the middleware. Actions in this list may either be addressed to the local node
or to remote nodes, in which case they are distributed automatically. If a placement
decision involves a multi-step process during which the application-level service data
must remain unchanged, a placement algorithm may lock the service instance during
this time. The API is presented in detail in [17, Sect.4.3.3] and in the documentation
of the SPi framework.!

With this API in place, one may also consider whether it may be beneficial to
exchange placement algorithms at run time in response to a fundamental change in
the properties of the service or the network. While this seems technically feasible,
we do not explore this question further since the goal of this work is to develop a
single algorithm that works well in a large variety of scenarios.

3.3.3.3 Implementation

We have implemented eight service placement algorithms. Six of these algorithms
have been proposed in the literature [7, 9, 12] and two have been designed along with
the SPi service placement framework (cf. Sects. 4.4 and 4.5). All algorithms run on
top of the API presented in the previous section and are interchangeable at run time.

An overview of all implemented algorithms is presented in Table 3.3. It summa-
rizes the input and output of each algorithm together with how the algorithm is
triggered. All placement algorithms for centralized services have a single migration
as output. The output of algorithms for distributed services differs depending on
whether the algorithm is centralized, e.g., SPi/GCMI, or distributed, e.g., both ASG
algorithms. All algorithms for centralized services take locally collected usage statis-
tics as input, as do both ASG algorithms. Only SPi /GCMI—due to its centralized
design—requires that locally collected statistics are aggregated into global statistics.

Most algorithms are executed periodically, one time per epoch. However, none
of the publications specify the duration of an epoch. We have decided to use a value
of 60 s for all algorithms, because preliminary evaluations have shown that a shorter
epoch leads to volatility in the placement decisions and a longer epoch results in less
timely decisions. Both SPi algorithms are different, in that they explicitly monitor
the service provisioning cost for changes and execute more frequently in periods of
significant changes in service demand or network topology.

3.4 Service Replication and Migration

Service replication and migration are two out of three possible actions that may have
to be performed by a current service host as part of the service adaptation process.
The third action is shutting down a service instance, but since it involves no complex
interaction between nodes we do not discuss it in greater detail.

' The documentation of the SPiservice placement framework is available online at http://cst.mi.fu-

berlin.de/projects/SPi/doc/index.html.
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Table 3.3 Placement algorithms implemented within the SPi framework

Placement Input Output Triggering
Algorithm
LinkPull [9] Local statistics Migration Once per epoch*
PeerPull [9] Local statistics Migration Once per epoch*
TopoCenter(1) [9] Local statistics and Migration Once per epoch*
network map
Tree-topology [2] Local statistics Migration Not specified"
SPi/GCSI (cf. Local statistics and Migration On changing service
Sect.4.4) network map provisioning cost
(cf. Sect.4.2)
ASG/simple [7] Local statistics Per instance replication, ~ Once per epoch*
migration, or
shutdown
ASG/Event Flow Local statistics and Per instance replication, ~ Once per epoch*
Tree [7] partial network migration, or
map shutdown
SPi/ GCMI (cf. Global statistics and ~ Global adaptation plan On changing service
Sect.4.5) network map provisioning cost

(cf. Sect.4.2)

* The duration of an epoch is not specified in the paper; we use a value of 60
" Triggering is not covered in the paper; we trigger the algorithm whenever a service request is
received

Looking at service replication and migration, one might be tempted to think of
the process of service migration as consisting of the steps of replicating the local
service instance to a target node and then shutting down the local instance afterwards.
However, splitting up the migration into these two steps leaves the current service
host with no way to handle client requests during this transitional phase. For this
reason, we consider replication and migration separately.

In order to implement service replication and migration, we first introduce the
state machine required for the service to support this process and then discuss the
replication protocol and possibilities for optimization.

3.4.1 Service States

In order to support service replication, the state model of a service needs to be
extended as depicted in Fig.3.5. We start with a simple model consisting of the
following three states:

* INITIALIZING: Resources for the service instance have been allocated on the node,
but the application-level data has yet to be setup. At this point, the service instance
does not yet accept incoming service requests from clients.

* RUNNING: The service instance is fully operational and handles service requests
as they are received.
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Fig.3.5 Service state
machine
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« STOPPED: The service instance has been stopped. It does not handle service
requests anymore, and its resources may be reclaimed by the node’s operating
system.

This model is slightly more complex than required for simple client/server opera-
tions, in which start-up and tear-down overhead is negligible and thus the RUNNING
state would be sufficient. The INITIALIZING state reflects the fact that the process
of creating new service instances on remote nodes both takes non-negligible time
and may fail due to communication problems. In the latter case, the resources that
have already been allocated for the service instance may be freed after a timeout.

In addition to these three basic states, the following two states deal explicitly with
the process of service replication:

* LOCKED: In the LOCKED state, no modifications to the application-level data
of the service instance may be performed, i.e., it cannot be updated by clients’
service requests. This state is used to ensure data consistency while one or several
replications to other hosts take place.

* REPLICATING: At least one replication of this service instance is currently in
progress. Application-level data and possibly the application binary are being trans-
ferred to a new host using the service replication protocol (cf. Sect.3.4.2).

Note that the separation of locking and replication is necessary because a single
replication may be just one step within a more complex adaptation of the service
configuration across which the read-only property of the service’s application-level
data must be preserved.

There are two alternatives when extending existing service implementations to
support this state model. The first alternative is to rewrite the implementation of the
service to take these states into account and to provide an API which the service
placement middleware can use to trigger state transitions. The obvious disadvantage
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of this approach is the work required for adapting the implementation of services. The
other alternative is to build upon the process abstraction of the underlying operating
system (OS). This works well for the first three states (INITIALIZING, RUNNING,
and STOPPED), but fails for the latter two states (LOCKED and REPLICATING)
since the service instance is still serving read-only requests in these states and hence
the OS-level process needs to be running. One option to work around this problem
would be to inspect service request packets within the service placement middleware
and only relay appropriate packets, i.e., those that contain read-only requests, to the
service process. However, this does not seem to be a viable option since the service
placement middleware would require intimate knowledge about the packet format
used by the service.

For our implementation, we have decided to implement the state machine as part
of the service itself. This decision was mainly motivated by the lower overall system
complexity that follows from this approach. For a more long-term solution a proper
API between service and placement middleware needs to be developed.

3.4.2 Service Replication Protocol

The service replication protocol is in charge of transferring the application-level data
and possibly also the serialized executable of a service instance from its current host
to the host that is the destination node of the replication. The protocol consists of
two phases: In the first phase, an inquiry is sent to the destination node to check
whether it has the necessary resources available to host the service. If the response is
affirmative, the data is transferred in the second phase. This entire process is depicted
in Fig.3.6.

The inquiry begins with a REPLICATION REQUEST packet, which contains
information regarding the resource requirements of the service. Upon reception of
this packet, the target node ensures that the service in question is not already running
on this node and that enough local resources (e.g., memory, processing capacity, etc.)
are available. If one of the conditions is not fulfilled, the target node replies with a
REPLICATION NACK packet. Depending on the placement algorithm employed
on the current service host, it may then take note of the refusal of this target node,
e.g., by removing it from the set of potential replication targets for future placement
decisions (cf. Sect.3.3.3.1).

If, however, both conditions are fulfilled, the target node accepts the replication,
thereby moving on to the second phase of the replication protocol. Based on the
information embedded in the REPLICATION REQUEST, the target node initi-
ates the transfer of the service data by sending a REPLICATION ACK packet to
the current service host. A REPLICATION ACK contains fields specifying which
segment of the service data the target node expects the current service host to transmit.
This may either be one or multiple segments, thereby allowing for flow control
between target and originator node. If the current service host receives the REPLI-
CATION ACK packets, it sends one or multiple REPLICATION DATA packets that
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contain the requested service data. Once the complete service data (as specified in
the initial REPLICATION REQUEST) has been transferred to the target node, it
sends a final REPLICATION ACK requesting no further data to the originator node.
This indicates to the current service host that the service replication was successful,
and that it may proceed to resume normal operation or, in case of an ongoing service
adaptation, move on to implement the next action of that adaptation. Finally, the
target node proceeds to start its own service instance.

This protocol for service replication leaves the control of the process on the
receiving side at the new service host. Once it has agreed to host a new service
instance, the target node can thus easily implement flow control and request retrans-
missions of lost packets. The current service host does not need to hold any state
regarding this process, except for a timer to abort and unlock the service instance in
case of the target node becoming unavailable before the replication is completed.

3.4.3 Cost of Service Replication and Migration

The cost of service replication or migration corresponds to the data traffic caused
by, and as a consequence, to the bandwidth consumed by, the acts of replicating or
migrating a service instance form one host to another. They need to be considered
separately because a service migration necessitates updates to the configuration of all
current clients of the service instance in question, while these updates are optional
for clients if the instance is merely replicated. This gives raise to the distinction
between direct and indirect cost of service replication and migration: The direct
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cost corresponds to the cost incurred by the data transfer of the replication. The
indirect cost corresponds to the acts of communication required for updating the
clients’ information on available service instances and routes. By this definition, a
replication only incurs its direct cost, while a migration incurs both direct and indirect
cost.

The traffic caused by a service replication is dominated by the transfer of the
serialized service data from the old to the new host as described in the previous
section. Additionally, a service replication may also involve establishing a route
between current service host and target node.

In case of a service migration, the original service host shuts down its local
service instance after the replication has been completed. As a consequence, the
configuration of all clients of this service instance needs to be adapted. This in turn
causes network traffic which needs to be counted towards the cost of the service
migration. In a naive implementation, the clients need to perform two steps in order
to continue using the service: First, they have to locate a new service instance, and
second they have to establish a route to the node that hosts this instance. These
two operations are noteworthy, because both of them involve flooding the network
with broadcast packets, the first with SLP SrvRgst packets, the latter with DYMO
ROUTE REQUESTSs.

It should be emphasized that this is merely the cost of a single service replication
and migration respectively. If the configuration of a distributed service is being
adapted, this process usually requires multiple replications and migrations which
may even be performed in parallel. Furthermore, if the service demand or the network
topology changes frequently, several adaptations of the service configuration may
be required in a short period of time. It is thus important to both reduce this cost
as much as possible and also take the adaptation cost into account when deciding
whether to change the service configuration. We discuss the first of these issues in
the following section, and leave the second one to Sect. 4.6 in the Chap. 4.

3.4.4 Optimizations

In this section we discuss possible ways to reduce the cost of migrating service
instances from one host to another. Two of them reduce the necessity for flooding the
network with broadcast packets. A third one is a change in the service state machine
that allows for graceful handling of service requests that were in transit while the
service adaptation is taking place.

3.4.4.1 Proactive Service Announcements
The key idea behind this optimization is to move the initiative in the task of finding

service instances from the clients to the service hosts. Instead of having the clients
flood the network with requests for a service, each service instance floods the network
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announcing which service or services it provides. This data is cached locally on all
client nodes. Communication between service instances and clients is handled via two
new packet types Service Announce (SrvAnce) and Service Purge (SrvPrge).

The process operates as follows: Every time the configuration of a service is
changed, each service instance of the new configuration floods the network with
a SrvAnce packet. This packet contains information about which service is now
hosted at the node that initiated the broadcast. If the SrvAnce packet is sent as a
result of a service migration, it also carries information about which host initiated the
migration and has now stopped hosting a service instance. The information is stored
for a configurable period of time in a cache in the service discovery component on
all clients. Should a client start issuing service requests, the optimal service instance
is selected based on the cached information and no broadcasts of SrvRgst packets
are necessary. If the cached information grows stale and is removed from the cache
before any service requests are issued, the client simply falls back to using the regular
service discovery mechanism.

In the case of a service instance shutting down (including a shutdown as a result
of a service migration), the former host broadcasts a SrvPrge packet. This packet
notifies the clients that the service will no longer be available on this host and the
clients purge the host in question from their service cache.

This optimization of the service discovery process effectively reduces the number
of broadcast packets sent as a result of a service adaptation. In comparison to the
naive implementation, clients are generally not required to initiate a service discovery
procedure, but can instead rely on the notification they receive from the service
instances. Since there are always fewer service instances than clients, the network
traffic and thus the adaptation cost are reduced.

One additional noteworthy advantage of this optimization is that other clients,
which were not sending their service requests to the original service host, are notified
of the presence of a the new service instance. Depending on the metric used for
selecting service instances, these client may decide to direct future service requests
to the newly created instance. As a result, changes in the service configuration are
reflected immediately in the association of clients to service instances.

3.4.4.2 Routes Seeding

Another source of relevant overhead of the service migration process stems from
the fact that clients have to establish new routes once a service instance migrates to
a new host. The very same problem also arise, if a client decides to switch service
instances. Similarly to service discovery, the naive implementation of this process
requires a network-wide broadcast of RREQ packets from each client. Once again,
this adds significantly to the cost of migrating a service instance. In order to lessen this
overhead, we propose that the routing component should generally overhear other
network-wide broadcasts and update the routing table using information extracted
from these packets.



3.4 Service Replication and Migration 57

The detailed operation is as follows: If a broadcast packet is received that is
part of a network-wide broadcast, the routing component checks whether a route
to the initiator of the broadcast is known. If this is not the case, the last node that
forwarded this broadcast is stored as a next hop destination for packets that need to
be routed to the originator. This new routing table entry is added to routing table with
lowest possible priority. This way it is ensured that any normally established route
will update this routing table entry. Furthermore, if a routing protocol is employed
that supports exchanging parts of the routing table between nodes (e.g., DYMO),
then routing table entries that were created in the manner described above are not
exchanged between nodes.

This mechanism implements an inexpensive way to keep track of routes to desti-
nations for which otherwise no route would exists and a traditional route discovery
process would have to be initiated. The low priority of these routes together with
the fact the knowledge about them is not shared between nodes ensures that there is
no interference with regular route discovery and maintenance. If one of these routes
should turn out to be invalid, e.g., via a RERR notification, it is discarded and a
regular route discovery process is initiated.

Route seeding really pays off when a node in the network can expect that several
other nodes will try to establish routes to it in the near future. This is the case
when new service instances are created, and coincidentally, we have proposed in the
previous section that new service hosts should proactively announce the availability
of their service instance. In fact, the SrvAnce packets that are broadcasted in this
situation serve as a means to add low priority routes, i.e., to seed routes. With this
mechanism in place, client nodes do not need to establish routes to new service hosts
(independently of which one they end up choosing) since routes to all service hosts
are already implicitly available.

The only remaining network-wide broadcast is required for establishing a route
between old and new service hosts. All other broadcasts are eliminated through the
combination of this and the previous optimization steps. This results in a reduced
cost of service migration, and this operation can be employed more frequently by
the service placement algorithm. This in turn allows for the placement of service
instances to be adapted more rapidly to changes in service demand or network
topology, and thus increases the overall quality of the service configuration.

3.4.4.3 Client Redirection

Finally, we propose a third technique to reduce the negative impact of service migra-
tions. This technique does not deal with the network traffic caused by the migration,
but rather focuses on the disruption of the service as perceived by the clients that
occurs whenever a service instance is migrated from one node to another. During the
short period of time when the migration is already complete, but the client is not yet
aware of this change in the service configuration, service requests are erroneously
sent from the client to the old service host. In a naive implementation, these service
requests would have to be discarded since the service is not available on this node
anymore.
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In order to smoothen the transition from one host to another from the clients’
perspective, we extend the state machine of the service. This change is depicted in
Fig.3.7. The new state REDIRECTING is entered when a service migration to a new
host has been completed. The service instance remains in this state until a timeout
expires and the instance is stopped. In this state, the service instance has already
ceased to handle service requests, but the meta information about the service is still
available. The meta information includes data such as the service ID and the target
node to which the service instance has been migrated.

While in the REDIRECTING state, the node does not simply drop service
requests, but instead replies with a packet informing the client about the new host of
the service instance. There are two ways in which this can be implemented: The redi-
recting host can either ask the client to update its service cache, or it can forward the
request to the new service instance which then replies to the client. These two alter-
natives are depicted in Figs. 3.8 and 3.9. The redirection by update has the advantage
that the client-side information is updated more quickly and further service request
are more likely to be sent to the correct node directly. The redirection by forwarding
is superior in that it saves one packet exchange between the nodes. In either case,
the procedure results in minimizing the disruption of a service as perceived by the
client.

A quantitative evaluation of the optimization techniques presented in this section
can be found in [17, Sect.4.4.5].

3.5 Summary

In this chapter, we have presented the SPi service placement framework, including
design considerations and rationale, software components, and mechanisms for
supporting the replication and migration of service instances. We have argued that,
in light of the high impact of service placement on the logical structure and configu-



3.4 Service Replication and Migration 59

previous current
client service instance service instance

__sv_request() SRV_REQ

SRV_REDIRECT
slp_update() —

SRV_REQ

SRV_REP /
srv_reply()

v JV v

Fig.3.8 Client redirection by updating the client’s service cache

previous current
client service instance service instance

srv_request()
—_—>

SRV_REQ
\ SRV_FORWARD

o swme

slp_update()
srv_reply()

v JV v

Fig.3.9 Client redirection by forwarding the service request

ration of an ad hoc network, the framework should be geared towards a centralized
placement algorithm that is well integrated with the other components of the frame-
work. In particular, we pointed out that the routing and service discovery components
need to be adapted to efficiently support the implementation of placement decisions.

Our framework improves upon the state of the art by providing a generalized API
for service placement algorithms. For the first time, it is thus possible to conduct
comprehensive side-by-side comparisons of a wide variety of placement algorithms.
And although we advocate a centralized placement architecture, the framework
equally supports other approaches, such as the two ASG algorithms, that follow
other paradigms. The SPiservice placement framework intentionally implements no
placement policy, but rather leaves the placement decisions and the manner in which
they come to be entirely up to the placement algorithms.

Furthermore, we present several refinements and optimizations of relevant compo-
nents that are useful for service placement systems in general. The semantics of the
state machine for service instances and the replication protocol may serve as guide-
lines when designing similar systems. Of particular value, however, are the proposed
optimizations to the service replication and migration processes. We have shown that
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the overhead of implementing placement decisions can be reduced significantly by
tightly coupling the placement logic with the service discovery and routing compo-
nents. These optimizations allow for service placement systems to operate far more
efficiently in general, and thereby increase the benefits of employing this technology
in ad hoc networks.

In the following Chap.4, we will now proceed by formalizing some of these
concepts and by presenting two placement algorithms that we designed specifically
for the SPi service placement framework.
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Chapter 4
SPi Service Placement Algorithms

Abstract In this chapter, we present two service placement algorithms, one for
centralized and one for distributed services. Both are specifically designed to imple-
ment the placement intelligence within the SPi framework. The Graph Cost/Single
Instance (GCSI) algorithm places the single service instance of centralized services,
and the Graph Cost/Multiple Instances (GCMI) algorithm handles distributed
services with multiple instances. For the latter case, we employ a dynamically
assigned coordinator node to make placement decisions, rather than relying on more
distributed approaches that incur the drawbacks of either higher signaling overhead
or lower quality placement decisions.

Keywords Service placement algorithms - Service provisioning cost * Service
adaptation cost - Graph Cost/Single Instance (GCSI) - Graph Cost/Multiple
Instances (GCMI)

After a brief overview in Sect.4.1, we begin in Sect.4.2 with an introduction of
the concept of service provisioning cost around which both algorithms are built.
In Sect.4.3, we formalize the actions available for implementing a service adap-
tation and the associated cost. We then move on to present the two algorithms in
Sect.4.4 and Sect. 4.5, discussing design considerations and optimizations for real-
world deployments. In Sect. 4.6, we continue to explain the mechanism for deciding
at which point in time the service configuration should be adapted. Afterwards, we
summarize our findings in Sect.4.7.

4.1 Overview

The service placement middleware as presented in the previous chapter employs two
different algorithms depending on whether it is tasked with placing a centralized or a
distributed service. For the first case, we propose the Graph Cost/Single Instance
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algorithm (GCSI). It monitors the network traffic between the service instance and
its clients, and uses information about the network topology gathered by the routing
component to calculate the optimal host for the service instance. If the optimal host
is different from the current host, and if the adaptation cost (in terms of network
traffic) is justified in light of the expected savings, the service instance is migrated
to the new host. This algorithm is presented in detail in Sect.4.4.

For the case of placing a distributed service, we propose the Graph Cost/Multiple
Instances algorithm (GCMI). The algorithm approximates the optimal service
configuration by solving a variation of the Uncapacitated Facility Location Problem.
The network graph and the clients’ service demand are used as main inputs for
the algorithm, and the cost metric is based on the overall bandwidth required for
sustaining the service. With the optimal service configuration as input, the coordi-
nator node that executes the GCMI algorithm establishes a set of actions required for
adapting the current to the optimal configuration. Possible actions are the replication
of a service instance from a current host to a new host, the migration of a service
instance, and shutting down an instance. Once again, if the combined cost of these
actions is justified in light of the expected savings, commands for adapting the config-
uration are issued to the nodes that currently host a service instance. These nodes
then distributively proceed with replicating, migrating, or shutting down individual
service instances. The complete algorithm is presented in detail in Sect.4.5.

The GCSI and the GCMI algorithms are both designed for centralized execution.
This fundamental design decision is motivated by the cost of service adaptations and
the difficulty of establishing the optimal number of service instances for distributed
algorithms (cf. Sect. 3.2). For the GCSI algorithm, the choice of which node should
execute the algorithm trivially falls on the node that is currently hosting the single
service instance. For the GCMI algorithm, the most suitable node for executing the
algorithm, the so-called coordinator, needs to be selected at run time. We dynamically
assign this role to the most centrally placed service instance, i.e., to the service
instance which can reach all other instances with the minimal network traffic.

The fundamental approach of both the GCSI and the GCMI algorithms is to map
the service placement problem to a graph problem, in which the vertices of the graph
correspond to the nodes of the ad hoc network and the edges of the graph correspond
to the radio links between the nodes. The vertices are annotated with the service
demand, and the edges are annotated with their capacity of carrying network traffic.
We then calculate the optimal service configuration in the graph representation of the
network, and issue the necessary commands to adapt the current service configuration
to match the calculated optimum. Hence, both algorithms require statistics about the
current service demand as well as a graph representation of the network topology as
input.

The metric we use for measuring the quality of a service configuration is the
service provisioning cost. The service provisioning cost corresponds to the total data
rate consumed by all acts of communication between nodes that are required in
order to satisfy the service demand of all client nodes. The intuition is that the more
bandwidth a service consumes, the more costly it is for the ad hoc network to sustain
the service in question. The goal of both the GCSI and the GCMI algorithms is to
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minimize the service provisioning cost. Their means of achieving this is the intelligent
manipulation of the placement of service instances. This process should ideally
result in the clients’ service requests being handled with less overall communication
between nodes.

While adapting the service configuration, the service placement algorithms are
free to select the best possible set of nodes to host service instances. For distributed
services, both the location and the number of service instances may be adapted.
It is, however, important to note that even the best placement decision can do more
harm than good if it is not timed correctly. In other words, since adapting the service
configuration consumes a non-negligible amount of bandwidth, the placement algo-
rithm needs to ensure that the investment in bandwidth will pay off later on. This
kind of decision would, however, require knowledge about the future characteristics
of the network topology and the service demand across the network.

Making such a prediction about the future behavior of a complex system is hard if
not impossible. The GCSI and the GCMI algorithms rely on the simplifying assump-
tion that the future behavior of the network, with regard to both the topology as well as
the service demand, can be deduced from the behavior that was observed in the past.
An adaptation of the placement of service instances is thus only performed, if the
cost of this adaptation is justified in light of the difference between the service provi-
sioning costs of the current and the optimal service configuration. This is observed
over a period of time whose length increases proportionally to the expected cost of
the adaptation. This way it is ensured that the service configuration is only adapted
if there is sufficient reason to assume that the benefit of this change will outweigh
the cost it incurs.

4.2 Service Provisioning Cost

The service provisioning cost is the central metric employed by the SPiservice
placement framework. It is defined as the total data rate of all application-layer
acts of communication between nodes that are required in order to satisfy the service
demand of all clients in the network. This metric allows for the placement algorithms
to organize the service instances in such a way that the overall bandwidth consumed
while providing the service to clients is minimized.

The service provisioning cost is the sum of the costs of three individual types of
communication. Sorted by relevance, they comprise

1. the exchange of service data between clients and service instances,

2. for distributed services, the exchange of synchronization data between service
instances in order to keep the global state of the service up to date, and

3. for certain distributed placement algorithms, the signaling overhead required for
the operation of the service placement system.

For now, we focus on the costs of service data and synchronization data. The signaling
overhead is dependent on the placement algorithm and hence we discuss it separately
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as part of the presentation of the GCMI placement algorithm in Sect. 4.5.2. The GCSI
algorithm presented in Sect. 4.4 deals with placing the single instance of a centralized
service and hence no signaling is necessary.

As we will see in the formal definition of the service provisioning cost in
Sect.4.2.3, the calculation has two time-dependent values as inputs (among other,
largely time-independent parameters): a matrix of inter-node distances, i.e., a repre-
sentation of the network topology, and the service demand on all client nodes.
In Sect.3.3.3, we have identified these inputs as being relevant for triggering the
exchange of usage statistics between service instances. Since the calculation of the
service provisioning cost maps these two inputs to a single scalar value, we can
employ this value as input for the triggering mechanism, i.e., the funnel function
(cf. Sect.3.3.3.1).

4.2.1 Rationale and Alternatives

We have chosen the service provisioning cost as metric for the SPj service place-
ment framework because it allows us to reduce the volume of data that needs to be
transmitted across an ad hoc network in order to sustain a service. This in turn results
in a reduction in the consumption of two key resources of the ad hoc network: radio
bandwidth and energy. In fact, since we propose to have multiple service instances
in the network, one can think of our approach as trading storage space and to a lesser
degree computational power for radio bandwidth and energy. As one can expect the
latter two resources to be scarce in comparison to the first two, this trade-off makes
sense for a large number of ad hoc networking scenarios.

There are however several alternatives that one might consider for other, more
specialized use cases:

* For time-critical applications, it may make more sense to deploy as many service
instances as possible (given the available bandwidth) in order to optimize the
service access time, i.e., the round-trip time that elapses for a client between sending
a service request and receiving a reply.

* For services with a focus on availability, one may decide to optimize the number
of service instances located in the immediate vicinity of all client nodes.

* For services with a focus on reliability, one may chose to optimize the regional
diversity of the service instances, i.e., have the service instances spread out as far
as possible in order to mitigate the risk of the service becoming unavailable should
large parts of the network suddenly cease to operate.

* For network with group-based mobility, it may prove optimal to identify the nodes
belonging to the same mobility group, and then associate one or multiple service
instances with each group.

While certainly interesting, we consider these alternatives to be beyond the scope
of this work.
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4.2.2 Modeling Synchronization Requirements

If a service is provided in a distributed fashion by multiple service instances, these
service instances need to synchronize updates and changes to the global state of the
service among each other. The traffic required for synchronizing the global state
among all service instances varies depending on the type of service, the service
request patterns of its clients, and the requirements of the service on data consistency.
In order to avoid passing the knowledge about these internal workings of a service
to the placement algorithm, we make the simplifying assumption that the synchro-
nization traffic can be expressed as a simple ratio t of the client traffic received by
a service instance. Consider, for example, an instance of a service s serving a set
of clients whose service requests consist to 90% of requests that do not modify the
service state (i.e., read requests) and to 10% of requests that do modify the state
(i.e., write requests). If the policy of the service s was to directly synchronize all
write requests with the other service instances, then the synchronization ratio 7 for
this service would be 10%.

Inamore sophisticated setting, the synchronization policy of a service may include
delayed synchronization, data aggregation and semantic compression. For example,
if the service instance in the above scenario was to aggregate all write requests over
a preconfigured period of time and then compress the changes with 50% efficiency,
the synchronization ratio would drop to 5%. The drawback of this form of delayed
synchronization is of course that the updated information does not reach the other
service instances as quickly as in the case of direct synchronization. The trade-
offs involved in finding a suitable synchronization policy for a specific service are
beyond the scope of this work. From our perspective, the synchronization ratio 7 for
a service s is preconfigured based on service-specific expert knowledge or previos
measurements. Alternatively, it can also be calculated at run time based on the usage
statistics collected by the service placement middleware. t specifically includes
any service-level processing of the service requests, such as delayed processing,
aggregation, or compression.

Coming back to an illustration already used in Chap. 1 to motivate the need for
intelligently placing service instances, Fig.4.1 highlights the dependency between
the synchronization traffic ratio 7y and the optimal configuration of a service s.
Starting with a high value for 7, in Fig.4.1a, t; decreases for each of the following
figures until reaching zero in Fig.4.1d. The key observation is that the number of
service instances in the optimal service configuration increases as t; decreases.
The reason for this is that as less traffic is required for synchronization between
instances, the overall service provisioning cost can be reduced by placing more
service instances closer to the client nodes. We discuss this dependency quantita-
tively as part of the preliminary evaluation of the GCMI algorithm in Sect.4.5.4.

In order to gain more insight into which values to expect for t for real-world
services, it makes sense to consider a few examples: As a first example, assume that
the content of a simple web server is updated by the owner at a frequency of one
change per hour. Let us further assume that the web server serves 100 client requests
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Fig.4.1 Impact of the synchronization traffic ratio 7, on the number and distribution of service
instances for service s. a High synchronization traffic ratio; one centrally placed service instance.
b Medium synchronization traffic ratio; two centrally placed service instances. ¢ Low synchroniza-
tion traffic ratio; four instances, placed accordingly to regional service demand. d No synchroniza-
tion traffic 7, = 0; one service instance per client

during the same period of time. This would yield a value for tyep, of about 1%. For a
second example, assume that the mapping between domain name and IP address in
a DNS server is updated once per day. If this server handles 1,000 DNS queries per
hour, this results in a value for tqng of approximately 4.17 x 107°. Finally, let us
consider a navigation system whose server provides traffic information to its clients.
If the traffic information is updated once per minute and accessed by ten clients during
this time, we are left with a value for tyaftic of about 10%. From these three examples
we can extrapolate that we can expect rather low values for t for services that either
have a comparatively static content or a very large number of clients issuing read-
only requests. Since gathering exact data from usage patterns of popular services
is beyond the scope of this work, we omit a more detailed investigation but point
the interested reader to an evaluation of various placement algorithms for a range of
values for 7 in [6, Sect.6.7].

4.2.3 Formalization

The concept of the service provisioning cost can be formalized as follows: For a
service s, given the set of nodes that form the ad hoc network N, known distances
between nodes d,, , with m,n € N, and a set of nodes hosting service instances
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H; C N, the following parameters are used to calculate the service provisioning
cost p(s, Hy):

3s(c) Demand for service s on a client node ¢ € N in terms of required network
traffic per unit time, e.g., in B/s.

7, > 0 Fraction of service traffic processed by an instance of service s that is required
for synchronization with the other service instances.

The cost of providing service s hosted on node 7 € H; to a given client on node
¢ € N is the product of the distance between / and ¢ and the service demand at the
client dj, .85 (c). If there is more than one service instance, i.e., |Hg| > 1, then the
service discovery process can be assumed to result in the closest (network topology-
wise) host being used by each client. Thus, the service host used by client c to satisfy
service requests for service s is ¢ (Hs, ¢) = argmin, .y dpc. Thus, the cost of
providing service s to a single client ¢ is dgp, ) 85 (c). With the set of clients of a
host & for service s given by Csj, = {c € N | ¢ (Hs, c) = h}, the cost of a service
host & can be written as

Potients (s, He, h) = D dy(H,.0).¢85 ()

ceCyp

The demand for service s at a host /1 is > ceCy 8s(c). Assuming that each host
synchronizes its data directly with all other hosts in Hy, the synchronization cost for
one service instance of service s hosted on node # is

Psync(s, Ho, By =70 D dyw D, 8:(c)

W eH,\{h} ceCyp

The service provisioning cost for a service s combines the costs incurred by each
service instance i € H while serving client requests and while synchronizing global
state and data between all service instances:

p(s, Hy) = Z Dclients (8, Hs, h) + psync(s, Hs, h)
heHg

Note that the service provisioning cost is measured in network traffic per unit time,
just as the service demand on a client §(-).

Based on this cost function, the goal of our service placement algorithms is to find
the optimal service configuration H, C N of nodes to host a service s that minimizes
the service provisioning cost, i.e., Hy = argming cy p(s, Hy).

If used in the context of triggering the transmission of usage statistics among
service instances, the service provisioning cost needs to be parametrized as follows:
Instead of considering all the nodes in the network A, it only operates on the set of
clients Cy j, of a service host 4 € H,. Similarly, instead of considering all service
hosts Hy, only the host % itself is relevant. The input value for the funnel function is
thus p(s, {h}).
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4.3 Adapting the Service Configuration

Now that we have defined the optimal service configuration Hy for a service s, the
next step is to formalize the possible actions for adapting a service configuration.
A list of these actions, as calculated by the service placement algorithms, transforms
the current service configuration H; into the optimal configuration H.

4.3.1 Formalization of Adaptation Actions

We begin by formalizing the set of available actions which we already introduced
informally in Sect.3.3.3:

* REP(s, h, fz): Replicate an instance of service s from current service host h € H,
to target node h € H;.

o MIG(s, i, h): Migrate an instance of service s from current service host 1 € Hj
to target node h € H;.

e STOP(s, h, -): Shutdown an instance of service s on current service host h € H,.

» CORD(Gs, -, ﬁ): Set node / € I:IS to be the new coordinator for service s.

Note that we have added a forth action to the set of available actions: CORD(.) is
specific to centralized placement algorithms for distributed services, such as GCMI.
It allows to control which node should coordinate the placement of service instances
in the future, i.e., which node should execute the service placement algorithm. If the
coordinator is moved to another node, this needs to be communicated to all service
instances, since they have to send their service usage statistics and network topology
information to the new coordinator in the future.

4.3.2 Service Adaptation Cost

Similarly to the service provisioning cost defined in the previous section, we now
define the service adaptation cost that describes how costly it is to transform the
current service configuration into the optimal configuration. This cost plays a crucial
role when deciding about the appropriate timing of a service adaptation, which we
will discuss in Sect. 4.6.

The service adaptation cost a(s, 2, t) for a service s is the sum of the cost of
all actions 2 that are required for adapting the service configuration. The parameter
t corresponds to the time allocated for amortizing the investment in transmitted
data required for this change of the service configuration. The intuition behind this
parameter is that an adaptation is more costly if the required actions need to pay off,
i.e., result in a total reduction of used bandwidth, in less time. Conversely, if there is
a less immediate need for the adaptation to pay off, this reduces its cost. An example
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that illustrates this dependency between adaptation cost and amortization time can
be found in [6, Sect.5.7].

In order to calculate the adaptation cost, we need to be able to calculate the cost of
implementing each of the four types of actions listed in the previous section. We begin
with the replication REP(-) and the migration MIG(-). Given the optimizations of the
processes of replicating and migration service instances as presented in Sect.3.4.4,
we note that the only significant contribution to the cost of these actions stems from
transferring the state and application-level data of the service instance from the source
to the destination node. We thus introduce a new parameter to express this property
of a service instance:oy. Amount of data, in bytes, that needs to be transmitted when
replicating or migrating an instance of service s.

Note that the value for oy is the same for all instances of a service s. Since we
assume that all instances of a service are synchronized with each other, it follows
that the amount of data required for replicating or migrating any of them is the same.

The costs for the actions of replicating and migrating a service instance of service
s from a current service host 7 € H; to a target node h € H; can thus be expressed
as follows:

daction(REP(s. 7, ). 1) = dacion(MIG(s. &1, h). 1) = d; ; UT

For the actions of shutting down a service instance and setting a new coordinator
node, STOP(-) and CORDY(:), the calculation is trivial, since implementing these
actions does not cause any communication between nodes, and thus incurs no cost:

aaction(STOP(sa Ev ')7 ) =0
aaction(CORD(s, -, ﬁ)v =0

With the costs for the individual actions in place, we can now formally define the
cost for a complete adaptation of the configuration of a service s as

a(s, A, 1) = Z aaction(a, 1)
ac A

where = [ay, -- -, a,] with a;..,, € {REP(-), MIG(-), STOP(-), CORD(-)} is a
list of n actions for adapting the service configuration. This list is calculated by a
service placement algorithm.

Note that both the service provisioning cost p(-) and the service adaptation cost
a(-) are measured in network traffic per unit time. It is thus possible to compare them
directly with another. We make use of this property when deciding about the optimal
timing for adapting a service configuration (cf. Sect.4.6).
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4.4 The Graph Cost/Single Instance Algorithm

The Graph Cost/Single Instance algorithm (GCSI) is—like most approaches to
the placement of a centralized service—very simple. This is due to the fact that as
long as there is only a single service instance that needs to be placed and if service
demand and network topology are known, we can efficiently enumerate all possible
placements and calculate the cost for each. The solution corresponds to the absolute
median of the graph representation of the network (cf. Sect.2.2.1).

4.4.1 Algorithm

The algorithm takes the service demand and the network topology as input and
calculates the provisioning cost for all candidate hosts. Since there is by definition
only a single service instance, there is no synchronization traffic and we can set
7 = 0 independently of the service. The host with the lowest cost is then obviously
the optimal candidate for hosting the service instance.

This very simple algorithm is formalized in Algorithm 1. Note that we continue
to use the same notation as introduced in Sect.4.2.3. In lines 2—6, we loop over all
known nodes, calculate the service provisioning cost with the current node as host
in line 3, and then store the optimal known configuration in lines 4-6.

The run time of this algorithm is obviously proportional to the number of nodes
|N|. However, the cost function relies upon the knowledge about the distances
between all nodes d, , as one of its inputs. This distance matrix is the solution to
an all-pairs shortest path problem which can be calculated using the Floyd-Warshall
algorithm in a run time proportional to | N|? [2, p. 693ff.]. Hence, this corresponds to
the dominant factor in the run time of the GCSI algorithm. By the same argument,
the memory required by the algorithm is proportional to |N |%.

4.4.2 Implementation Considerations

Inreal networks, in particular in networks with very lossy links, it may not be desirable
to migrate a service instance directly to the optimal host. This is especially the case
if the current service host and the new service host are far away from each other (in
terms of forwarding hops) and the amount of data that needs to be transferred is large.
The reliability of the end-to-end connection between the two nodes involved in the
service migration decreases with every additional hop. As a consequence, each data
packet is more likely to require multiple retransmissions and the time required until
the migration of the service instance is completed is likely to increase. For target
nodes that are very far away, it is even possible that the migration is aborted due to
timeouts. The cost of service migrations to a distant node is thus harder to predict
and hence increases the uncertainty under which the service placement algorithm
operates.


http://dx.doi.org/10.1007/978-1-4471-2363-7_2

4.4 The Graph Cost/Single Instance Algorithm 73

Algorithm 1: Graph Cost/Single Instance (GCSI)

Data: The set of nodes in the network N, the distance d,, , between nodes m
and n, the demand J;(n) for the centralized service s on node n, the size
of the service oy, and the current service configuration H;.
Result: A list of actions 2l required for transforming H; into the optimal
configuration Hj.

1 pé—oo

2 foreach n € N do

3 pn < p(s,{n})  // Calculate provisioning cost for host n.

4 if p, < p then // Store n and p, if they improve the
optimum.

5 L Hy < {n}

6 P < Pn

/* At this point, I-AI‘Y contains the optimal service
configuration. */
7 A «[MIG(h,h)] where h € H, and h € H,
8 return 2(

In order to work around this problem, we limit the maximal distance between the
current service host and the migration target in the presence of lossy links. We do
so by introducing a configurable parameter dmax that controls how far source and
destination of the migration may be apart from each other. This parameter is then used
to constrain the set of potential migration targets. Instead of iterating over all nodes
in the network Nin line 2 of Algorithm 1, we iterate over {n € N'|3, .5 dn,n < dmax}

where I:I s is the current configuration of service s. The parameter dmax can be adapted
at run time depending on the measured link quality, the number of retransmissions
that were necessary during a service migration, or the number of failed service
migrations.

The drawback of this approach is that multiple migrations may become necessary
for the service instance to reach the optimal service host. We deem this to be an
acceptable trade-off for the improved predictability of the migration process.

4.5 The Graph Cost/Multiple Instances Algorithm

The Graph Cost/Multiple Instances algorithm (GCMI) is a centralized algorithm
that solves the service placement problem for distributed services in ad hoc networks.
It is built around the observation that, provided the clients’ service discovery compo-
nent employs a metric that selects the nearest service instance, the mapping of clients
to service instances induces a clustering of the network. For a service s, the goal of
the algorithm is thus to calculate the clustering with the lowest provisioning cost
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p(s, I—AIS) in which the optimal service configuration I-AIS corresponds to the set of
cluster heads.

The GCMI algorithm is executed on a coordinator node, i.e., there is one node
for each service in the ad hoc network that controls the placement and the number
of service instances. The coordinator is, however, not a fixed, infrastructural node.
Instead, the task of coordinating the configuration of a service is assigned dynami-
cally to the most suitable node. Since the coordinator needs to receive service usage
statistics and network topology information from all service instances, we assign
this role to the service instance that is most centrally located. This corresponds to
the service instance for which the distance to all other service instances is minimal.
More formally, the coordinator of a service s with the service configuration H; is

@ (Hy) = argming, . Zh,eHS\{h} dp.w-

4.5.1 Algorithmic Background and Rationale

The GCMI algorithm calculates an approximation to the solution of the NP-
hard Uncapacitated Facility Location Problem (UFLP) as introduced in Sect.2.2.2.
It does so by following a similar approach as the Agglomerative Median method
(AM-NNA) presented by Dominguez Merino et al. in [4] which proposes to solve
the strongly related p-median problem in the following way: The algorithm starts
with |N| clusters, each containing a single node. It then iteratively merges pairs of
adjacent clusters that are selected using a cost function, and terminates when the
number of clusters reaches p.

With the GCMI algorithm we follow a similar line of thinking. However, since
in our case the network may also comprise nodes without demand for the service,
we start by only creating clusters with client nodes as cluster heads (instead of all
nodes). In a second initialization step, we then add all passive nodes to the cluster
whose cluster head is closest. Afterwards, we iteratively merge those pairs of adjacent
clusters that have the minimal combined service demand. Instead of continuing this
process until the number of clusters reaches the value of a given parameter p, we
calculate the service provisioning cost p(s, Hy) after each iteration and return the set
of nodes that yields the lowest value of this function. This set of nodes corresponds
to the optimal service configuration according to GCMI.

Furthermore, we expand upon this approach by additionally integrating an opti-
mization step as proposed by Santos in [5]. This optimization step addresses the
problem that the placement of cluster heads within a cluster may deteriorate as clus-
ters are being merged during each iteration of the algorithm. It is thus suggested that
the role of cluster head should be reassigned to the most centrally located node within
each cluster after each merger. Additionally to improving the solution of the UFLP,
this optimization is of critical importance for the correct operation of our service
placement algorithms. It ensures that the placement algorithms properly take the
behavior of the service discovery components on the clients into account. Since each
client selects the closest service instance, the placement algorithm needs to ensure
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that the service instance for a specific set of clients is placed in such a way that no
other service instance is closer to any of these clients. Otherwise, the clients would
select another service instance and the mapping between clients and service instance
in the actual network would diverge from the network as modeled by the placement
algorithm, thereby leading to an overall reduction of the placement quality. Reas-
signing the cluster heads to a central node within each cluster effectively mitigates
this problem.

When compared to other approaches to solving the UFLP, in particular the greedy
heuristics presented in [3, Sect. 3.5], our approach has the advantage that it induces a
natural load balancing between the cluster heads, i.e., between the service instances.
This is due to the choice of adjacent clusters for merging in the main loop of the
GCMI algorithm. Since we always select the pair of clusters with the minimal
combined service demand, the clients’ service requests are spread out equally
among all service instances. This property of the algorithm avoids that a centrally
placed service instance serves a significantly higher service demand than others. It
thus spreads the network load more equally throughout the entire ad hoc network.
As one can assume spatial diversity in the radio communication of multi-hop ad hoc
networks, this results in a regionally spread out bandwidth usage across the network.
We thereby avoid creating local communication bottlenecks that would otherwise
cause the quality of the service to deteriorate for those clients that access the service
via an overly busy service instance.

4.5.2 Service Provisioning Cost Revisited

Before we continue to discuss the GCMI algorithm in detail, we have to amend the
calculation of the service provisioning cost to take the algorithm-specific commu-
nication overhead into account. In other words, we develop the calculation of the
generic service provisioning cost p(s, Hy) (cf. Sect.4.2) into algorithm-specific cost
Dgemi(s, Hy).

The centrally-executed GCMI algorithm requires up-to-date information about the
service demand and the regional network topology from all service instances as input.
We have already discussed in Sect.3.3.3 how and when this data can be transmitted.
However, as the amount of information depends on the number of nodes in the vicinity
of each service instance, and the rate at which this information is transmitted depends
on the volatility of the service demand, we need to make simplifying assumptions for
the calculation. A conservative estimation is that the required information will not
exceed the Maximum Transmission Unit (MTU) of the network stack, i.e., we assume
that the signaling information fits into a single packet. About the time interval after
which this information is transmitted, we just know that it depends on the parameter
d of the funnel function used for triggering the transmission (cf. Sect.3.3.3). For the
sake of clarity, we will refer to this parameter as dyriggeR in the current context.
If the value for dTRr|gGER is chosen in such a way that the trigger reacts appropriately
to changes in service demand under normal operation of the network, it makes sense to
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assume it may fire once after an average interval of dtrigger/2. Thus, the signaling
overhead specific to the GCMI algorithm can be expressed as

MTU

Psignaiing/gomi (8. Hs. 1) = dh.o ¢t 70—~

Given the assumptions that led to this formula one might be conrned about the
accuracy of the result. Fortunately, it is by its magnitude the most insignificant factor
in the service provisioning cost pgemi(s, Hs) and hence we deem the inaccuracies to
be acceptable.

Furthermore, since GCMI is a centralized placement algorithm, we can leverage
the presence of a central hub in the network to reduce the cost of synchroniza-
tion. When calculating p(s, Hy) in Sect.4.2, we worked on the assumption that
every service instance would synchronize directly with every other instance. With a
centrally placed hub, we can reduce this cost by sending the synchronization data to
the hub and distributing it from there to all other instances. The synchronization cost
for GCMI is thus reduced to

Psync/gemi(s, Hy, h) = ©5 | dnon,) + Z de (b, Z ds(c)
W eHy\(h,® (Hy)) ceCyp

One additional benefit of this change, which is not captured in this formalism, is
the fact that both signaling and synchronization traffic make use of the same routes,
i.e., the overhead with regard to route maintenance is kept to a minimum. A potential
drawback is the additional load that is put on the coordinator node and the nearby
radio links. In fact, if the volume of synchronization traffic grows large enough, it may
even become the bottle neck in the system. In this case, it is more sensible to skip this
optimization. Alternatively, more sophisticated solutions for synchronization could
to be employed, e.g., having several service instances serve as synchronization hubs
in a two-tier hierarchy. We leave this refinement of SPi for future work.

With these two changes to the calculation of the service provisioning cost in place,
we are left with a total service provisioning cost of

Pgemi(s, Hs) = z Pclients (s, Hy, h) + Dsync/gemi(s, Hs., h) + Dsignaling/gemi (s, Hs, h)
heH,

This metric is the cost metric that we will use as part of the GCMI algorithm.

4.5.3 Algorithm

The GCMI service placement algorithm requires the topology of the network, the
service demand on the client nodes, and the fraction of synchronization traffic t; for
the service s it is tasked with placing as inputs. The output of the algorithm is a list
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of actions that change the current service configuration H; into the optimal service
configuration H.

As already discussed in Sect.4.5.1, we initialize our data structures to the valid
but suboptimal configuration of having one service instance per client, i.e., each
client node is its own cluster head. Passive nodes are added to the cluster with the
closest cluster head. The main loop iteratively merges the two adjacent clusters with
the lowest combined cost > | ceCyn 8s(c). At each step of the iteration, we calculate
the provisioning cost pgemi(s, Hy) and retain the configuration with the lowest cost.
Finally, we calculate the least expensive set of actions that transform the current into
the optimal configuration and adjust the coordinator if necessary.

The complete GCMI service placement algorithm is given in Algorithm 2. For
its operation, it makes use of two external functions, optimizeClusters and
calculateAdaptationActions, which we will discuss separately. Further-
more, it should be noted that for the sake of discussion, we present the algorithm in a
simplified form, especially concerning overall structure and data representation. The
ANSI C implementation of the algorithm amounts to more than 1,500 source lines
of code, not counting utility functions and basic data structures.

The algorithm begins by initializing the set of all cluster € in lines 1-9. Note
that a cluster is a set of nodes C; where the index i corresponds to the node that
is the cluster head. Obviously, all cluster heads must always be contained in their
own cluster, i.e., i € C; is always true for all clusters. In lines 10 and 11, we then
initialize the variables for the best currently known service configuration and service
provisioning cost Hy and p. Note that Hy is derived from the set of all clusters ¢’
and corresponds to the set of their cluster heads.

From line 12 to line 27 the algorithm then iteratively merges two clusters until
there are no clusters left for merging, i.e., until |4 | = 1. All adjacent pairs of
nodes are considered for merging. Adjacent in this context means that the clusters
are directly connected to each other on the data link layer, i.e., there is at least one
pair of nodes with one node from each cluster who are exactly one hop away from
each other. This property can be expressed as 3,cc; yec;, dx.y = 1 where C; and C,,
are the clusters being tested for adjacency (cf. line 15). Of all these merge candidates,
the algorithm selects the pair in which the nodes have the lowest combined service
demand } eciucy, 85 (x) for merging.

The merger of the two cluster is then performed in lines 20-22. Merging two
clusters consists of two steps: First, all nodes from one cluster are added to the
other cluster, and then the first cluster is removed from the set of all clusters % .
This procedure does not change the cluster head of the remaining cluster. As more
and more clusters are merged, the cluster head, i.e., the service instance, is moved
to a suboptimal position within the cluster of its client nodes. In fact, since the
service discovery component on each client selects its service instance following
a local quality metric (cf. Sect.3.3.2), it is quite likely that the clients will pick a
service instance from another cluster later on. It is thus fundamental for the GCMI
algorithm, that the property of each cluster head being the closest to the nodes
in its cluster among all cluster heads is always preserved. Formally, the invariant
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Algorithm 2: Graph Cost/Multiple Instances (GCMI)

Data: The set of nodes in the network N, the distance d,, , between nodes m
and n, the demand &(n) for the distributed service s on node n, the size
and the synchronization ratio of the service o, and 7;, and the current
service configuration H,.

Result: A list of actions 2/ required for transforming H; into the optimal

configuration Hj.

16«0
2 foreachn € N do // Create a cluster for each client node.
3 if &5(n) > 0 then
4 C, + {n}
5 € +— CU{C,}
6 foreachn € Ndo // Add remaining nodes to the closest cluster.
7 if 8;(n) = 0 then
8 Celosest < arg mincxei,,”dn,x
9 L Cclosest <~ Cclosest U {n}
10 Ay« {x|C, €€} // Initialize with trivial placement.

11 p+ pgcm;(s,lfls)
12 while 7| > 1 do

13 Oclusters < °° // Find adjacent clusters with minimal demand.
14 foreach (C),C),) € € x € do

15 if C, # C}, N 3iec) yecy,dry = 1 then

16 Sélusters A ZXEC,’,UC,’n 65 (x)

17 if 0} cters < Oclusters then

18 (Cu,Cn) < (C),C))

19 5c|usters — 5é|u5ter5

20 C, <+ C,UCy, // Merge these two clusters.

21 | G+ E\{Cun}
22 % < optimizeClusters(s,%)

23 H; + {x|C, €%} // Recalculate provisioning cost.
24 P ¢ Pgemi(s, Hy)

25 if p < p then // Store improved configuration.
26 H, + H,

27 L p<rp

/* H; now contains an approximation of the optimal
configuration. */
28 A < calculateAdaptationActions (s, Hy, Hy)
29 return 2/

Vaien ¢(Hs,n) = h < n € Cp, always needs to remain true. Since a merger of two
cluster will certainly invalidate this invariant, it needs to be restored by reassigning
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the role of cluster head appropriately in each cluster. This is implemented in the
function optimize Clusters which will be discussed later on.

In lines 23-27, the algorithm recalculates the service provisioning cost and, if it
improves the best currently known solution, updates the optimal service configuration
H. Finally, in lines 28, the algorithm calculates the adaptation plan and its cost
by calling the function calculate Adaptation Actions. The adaptation plan is then
returned to the SPi middleware and the run of GCMI is complete.

The GCMI placement algorithm employs two subroutines, optimize Clusters and
calculate Adaptation Actions. The task of optimize Clusters is to ensure that the
invariant of each cluster head being the closest to the nodes in its cluster among all
cluster heads is always preserved. The two operations that are employed in order to
achieve this are selectively moving nodes from a cluster to an adjacent cluster and
reassigning the role of cluster head within a cluster.

In the implementation of optimize Clusters, these two steps are handled in lines
6-10 and lines 11-16 respectively, and applied to all clusters by the surrounding
for-loop. Note that a flag is setin line 16, if the role of cluster head has been reassigned
to another node. This flag is used to restart the iterations over all clusters because
a change in the location of one of the cluster heads may invalidate the previous
assignment of nodes to the respective closest cluster head. Hence, we have to repeat
the process until no changes in the location of cluster heads are required. The function
terminates because with each iteration of the outer loop less nodes need to be moved
between clusters and hence the cluster heads stabilize. Even in atypical scenarios
such as uniform service demand across regularly placed nodes in a simulation, we
have never observed more than very few, if any, iterations of the outer loop of the
function.

As the final piece of GCMI, the function calculate Adaptation Actions calculates
the list of actions which are necessary in order to transform the current service
configuration Hy into the optimal service configuration Hy. The function begins with
appending the command for adjusting the coordinator node to the list of actions 2 in
line 2. This is done independently of whether the coordinator needs to be changed
or not, because the case of an unchanged coordinator, i.e., dﬁ(I-_IS) = <15(I:IS), does
not require any special treatment on the service instances.

In the first loop from lines 3 to 5, a replication is added to the list of actions for each
new service instance. The source nodes for these replications are the closest service
instances of the respective target node. In the following loop from lines 6 to 10, the
function finds the last replication from each current host that is not part of the optimal
configuration. This replication is then replaced with a migration that retains the same
source and destination nodes. In the last loop in lines 11 and 12, the algorithm stops
those service instances of the current configuration that are neithercontained in the
optimal configuration nor the source of a previously added migration. Finally, the
complete list of the actions required for the adaptation of the service is returned to
the service placement middleware.
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Function optimizeClusters (s, %)

Data: The distance dj, , between nodes m and n, the demand J(n) for service s
on node n, and a clustering % .
Result: An optimization % of the clustering ¢ in which nodes are moved
between clusters depending on the nearest cluster head and cluster
heads are centered within their cluster.

19+%
2 repeat // Repeat until cluster heads remain stable.
3 cluster_heads_changed < false
4 | Hy<+{x|Cie¥}
5 foreach Cj, € % do // Iterate over all clusters.
6 foreach n € C), do
7 Relosest < O (Hy, 1) // Find closest cluster head.
8 ifh 7é hclosest then
9 L Cp+ Cy\ {n} // Move node to said cluster.
10 etosest < Chetosest Y {n}
11 hecenter 4 argmin,cc, Yrec,\ (n} dn 6s(n) // Find central
node.
12 if 1 # hcenter then
13 €« €\{C,} // Move cluster head to central node.
14 Cheenter < Chn
15 E +—ECU {Chcenter}
16 cluster_heads_changed < true
17 if cluster_heads_changed then
18 L break // Restart if cluster heads have changed.

19 until ~cluster_heads_changed
20 return ¢

The calculation of the run time of the GCMI algorithm is complicated by the
circumstance that the size of the set of all clusters ¢ decreases throughout the execu-
tion of the algorithm, while the sizes of all the clusters contained in this set increase
on average. For the sake of simplicity, we introduce two new variables Cayg and
Hayg that correspond in their size to the average cluster and to the average service
configuration during the execution of the algorithm. An obvious upper bound for the
size of all of these variables is the total number of nodes | N|.

The function calculateAdaptationActions does not contribute signifi-
cantly to the run time of GCM I since it merely consists of three iterations over | Hayg|
elements. The run time of optimizeClusters is more significant. It is propor-
tional to |4’| x |Cavgl x |Havgl due toits two nested loops and the calculation of ¢ ().
An upper bound for the run time of this function is thus |N|>. In the main part of the
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Function calculateAdaptationActions (s, Hy, H;)

Data: The distance d,, , between nodes m and n, the current and the optimal
configuration H and H, of service s, and size of the data of this service
Oy that needs to be transferred when replication.

Result: A list of actions 2 required for changing Hj into Hj.

A<+ []
2l < append(2A,CORD(®(Hy))) // Establish new coordinator node.
foreach heHydo // Find replication sources for target hosts.
h <+ argmingcj d, ;

| if h# hthen A« append(2,REP(h,h))
foreach 7€ AH;do // Convert last replication into migrationm.
if i ¢ Hy A REP(h,-) € 2 then

foreach REP(s,d) € {a €2 |a=REP(-)} do

L if s = h then hj,g <+ d
A < replace(A,REP (A, hast), MIG(R, hyast )

D-RE-CHEN B Y B A

ot
=]

11 foreach i € H; do // Shutdown remaining hosts.
12 | ifh¢ Hy A MIG(h,%) ¢ 2 then 2 < append (2, STOP(h))

13 return A

GCMI algorithm, the run time is dominated by the selection of the optimal pair of
clusters for merging. The calculation has a run time proportional to |£'|> x [Cavg 2,
where |Ca\,g|2 is an upper bound for the steps required for checking whether two
clusters are adjacent. This can be reduced by augmenting the data structure of each
cluster with an additional set storing its adjacent clusters in the current configuration.
As aresult, the run time drops to |C€|2 X |Cavgl, for which once again [N |3 is an upper
bound. As the outer while-loop of the algorithm is executed |N| times, this leaves
us with an upper bound for the run time of the GCMI service placement algorithm
proportional to | N|*.

4.5.4 Preliminary Evaluation

We will now briefly examine the interdependencies between service provisioning
cost, number of service instances, and synchronization traffic ratio. To this end, we
simulate an IEEE 802.11 network with similar simulation parameters as in the overall
evaluation of the SPi framework (cf. Sect. 5.3). For brevity, we omit a comprehensive
discussion of the simulation setup at this point.

The simulated network consists of 100 nodes that are regularly placed in a 10
by 10 grid so that each node has a reliable radio link to each of its direct neighbors
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(horizontally, vertically, and diagonally). A centralized service with a single service
instance is started on one of the four central nodes. All 100 nodes were programmed
to locate the current service host and then request one 1 KB data item per second. We
simulated the network for a time of 15 min after a 1-min setup period and aggregated
data from 30 runs of the simulation.

Figure 4.2 shows the service provisioning cost pgemi(s, Hs) for different numbers
of service instances |H| and different values for the ratio of synchronization
traffic ;. The corner case of 7y = 0 is clearly visible as the only graph that is
decreasing monotonously with its minimum in the configuration that corresponds
to having one service instance per client. For the values of 7, between 1 and 20%),
the cost function has minima between 13 and 1 service instances respectively. For
a service with ty; = 1%, the optimal configuration with 13 instances reduces the
service provisioning cost compared to a configuration with a single instance from
averaged 342.4 to 162.8 kB/s, i.e., by more than 50%.

Figure 4.3 shows the number of service instances of the optimal configuration
for different values of 7;. We observe that the prediction based on the illustration
in Fig.4.1 was indeed correct, and the number of service instances in the optimal
service configuration increases as the synchronization traffic ratio decreases.
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4.5.5 Implementation Considerations

When implementing the GCMI algorithm in real networks, there are two facts worth
considering. First, the run time of the algorithm is non-negligible and should be
reduced if possible. And second, the network load caused by service replication and
migration may prove too high for some nodes and thus needs to be limited.

Reduction of Run Time by Randomized Initialization—In order to reduce
the run time of the GCMI algorithm, we begin with the observation that each iter-
ation of the GCMI algorithm results in an intermediate service configuration that
comprises one service instance less than the configuration of the previous step. Since
the algorithm is initialized with a configuration that comprises one service instance
for each client, one can visualize this process as generating the service provisioning
cost curve (cf. Fig.4.2) from the maximum to the minimum number of clients,
i.e., moving from right to left on the x-axis of the plot. We can furthermore observe
that for most scenarios the number of service instances in relation to the total number
of nodes is comparatively small. These two observations lead to the assumption that
the major part of the iterations of the GCMI main loop, i.e., those that occur before
reaching the region of the global minimum, contribute little to the overall quality of
the solution.

We can now leverage this assumption to reduce the run time of the algorithm, by
changing the initialization to create randomly a predefined number of cluster and
then begin to merge them from this starting point. If the number of the initial clusters
is chosen correctly, the algorithm will eventually reach the same global minimum just
asif it had been initialized with one cluster per client node. The obvious problem with
this approach is that there is no way to know in advance whether the global minimum
will be reached based on a given number of initial clusters. Therefore, we reiterate
this process several times, each time with a significantly increased number of initial
clusters. If two consecutive iterations result in the same service configuration, we
take this as an indication that the globally minimal cost and thus the optimal service
configuration has been found.

This approach works well for scenarios with very few service instances (in relation
to the number of client nodes), i.e., for scenarios with a comparatively large 7. For
scenarios that require a large number of service instances, it results in an increase in
run time since the new outer loop needs several iterations until it reaches the correct
value for the number of initial clusters. Since one can assume that the relation between
clients and the optimal number of service instances does not change abruptly in a
real-world deployment, it makes thus sense to only make use of this optimization in
case the aforementioned ratio is below a configurable threshold.

Controlling Adaptation Overhead by Limiting Replication Targets—Just as
already pointed out when discussing the implementation of the GCSI algorithm,
lossy links adversely affect the predictability of the replication of service instances
from one node to the other (cf. Sect.4.4.2). The same is obviously also true for
the GCMI algorithm, and it thus makes sense to limit the distance between current
service instances and replication targets by using the same parameter dmax.
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Following the same line of thought, it makes also sense to limit number of repli-
cations per service instance. If the number of replications per service instance was
unlimited, then a service instance could remain in the LOCKED state for a potentially
long period of time (cf. Sect.3.4.1). Similar to the limit on replication distance, the
limit on the number of replications may impede that the optimal service configuration
is reached directly. This problem, however, can once again be mitigated by further
improving the service configuration in the future after the current service adaptation
has been completed.

In order to limit the number of replications per service instance, we introduce
a new parameter REPpnax and extend lines 3—-5 of Function calculate Adaptation
Actions in such a way, that a current service host is removed from the set of potential
replication sources if it is already the source node of more than REP a4 replications.

4.6 Deciding on the Timing of Service Adaptations

Finding the optimal configuration for a service is only part of the solution to the
service placement problem in ad hoc networks. Especially in scenarios with dynam-
ically changing service demand or node mobility, it is furthermore crucial to find the
correct moment at which the adaptation from the current service configuration to the
optimal configuration (as established by the placement algorithm at this particular
point in time) should be performed.

Our approach to solve this problem is to keep track of the difference in cost
between the current and the optimal service configuration. If this difference is
big enough for a sufficiently long period of time, then the service configuration
is adapted. In this calculation we explicitly consider the service adaptation cost,
i.e., the bandwidth used by the data transfers required for implementing the adap-
tation (cf. Sect.4.3.2). As a result, we get a dependency between the size of the
serialized service data and the confidence required for adapting the configuration of
large services.

4.6.1 Motivation and Preconsiderations

The timing of service adaptations is non-trivial. Since a service adaptation incurs
the cost of transferring the service data and updating the configuration of all client
nodes (cf. Sect.3.4), the service adaptation can essentially be thought of as a form
of investment under uncertainty. This mainly stems from the fact that the future
behavior of the clients and the network is unknown. In order to answer the question
of when to adapt the service configuration, it is thus required to make predictions
about the future behavior of the network.

The quality of these predictions is important. Consider, for instance, the two cases
that may occur if a service configuration is adapted at the wrong point in time: If the
service adaptation has, in retrospect, been performed too early, then this implies that
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the service placement algorithm would have made a different and superior choice at
the latter point in time. Hence, the actual return on investment (with regard to the
service adaptation cost) is not as high as it could have been if the system had waited
for more information to become available to the placement algorithm.

This situation is illustrated in Fig.4.4a. As the service demand or the network
topology changes, the service provisioning cost increases. The plotted line initially
corresponds to the service provisioning cost as long as no placement adaptation
is performed. The line either continues as a result of a service adaptation at the
correct time, or it diverges earlier due to a service adaptation that was performed
prematurely. As can be seen, the premature adaptation does not reach the same low
level of service provisioning cost as the adaptation that was performed at the optimal
time. The highlighted difference between these two timing decisions corresponds to
the penalty of a premature adaptation.

Similarly, an adaptation that is performed too late also incurs unnecessary cost.
This is illustrated in Fig. 4.4b. As can be seen, the provisioning cost remains at a high
level for a longer period of time while all information for establishing the optimal
service configuration is in fact already available. Once again, the unnecessary cost
is highlighted.

Two conclusions can be drawn from these two examples: First, and as already
pointed out, the timing of service adaptations is crucial to keep the service provi-
sioning cost at a minimum. And second, a premature adaptation is slightly worse
than an adaptation that occurs too late. This is due to the fact that the excessive cost
is only temporary for a late adaptation, but for a premature adaptation it remains in
place until corrected by a second adaptation.

One architectural alternative to attempting to predict the future behavior would
be to have the clients transmit information about their expected service usage as
part of their service requests or even during the service discovery process. This
could possibly take a similar form as suggested for protocols that deal with distrib-
uted resource allocation in computer networks, e.g., the Resource ReSerVation
Protocol (RSVP) [1]. Together with advanced mobility and radio models it might be
possible to make acceptable predictions about the future state of the network. A full
implementation and evaluation of this approach is, however, beyond the scope of our
current work.
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4.6.2 Service Adaptation Condition

The timing decision used for the SPJ service placement algorithms relies on a very
simple assumption: We assume that the overall behavior of the ad hoc network,
including client demand and changes in the topology, in the near future will match
the behavior of the recent past. In other words, if our placement algorithm has been
able to continuously find a superior service configuration H fora past time interval
of duration #, then we assume that this configuration H will remain superior over
the current configuration H for at least another (future) time interval of the same
duration z. One of the key reason for choosing this approach is its simplicity over other
approaches that attempt to predict the future behavior of the network as discussed in
the previous section.

Based on this assumption, we can now formulate the condition for adapting a
service configuration: We consider an adaptation of the configuration of a service s
worth while, if the difference in provisioning cost between the current and the optimal
configuration p(s, Hy)— p(s, H s) exceeds the currently estimated service adaptation
cost a(s, 2, t). If we adapt the service configuration at the point in time when this
condition becomes true, and if the behavior of the service does not change to our
disadvantage for the same period in the future (as stipulated by our assumption), then
we know that an investment corresponding the service adaptation cost will at least
break even. In other words, if the network continues to operate as assumed, then the
future savings in service provisioning cost can safely be expected to pay off for the
current investment in service adaptation cost.

Formally, an adaptation of the configuration of a service s, being placed with
either the GCSI or the GCMI service placement algorithm, is initiated as soon as
the following statement becomes true:

a(s, 2, feurrent — fsuperior) < P(s, I:Is) — p(s, I'Als)

where 2 is list of daptation actions as calculated by the placement algorithm, H
and I:Is are the current and the optimal service configuration, fcyrrent is the current
time, and fgyperior is the point in time a since which a superior configuration has
been known, i.e., since which p(s, I—L) < p(s, H,) has been true for all runs of the
placement algorithm.

4.6.3 Discussion

The condition for triggering the adaptation of a service s has the important prop-
erty that it is equally applicable to services of varying sizes o; and in situa-
tions of varying differences between current and optimal service provisioning cost
p(s, Hy) — p(s, I:IS). For illustration, we have plotted two scenarios in Fig.4.5, one
with a small change in service demand and one with a large change. For the sake of
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illustration and without losing generality, let us assume that the service adaptation
cost is the same for both scenarios.

In both cases, the service adaptation takes place as soon as the expected payoff
exceeds the expected adaptation cost. This is reflected in the fact that the highlighted
area between current and optimal service cost is of the same size for the two scenarios.
However, as the difference in provisioning cost is smaller in Fig. 4.5a, it takes a longer
time until the adaptation is deemed worth while. In contrast, the large expected
savings highlighted in Fig.4.5b warrant a quick adaptation. This illustrates that the
triggering mechanism for service adaptations reacts faster when much can be gained
by adapting the service configuration, and shows more inertia if the expected savings
might not be worth while.

The mechanism works equally well for services of different sizes o. In Fig. 4.6,
we illustrate four scenarios: Figure4.6 depicts a small service faced with a small
change in service demand, Fig.4.6b, ¢ depict a medium sized service faced first
with a small and then with a large change in service demand, and Fig.4.6d depicts
a large service faced with a large change in service demand. Since the value for
o is different for all three services, it follows that the adaptation cost a(s, 2, )
differs as well. Assuming that the number of replications and migrations as well
as their respective distances between source and destination nodes in 2 is the
same for all three services, we can state that if ogmall < Omedium < Olarge then
a(small, 2, ) < a(medium, 2, ¢) < a(large, 2, t) for the same value ¢.

From this follows that, as time passes by, a small service will sooner satisfy
the adaptation condition than a larger service. For this reason the configuration of
the small service in Fig.4.6a is adapted sooner than that of the medium service in
Fig.4.6b, even thought both face the same small difference between current and
optimal service provisioning cost. The same is true for the medium and the large
service in Fig.4.6c, d, both facing the same large difference between current and
optimal provisioning cost. This illustrates that our triggering mechanism, in addition
to considering the potential gain of a service adaptation, is also more conservative
when making decisions about the placement about larger services and takes more
risks when placing smaller services.
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4.7 Summary

In this chapter, we have introduced the service provisioning and service adapta-
tion cost, thereby formalizing some of the concepts presented in Chap. 3. We then
continued with a detailed description of the Graph Cost/Single Instance ( GCSI)
and Graph Cost/Multiple Instances (GCMI) service placement algorithms that
build upon these concepts. Afterwards, we discussed at which point in time a service
configuration should be adapted and how this decision can be integrated with the
placement algorithms.

The main contributions of this chapter are the service placement algorithms, in
particular the GCMI algorithm for distributed services with multiple instances, as
well as the triggering mechanism for initiating service adaptations. When discussing
the overall design of the SPi service placement system in Sect. 3.2, we concluded that
acentralized placement system has distinctive advantages over other approaches. The
GCMI algorithm built on top of the SPi framework is such a centralized placement
system. In the next Chap. 5, we will quantitatively investigate the network properties
that result from employing service placement systems such as SPi/GCMI.
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Chapter 5
Evaluation

Abstract In this chapter, we present a quantitative evaluation of the SPiservice
placement framework running the Graph Cost/Single Instance and the Graph
Cost/Multiple Instances service placement algorithms. We compare the perfor-
mance of our approach with both a traditional client/server architecture without
active service placement as well as several service placement algorithms proposed in
the literature. In this evaluation, we employ the network simulator ns-2 to study the
effect of these placement algorithms on the overall scalability of the ad hoc network,
both in terms of network size as well as load.

Keywords Experimental results + Quantitative comparison + Simulation

This chapter is structured as follows: After a brief overview in Sect. 5.1, we begin with
discussions of both the metrics used in the evaluation in Sect. 5.2 and the evaluation
setup for simulations in Sect. 5.3. We then continue with an evaluation regarding the
scalability of service placement approaches with regard to network size and load,
first for centralized services in Sect. 5.4 and then for distributed services in Sect. 5.5
Finally, we summarize our findings in Sect.5.6.

5.1 Overview

The evaluation that we present in this chapter discusses the performance of the
SPi framework in conjunction with the Graph Cost/Single Instance (GCSI,
cf. Sect.4.4) and the Graph Cost/Multiple Instances (GCMI, cf. Sect. 4.5) service
placement algorithms in a wide variety of scenarios. The goal of this evaluation is
to gain a general understanding of the effects of and trade-offs related to employing
service placement systems in ad hoc network. Of course, we are particularly inter-
ested in the performance of the GCSI and GCMI algorithms when compared to
the current state of the art. Our evaluation therefore covers scenarios with varying
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network sizes in terms of number of nodes as well as varying network load in terms
of service demand per unit time.

The evaluations for each of the scenarios covered in the chapter follows the same
basic pattern: We always begin with a look into the inner workings of the placement
algorithms in the given circumstances, and explain why a specific placement algo-
rithm is behaving in a certain way in each scenario. Afterwards, we shift our focus
on the effects that each approach has on the overall performance of the network and
the quality of the service as perceived by the clients. To this end, we employ a set of
metrics that we will present in detail in the following section.

5.2 Metrics

A comprehensive list of all the metrics used in this evaluation is shown in Table5.1.
The metrics are subdivided into two groups with the first group of four metrics
describing the internal operation of a placement algorithm. The second group of four
metrics deals with the impact that the service placement has on the overall operation
of the network, in particular on the quality of the service as perceived by the clients.

Looking at the first group, the number of service requests is used in conjunction
with the hop count of each service request in order to gain an insight into the distri-
bution of distances between clients and service instances. The number of service
instances is interesting for two reasons: First, it is worth examining in which situ-
ations a placement algorithm chooses different numbers of service instances. And
second, when considered in conjunction with the request distance, it is interesting
whether a placement algorithm manages to place additional service instances in such
a way that the distance between clients and service instances is reduced. The combi-
nation of these two metrics can indeed be used as a way to estimate the overall quality
of the placement decisions of an algorithm. Finally, the number of replications serves
as an indication on the activity of a placement algorithm. Given the cost of service
replications, a placement algorithms should aim to achieve a high-quality placement
of service instances with as few replications as possible (cf. Sect. 3.2). Furthermore,
this metric is also an indication of whether a placement algorithm manages to find a
stable service configuration or whether the configuration is being adapted continu-
ously throughout the run of the experiment.

When measuring the effects of service placement on the overall operation of
an ad hoc network, one has to note that there is no single metric that can be used
to comprehensively evaluate a service placement system or a placement algorithm.
Service placement can be expected to improve the quality of the service as perceived
by the clients and, at the same time, reduce the network traffic that is generated by
the communication between the two parties. This expected behavior is especially
relevant in scenarios with very low or very high network load. In scenarios with
very low network load, we expect only minor differences in the metrics that measure
quality and instead need to focus on the network load alone. In scenarios with very
high network load, i.e., in situations in which the communication channel is saturated,
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Table 5.1 Metrics used in the evaluation

Name Description Unit

# Service requests Total number of service requests received by all n/a
services instances during an experiment

# Service instances Average (mean) number of service instance that n/a
were available in the ad hoc network during an
experiment

Request distance Average (mean) distance that service requests had to hops
travel before reaching a service instance

# replications Total number of replications of service instances n/a

during an experiment (successful or failed, and
including migrations)

Service recall Average (mean) ratio of successful service request n/a
over all service requests during an experiment

Service goodput Average (mean) application-layer data rate of service kB/s
traffic over all clients during an experiment

Round-trip time Average (mean) time between a client transmitting a s

service request and receiving a reply from a
service instance (only counting successful
service requests)
Network load Average (mean) network-layer data rate of traffic kB/s
caused by the communication between clients
and service instances

there will obviously be little difference in the network load and we thus need to focus
on the service quality.

Therefore, we use four metrics to measure the impact of a service placement algo-
rithm: The service recall captures how successful the clients are at communicating
with the service instances. This ratio is sensitive to situations of high network load
and lossy links, and we can expect a good service placement algorithm to improve
this metric in these situations. Similarly, we also expect an improved behavior with
regard to service goodput, and areduction in round-trip time. The latter one will in fact
prove to be very sensitive to the quality of a service configuration with measurements
varying across several orders of magnitude. Finally, the network load corresponds to
the overall cost of providing a service in the network. A good placement algorithm
can be expected to reduce this load in all scenarios. This is especially noteworthy
since it implies that some approaches may still operate normally while others have
already reached the point of saturation of the communication links. These situations
are particularly interesting because the measurements for all metrics concerning the
service quality can be expected to diverge strongly depending on the placement
algorithm.

In order to present our results in a statistically meaningful way, we plot each data
point as a combination of median, mean, first and third interquartile, and minimum
and maximum value. For easy comparison of several approaches in the same diagram,
we connect the medians of related data points with dashed lines. We used 30 measure-
ments per data point to ensure statistical significance of the results.
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5.3 Evaluation Setup

There are several reasons for a simulation-based evaluation of protocols and systems
for ad hoc networks. Among them is the comparative low overhead required for
setting up experiments and the reproducibility of complex interactions between
system components. The most important reason for using simulations is however
the ability to scale the evaluation up to numerous scenarios and large numbers of
individual experiments. We estimate that conducting the same number of experiments
in real-time on real-world systems correspond to a pure run time of approximately
one year.

One of the drawbacks of conducting an evaluation based on simulations is the
lack of credibility of the results as opposed to those obtained using more realistic
deployments. We mitigate this risk by basing our conclusions not only on the results
from simulations, but also on emulations and real-world deployments, results of
which we omit in this text due to space constraints but instead point the interested
reader to [10, Chap. 6].

For our simulations, we used version 2.33 of the ns-2 network simulator [2, 9],
released on March 31, 2008. ns-2 is the most widely used tool for the simulation-
based evaluation of protocols and systems for ad hoc networks [5]. The source code of
ns-2 is publicly available under a variety of GNU GPL-compatible licenses. ns-2
is implemented in the C++ programming language with support for the scripting
of complex simulation setups in MIT Object Tcl (OTcl), an extension to Tcl/Tk
for object-oriented programming. It runs natively on POSIX-compliant system, in
particular on Linux.

We simulated networks of different sizes (in terms of number of nodes) and
under different load scenarios. Unless otherwise indicated, the nodes were randomly
placed in an area whose size was changed depending on the number of nodes. The
median node degree thus corresponds to the node degree of the regular grid layout
that we used in our preliminary evaluations (cf. Sect.4.5.4). We also ensured that
all network topologies are connected, i.e., at least once during each experiment a
path exists between each pair of nodes. We discarded the results and repeated the
experiment if this was not the case.

We configured the network simulator according to the parameters given in
Tables 5.2 and 5.3. The components of the network stack as listed in Table 5.2 were
selected following the recommendations from [11]. Note that we do not make use
of any of the routing agents that are provided as part of ns-2 but instead employ
our own implementation of the Dynamic MANET On-demand (DYMO) [1] routing
protocol. This is due to two reasons: First, the SPi framework relies on a tight inte-
gration between the routing component and the rest of the framework. And second,
since we intend to employ the same implementation of the same routing protocol in
all of our simulations, emulations and real-world experiments, we require a routing
component that is portable across all three evaluation environments. None of the
existing routing agents in Ns-2 satisfies these two conditions.
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Table5.2 Network stack used in ns-2 simulations

Channel type Channel/WirelessChannel
Radio-propagation model Propagation/TwoRayGround
Antenna model Antenna/OmniAntenna
Network interface Phy/WirelessPhy

MAC sublayer Mac/802_11

LLC sublayer LL

Interface queue Queue/DropTail/PriQueue
Routing agent DumbAgent

Table 5.3 Parameters used in Ns-2 simulations

Parameter Value Comment

Phy/WirelessPhy CSThresh_ 6.30957e-12 Carrier sense threshold according to [8]
(6.30957¢-12 W = -82 dBm)

Phy/WirelessPhy RXThresh_ = 1.17974e-09 Receive power threshold based on radio
range for semi-open scenarios [8]
(1.17974e-09 W corresponds to 50 m)

Phy/WirelessPhy bandwidth_ 11Mb Bandwidth corresponding to maximal
data rate (11 Mbit/s)

Phy/WirelessPhy Pt_ 0.031622777 Transmit power according to [8]
(0.031622777 W = 15 dBm)

Phy/WirelessPhy freq 2.472e9 IEEE 802.11b using channel 13 (2.472
GHz)

Mac/802_11 basicRate_ 1Mb Data rate for IEEE 802.11b control frames
(1 Mbit/s)

Mac/802_11 dataRate_ 11Mb Data rate for IEEE 802.11b data frames
(11 Mbit/s)

The network interface was configured using the data from the datasheet of the
ORiINOCO 802.11b Client PC card [8]. The values for each parameter together with
a short explanation is given in Table 5.3. These values differ from the default values
used in ns-2, for which we could not establish the source they are based on. A notable
choice is to calculate the power threshold for a successful packet reception based on
the radio range for semi-open scenarios. For this scenario, the suggested value for
the transmission radius is 50m.

The amount of data required for replicating a service instance o was set to
100kB. A larger value for o would lead to longer delays before an adaptation occurs
(cf. Sect.4.6.2), which results in a longer time before the service configuration
stabilizes and thus would necessitate longer simulation runs. However, as far as our
placement algorithms are concerned, the amount of data required for replications
o is merely significant for the decision at which point an adaptation of the service
configuration should take place. More importantly, the optimal service configuration
does not depend on this value. For this reason, we argue that evaluating our system
with a fixed value of & = 100 kB is acceptable. Another reason for not using a larger
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value is that it would increase the dependency of our evaluation on the quality of the
implementation of the transport layer protocol. Implementing, verifying and tuning
a transport protocol for wireless ad hoc networks is, however, beyond the scope of
this work and thus we avoid excessively large data transfers.

For the scenarios covered in this text, the fraction of synchronization traffic T was
set to 1%. In light of the discussion in Sect.4.2.2, we argue that this is a sensible
value. Readers interested in the capability of a service placement system to deal with
different synchronization requirements and an evaluation of our algorithms across a
range of value for t are referred to [10, Sect. 6.7].

Each evaluation run lasted for simulated 20 min, the initial 5 minutes of which were
used for setup and initialization. The simulated nodes became active at uniformly
distributed points in time during the initialization phase and started issuing service
requests with a payload size of 1024 bytes. By starting the simulation in this manner,
we avoided network congestion during initial route setup and service discovery. The
initial host of the single service instance was assigned randomly at the beginning
of the simulation. Unless otherwise indicated, the role of client nodes, i.e., those
nodes that would issue service requests, was assigned to a randomly chosen subset
of the total node population comprising 50% of the total number of nodes. This was
done to appropriately reflect the fact that not all nodes in a network are necessarily
interested in making use of a service. Hence, the scenarios also include a reasonably
large population of passive nodes that contributed to the complexity of the network
topology but not to the service demand.

For each of the data points plotted in the following diagrams, we conducted
30 runs of the simulation. In each of these runs, we seeded the internal random
number generators of Ns-2 with a hashed value of the current system time at which
the simulation run was started.

5.4 Placement of Centralized Services

‘We begin our evaluation with a look at different placement algorithms for centralized
services, i.e., services for which the number of service instances is fixed to exactly
one. Fixing the number of service instances greatly simplifies the service placement
problem and hence the algorithm tend to be rather simple.

The five algorithms that we evaluate for placing a centralized service are:

e LinkPull Migration: A placement algorithm proposed in [6] that migrates the
service instance to the neighboring node over which most service traffic was
forwarded at the end of each epoch.

e PeerPull Migration: A placement algorithm proposed in [6] that migrates the
service instance to the client node from which most service traffic originated at the
end of each epoch.

e TopoCenter(1) Migration: A placement algorithm proposed in [6] that migrates
the service instance, at the end of each epoch, to the node that minimizes the sum of
the migration costs (proportional to the length of the shortest path from the current
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host to the target node) and the estimated future communication cost (based on the
usage statistics of the last epoch and a partial network map).

* Tree-topology Migration: A placement algorithm proposed in [7] that migrates
the service instance to the neighboring node over which more than half of the
service requests are being forwarded, if any.

e SP/GCMI: The placement algorithm proposed in Sect.4.4 of this work that
migrates the service instance to the node that minimizes the service provisioning
cost (based on usage statistics and a network map) as soon as the expected payoff
exceeds the migration cost.

All of these placement algorithms (except SPi/GCSI) are described in greater
detail in Sect. 2.3. For reference, we also include the results of the same setup running
a classical client/server architecture, i.e., without any form of active service place-
ment taking place.

In this part of the evaluation, we focus on the scalability of the ad hoc network
when employing the five placement algorithms. We thus vary the size of the network
in terms of participating number of nodes, in the range between 16 and 100 nodes,
and the rate at which service requests are issued, in the range between 0.1 and
5 requests per second for each client. These ranges were selected in order to cover
scenarios in which the network shows significant qualitative changes in its behavior
for each of the placement algorithms. When varying the size of the network, the
request frequency was set to 5 requests per second per client. When varying the
request frequency, the network size was fixed to 100 nodes. All other parameters
correspond to those of the general setup for simulations as presented in Sect. 5.3

In Fig.5.1, we plot histograms of the distances traveled by the service requests
before reaching the service instance for all five placement algorithms and for the
same network without service placement. The simulated network consists of 100
nodes and clients issue service requests at a rate of 2 requests per second. These
parameters were chosen in order to avoid skewed results due to increasing package
loss under heavy load that affects some placement algorithms (cf. Fig.5.4). We can
observe that the maximal value in the histogram as well as the spread of values
is more or less pronounced depending on the placement algorithm. In particular, a
more or less pronounced peak is visible for smaller distances in Figs.5.1d, e and
f for networks employing the TopoCenter(1) Migration, Tree-topology Migration,
and SP//GCSI placement algorithms respectively. Figures 5.1a, b and ¢ showing the
situation in networks with no placement, LinkPull Migration, and PeerPull Migration
do not exhibit this characteristic. Especially for PeerPull Migration in Fig.5.1c, the
values are distributed quite evenly.

We interpret this as a first indication of the quality of the placement of the service
instance achieved by the algorithm. TopoCenter(1) Migration, Tree-topology Migra-
tion, and SPi/GCSI are clearly capable of reducing the average distance between
clients and the service instance when compared to the setup without service place-
ment. The same cannot be said about LinkPull and PeerPull Migration. PeerPull
Migration seems to perform particularly bad. This can be easily explained by the
migration rule of this algorithm: If the service instance is always migrated to the node
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Fig.5.1 Service requests vs. distance (100 nodes, 2 requests/s). a No placement. b LinkPull Migra-
tion. ¢ PeerPull Migration. d TopoCenter(1) Migration. e Tree-topology Migration. f SPi/GCSI

with the highest service demand in the past epoch, this results in largely unstable
behavior in scenarios with identical service demand on several client nodes.

Of all the algorithms proposed in the literature, the Tree-topology Migration
algorithm achieves the best performance in the scenarios under consideration. For
this reason and in order to improve the readability of subsequent figures, we focus
on the Tree-topology Migration algorithm and SPi/GCSI in the remainder of this
evaluation. For reference, we continue to include the results achieved by the setup
without service placement.

In Fig.5.2, we plot the distances that service requests have to travel between
client node and service instance against varying network sizes and service demands.
As one would expect, the distance increases slightly for all approaches as the network
size grows. For varying service demands, the distances remain nearly constant.
A noteworthy observation about these plots, however, is that both placement algo-
rithms, Tree-topology Migration and SPi/GCSI improve the predictability of the
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Fig.5.3 Placement activity for centralized services. a Number of replications vs. network size.
b Number of replications vs. service demand

system, i.e., they reduce the variance in distance between clients and service instance
when compared to the setup without service placement. This observation reflects
the fact that, in a setup without service placement, the distances between clients and
service instance depend only on the randomly chosen location of the service instance.
In both of the other two cases, a bad initial placement can be corrected by the service
placement algorithm.

In Fig.5.3, we plot the number of replications undertaken by each of the two
placement algorithms in the same scenarios as above. The average results of the two
algorithms are very similar. However, we note that the Tree-topology migration algo-
rithm seems to have problems converging at the optimal solution in some scenarios.
SPi/GCSI in contrast shows fewer outliers with large numbers of used replications.
This reflects the fact that SPi/GCSI explicitly considers the benefit of migrating the
service instance, while the Tree-topology migration algorithm does not. However,
one should think of this misbehavior of the Tree-topology migration algorithm as
merely a minor problem which should be easily fixable by adding a hysteresis to the
migration condition.

Finally, we move on to evaluate the effect that these two service placement algo-
rithms have on the performance of the ad hoc network. In Fig. 5.4, we plot service
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recall, service goodput, round-trip time of service requests, and network load for
the same scenarios as above. The first thing to note is that the service recall drops
with both increasing network sizes and service demand. This is due to the traffic on
the wireless channel reaching the maximal capacity of the channel, especially in the
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proximity of the service instance. This increases the probability of packet collisions
and thus reduces the service recall. It should be noted, however, that both placement
algorithms achieve slightly better results than a network without service placement.
The same analysis is equally true for the service goodput. For the round-trip time,
the differences between service placement and no service placement are less visible.
Instead, it is interesting to note that there is a sudden increase by one order of magni-
tude in the round-trip time as the the wireless channel becomes saturated. Finally,
when looking at the network load, we can see a steady increase for larger network
sizes and service demands. This increase eventually levels off as the network reaches
its maximal capacity and any additional packets are lost due to collisions. For the
scenario with varying network sizes, it can be noted that the increase in load is
slightly, but not significantly, lower if service placement is employed.

There are three facts that can be learned from this evaluation of service placement
for a centralized service: First, if the number of service instances is fixed to one,
then there are only minor advantages of employing service placement as opposed
to a traditional client/server architecture. Second, the only qualitative change in the
behavior of the network is the increased predictability of the performance as a bad
initial placement of the service instance can be corrected. And third, we observe
that there is little difference in the performance between the Tree-topology Migra-
tion algorithm and SPi/GCSI. Given our prior evaluation of the other placement
algorithms for centralized services, in which the Tree-topology Migration algorithm
proved to be superior over all other algorithms proposed in the literature, we can
conclude that both the Tree-topology Migration algorithm and SPi/GCSI equally
represent the state of the art for placing a centralized service.

5.5 Placement of Distributed Services

In this section, we repeat a similar evaluation as in the previous section, but shift our
focus from centralized to distributed services. Algorithms that solve the service place-
ment problem for distributed services tend to be more complex than their counterparts
for centralized services. In some cases, they are built upon other mechanisms, e.g., the
algorithm proposed in [4] employs a separate mechanism for distributed majority
voting.

As the field of research into service placement in ad hoc networks is relatively
young, there are, as of this writing, no publicly available implementations of distrib-
uted placement algorithms at our disposal. We do not have the resources required
for implementing multiple of the proposed algorithms, and hence selected the two
algorithms of the Ad hoc Service Grid (ASG) described in [4] to be used for compar-
ison in this evaluation. These two algorithms, ASG/simple and ASG/Event Flow Tree
(EFT), implement a distributed, rule-based heuristic for placing a distributed service.
These algorithms are good candidates for our comparisons since their assumptions
about their target platform and service model closely resemble our own. Further,
they follow an architecturally different approach than we do with SPi/GCMI,
i.e., the ASG algorithms are fully distributed, while SPi/GCMI is centralized. This



102 5 Evaluation

is particularly interesting, since this way our evaluation can shed light onto the ques-
tion whether a centralized or a distributed approach is architecturally superior when
implementing service placement in ad hoc networks.

The three algorithms that we evaluate for placing a distributed service are:

* ASG/simple: A distributed placement algorithm proposed in [2] that migrates and
replicates service instances to neighboring nodes according to a fixed set of rules.
Migrations are triggered if more service requests are received from one neighbor
than from all other neighbors and the current service host together. Replications
are triggered if the service requests that have been forwarded by a migration target
have traveled more than a preconfigured number of hops. Service instances are
shut down if the service demand they serve falls below a threshold.

* ASG/EFT: A distributed placement algorithm proposed in [2] that migrates and
replicates service instances to optimal nodes in a tree-like structure with the current
service host as root (i.e., based on a partial network map) following similar rules
as those implemented in ASG/simple. The main difference when compared to
ASG/simple is that ASG/EFT explicitly considers distant nodes as potential targets
for replications and migrations while ASG/simple only considers direct neighbors.

» SPi/GCMI: The centralized placement algorithm proposed in Sect. 4.5 of this work
that adapts the service configuration in order to minimize the service provisioning
cost (based on usage statistics and a network map) as soon as the expected payoff
exceeds the adaptation cost.

Both ASG algorithms are described in greater detail in Sect.2.3. For reference,
we once again include the results of the same setup without any service placement
taking place.

In this part of the evaluation, we repeat simulations for the same scenarios as
already described in Sect. 5.4. We vary the size of the number of nodes in the range
between 16 and 100 with a fixed request frequency of 5 requests per second, and the
rate of issuing service requests in the range between 0.1 and 5 requests per second
with a fixed network size of 100 nodes. All other parameters once again correspond
to those of the general setup for simulations as presented in Sect.5.3.

Like before, we begin our evaluation with histograms of the distances that service
requests need to travel from the client nodes to the closest service instance. These
histograms are shown in Fig. 5.5. Comparing the results of the placement algorithms
for distributed services with the setup without service placement, we can observe a
substantial change in the behavior of the network. All three placement algorithms
adapt the service configuration in such a way that most service requests have to cover
a significantly smaller distance in order to reach a service instance. In fact, the peak
of the histogram values for all algorithms lies at a distance of 1. This means that for
most client nodes, a service instance is merely a single hop away. For SPi/GCMI,
there is even a significant number of clients that host a service instance on the same
node and hence does not require any communication over the network at all.

Just like in the previous evaluation of placement algorithms for centralized
services, we omit a detailed comparison of the two algorithms proposed in the liter-
ature at this point. Prior experiments strongly indicate that the ASG/EFT algorithm
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Fig.5.5 Service requests vs. distance (100 nodes, 2 requests/s). a No placement. b ASG / simple.
¢ ASG / Event Flow Tree. d SPi/GCMI

is the superior of the two ASG algorithms, and hence we focus on a comparison
between ASG/EFT and SPi/GCMI in the remainder of this section.

In Fig.5.6, we have a first look at the placement characteristics of the two algo-
rithms. Looking at the number of service instances in Figs.5.6a and b, we observe
that SPi /GCMI employs more service instances than ASG/EFT in most cases. The
number of service instances used by SPi/GCMI increases steadily with network
size and service demand until reaching a plateau and then leveling off. For very large
networks, the number of service instances falls. As the number of service instances
in SPi/GCMl is dictated by the global minimum of the service provisioning cost (cf.
Sect.4.2), this indicates that different factors of the service provisioning cost come
into play: For smaller networks, the traffic between clients and service instances is the
significant factor and hence the number of service instances increases as the network
grows in size. Once the network reaches a certain size and the clients spread out, the
synchronization cost between service instances gains weight and the optimal service
configuration includes less service instances. Furthermore, there are less replications
(cf. Fig.5.8b) and thus less service instances in scenarios with low service demand
because the expected payoff of adapting a service configuration is smaller. Hence,
service adaptations are performed more rarely over a given period of time. In compar-
ison, the number of service instances employed by ASG/EFT remains fairly constant.
It drops a bit in large networks and under heavy load, but this must be attributed to
the fact that the wireless channel has reached its maximal capacity at this point (cf.
Fig.5.9).
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Fig.5.6 Placement characteristics for distributed services. a Number of service instances vs.
network size. b Number of service instances vs. service demand. ¢ Request distance vs. network
size. d Request distance vs. service demand

Looking at the placement characteristics with respect to the distance between
clients and service instances in Figs.5.6¢ and d, we can observe that SPi/GCMI is
able toreduce this distance more than ASG/EFT for almost all scenarios except for the
one with very low service demand. Coincidentally, this is the only scenario in which
ASG/EFT employs more service instances than SPi/GCMI. This indicates that a
higher number of service instances is in fact the better choice for these scenarios. It
is also noteworthy that, especially for small networks, SPi /GCMI achieves a distance
between clients and service instances well below 1, i.e., there is a service instance
located directly on the client node for most clients. Finally, we also note that both
algorithms perform significantly better across all scenarios than the setup without
service placement.

In order to examine the quality of the service configuration that each of the
placement algorithms is able to achieve, we plot the median number of service
instances against the corresponding median distance between clients and the nearest
service instance in Fig.5.7. The intuition behind this plot is that if a placement algo-
rithm employs more service instances, this should ideally result in a reduction of
the distance between clients and service instances, thereby improving the quality
of the service configuration. The data shown in this figure once again illustrates
that SPi/GCMI employs more service instances than ASG/EFT. More importantly,
however, it also shows that the additional service instances created by SPi/GCMI
are placed in such a way that the distance between clients and service instances
decreases on average. For ASG/EFT, this is not the case.
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Fig.5.8 Placement activity for distributed services. a Number of replications vs. network size.
b Number of replications vs. service demand

Looking at the placement activity for these scenarios in Fig.5.8, we find that
SPi /GCMI generally uses more replications to achieve the optimal service configura-
tion than ASG/EFT. This was to be expected since SPi /GCMI employs more service
instances in most scenarios. Just as in Fig. 5.6, the value decreases for ASG/EFT for
large networks and heavy load. Like above, we attribute this behavior to the satura-
tion of the wireless channel. The noteworthy data point in these figures is the high
number of replications under very low service demand in Fig.5.8b. This data point
indicates that the high number of service instances seen in Fig.5.6b can indeed be
attributed to the ASG/EFT algorithm failing to converge to a stable service config-
uration under low load. Furthermore, we note that the results for SPi/GCMI show
a smaller variance than those of ASG/EFT. We interpret this as an indication that
the process of adapting a service configuration as implement in SPi/GCMI is more
controlled and thus less susceptible to the characteristics of the network topology
than that of ASG/EFT.

Finally, we have a look at the effects of the service placement algorithms on
the performance of the network in Fig.5.9. For the three setups, placement with
SPi/GCMI, placement with ASG/EFT, and no service placement, we observe
substantially different performance characteristics. Starting with a look at the network
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load in Fig.5.9¢g and h, we can observe that SPi/GCMI requires significantly less
network traffic than both ASG/EFT and the traditional client/server architecture
without service placement. In fact, while the latter two approaches eventually satu-
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rate the wireless channel, this is not the case for SPi/GCMI This behavior of the
network is due to the superior service configuration established by SPi/GCMI that
causes less traffic to be exchanged between nodes. The immediate result is that a
network running SPi/GCMI for service placement is able to sustain a high levels
of recall and goodput even in large networks and under heavy load (cf. Figs.5.9a to
d). The other two approaches are not able to provide the service to the clients with
the same quality. As expected, the setup without service placement performs poorly
when compared to the other two. A very large difference can also be observed in the
round-trip time of service requests in Figs.5.9e and f. Since the network employing
SPi/GCMI does not reach the limits of its capacity, the clients can benefit from
shorter access times to the service. Especially when run under high load, i.e., 5
service requests per second, for all the network sizes in Fig.5.9¢e the access time
differs by between one and two orders of magnitude.

The evaluation presented in this section has for the first time shown the real
benefit of employing service placement in ad hoc networks. Compared to a traditional
client/server architecture without service placement, our SPi /GCMI placement algo-
rithm is able to substantially improve the quality of the service as perceived by the
clients (in terms of availability, throughput, and access times) and at the same time
reduce the network traffic required for doing so. We also note that a network with
a service configuration established by SPi/GCMI outperforms a network with a
service configuration established by ASG/EFT. This can be attributed to the supe-
rior quality of the service configuration established by SPi/GCMI. Furthermore,
we also note that the architectural weakness of SPi/GCMI, i.e., the communica-
tion overhead due to the signaling between the service instances (cf. Sect.3.2), is
more than compensated for by the increase in quality of the service configuration.
We take this as a indication that a centralized approach to service placement in ad
hoc networks is indeed superior to a distributed approach.

5.6 Summary

In this chapter, we have evaluated the SPi service placement framework as presented
in Chap. 3 together with its two placement algorithms SP/ /GCSI and SPi/GCMI as
described in Chap.4. We have compared these algorithms with several other algo-
rithms proposed in the literature, both for centralized and for distributed services.
Additional results regarding volume and regional characteristics of service demand,
synchronization requirements of the service, and impact of unreliable communica-
tion links are available in [10, Sects. 6.6-6.9].

First of all, this evaluation has demonstrated that we have reached our design goals
with the SPi service placement framework. The framework has proven to be a suitable
basis for the implementation of several placement algorithms, both centralized and
distributed. All of these algorithms were shown to operate according to expectation.

Furthermore, our results have shown that the placement of a centralized service
with SPi/GCMI or other algorithms leads to a more predictable behavior of the ad
hoc network when compared to a traditional client/server architecture without service
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placement. Minor improvements in the overall quality of the service as perceived by
the clients, in particular with regard to service recall and access times, are also
possible.

The real advantages of employing service placement in an ad hoc network,
however, manifest themselves if service placement is used in conjunction with a
distributed service, i.e., if the placement algorithm is allowed to control the number
of service instances as well as their location. In this area, our SPi/GCMI placement
algorithm has proven to be the most versatile algorithm, capable of establishing supe-
rior service configurations than any other algorithm. In part this can be attributed to
the fact that SPi/GCMI pursues a different architectural approach to the placement
of distributed services by employing a dynamically assigned coordinator node that
centrally makes placement decisions. As aresult, SPi /GCMI outperforms the distrib-
uted placement algorithms in our evaluation. While not a definitive proof, this may be
regarded as an indication that service placement should be tackled with centralized
rather than distributed algorithms.

The most interesting result of this evaluation is the qualitatively different behavior
of an ad hoc network employing a distributed service with service placement, e.g., as
implemented in SPi/GCMI, when compared with a traditional client/server archi-
tecture without active service placement. Our results show that a network running
with SPi/GCMI significantly improves the quality of the service as perceived by
the clients, i.e., the service recall, goodput, and access time, while actually incurring
less network traffic. In other words, we have shown that service placement, as imple-
mented in SPJ, reduces the overall cost of service provisioning while at the same
time improving the quality of the service. Therefore, we can conclude that when-
ever a service like DNS, FTP, or WWW to be deployed in an ad hoc network, this
deployment should not take the form of a traditional client/server architecture, but
should rather follow the approach of a distributed service employing active service
placement, e.g., with SPi/GCMI.
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Chapter 6
Conclusion

Abstract In this final chapter, we summarize our findings and list the key contribu-
tions of the research presented in this text. Afterwards, we discuss open issues and
possible directions of future work. Finally, we conclude with some remarks regarding
the overall outlook.

Keywords Summary - Contributions *+ Open issues + Future work - Outlook

In this work, we have presented the service placement problem in ad hoc networks
and motivated that a purpose-built service placement system should be employed to
actively control which nodes in the network are to provide services to other nodes.
We gave an introduction to the background of service placement in the fields of ad hoc
networking and facility location theory, and reviewed current proposals that address
the service placement problem. As our contribution in this field, we have proposed the
SPi service placement framework that for the first time allows side-by-side compar-
isons between different approaches to service placement across several evaluation
platforms. We have also proposed the Graph Cost/Single Instance and Graph
Cost/Multiple Instances placement algorithms that build upon this framework and
support the placement of both centralized and distributed services.

We conducted extensive evaluations and were able to demonstrate that our place-
ment algorithms, in particular the Graph Cost/Multiple Instances algorithm,
outperform other approaches in a variety of scenarios. When compared to the perfor-
mance of a service implemented in the form of a traditional client/server architec-
ture, i.e., without active service placement, our approach significantly improves the
quality with which the service is provided to clients while at the same time reducing
the bandwidth required to do so.

G. Wittenburg and J. Schiller, Service Placement in Ad Hoc Networks, 111
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6.1 Contributions

This work comprises three major contributions in the fields of ad hoc networking
and service placement. On the methodological side, our contribution consists of the
following technical approach which improves upon the current tools and methods of
the research community:

* We propose the SPi service placement framework as a tool that implements

the fundamental functionality required for supporting service placement in
ad hoc networks. This functionality comprises the monitoring of the service
demand to aggregate usage statistics, the monitoring of the network topology to
build a network map, and various ways for adapting the service configuration. The
framework also provides a fine grained API against which a wide variety of service
placement algorithms can be implemented. Currently, we have implemented eight
placement algorithms on top of the SP/ framework. These placement algorithms
account for all major architectural possibilities for implementing service place-
ment in ad hoc networks.
With the SPi framework, we improve upon the state of the art by enabling
researchers to conduct meaningful side-by-side comparison of placement algo-
rithms. We also lessen the burden of developing and evaluating new placement
algorithms since our framework supports various evaluation tools and provides a
well-tested API to build upon.

The following two contributions are more focused and directly address the service
placement problem in ad hoc networks.

e Our Graph Cost/Single Instance (GCSI) and Graph Cost/Multiple

Instances (GCMI) service placement algorithms operate by collecting usage
statistics about the service and information about the network topology. Using this
information they adapt the configuration of the service. GCSI places the single
instance of a centralized service, while GCMI adapts the number and location of
the service instances of a distributed service.
Motivated by the insight that the adaptation of a service configuration is a very
costly operation in an ad hoc network, these two algorithms, in particular GCMI,
take a novel architectural approach by implementing a centralized placement algo-
rithm. This allows for an unprecedented level of control that encompasses not only
the location of service instance but also their number and the optimal timing of
adaptations of the service configuration.

* In our quantitative evaluation of service placement algorithms, we not only
verify the correct operation of the SPj framework but, more importantly, evaluate
our and several other placement algorithms with regard to their capabilities for
improving the overall performance of ad hoc networks. Our evaluation covers
scalability with regard to both network size and volume of service demand. Quan-
titative results are based on the widely used network simulator ns-2.

These results show that the GCSI and GCMI service placement algorithms
match or improve other approaches to service placement. Furthermore, our results
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confirm that employing a distributed service with active service placement outper-
forms traditional client/server architectures. From this we conclude that service
placement—as implemented in the SPjframework and the GCSI and GCMI
algorithms—is highly viable as an architectural option for service provisioning
in ad hoc networks.

Given these advantages of an architecture built around the principle of service
placement, we note that a service placement system relies on certain capabilities
being present in lower-level components for efficient operation (cf. Sect. 3.4.4). These
capabilities are, in particular:

* Proactive route seeding: Once a new service instance has been created, it is
advantageous for it to be able to seed the routing tables of the nodes in its vicinity
with the required information for reaching it. This reduces the overhead compared
to the alternative of each client nodes establishing a route independently. In order
to support this process, reactive routing protocols should offer a mechanism for
actively seeding routing information.

* Topology monitoring: The majority of placement algorithms makes use of infor-
mation about the topology of the ad hoc network. If this information is available in
the routing component, either in the form of neighborhood lists, routing tables, or
(parts of) the network graph, an interface should be provided for other components
to access this information.

* Proactive service announcements: Instead of waiting for client nodes to locate
newly created service instances, the new service host should be able to proactively
announcing the availability of a new service instance, thereby reducing the over-
head of a reconfiguration following an adaptation. Therefore, designers of service
discovery protocols for ad hoc networks should consider adding the possibility to
issue host-initiated service announcements.

When designing these components and protocols in the future, and if they are
likely to be employed in a network with active service placement, then the inclusion
of these capabilities will lead to an overall improvement of network performance.

6.2 Future Work

The SPiservice placement system presented in this work addresses the major
concerns of placing a service in an ad hoc network, i.e., the calculation of an optimal
service configuration, adaptation mechanisms, and the integration with other compo-
nents. Given that the system has proven itself in a variety of experiments, it can be
expected to serve as a strong basis to investigate the questions listed in this section.

6.2.1 Extensions of the Architecture

While addressing the placement of centralized and distributed, monolithic services,
the SPi framework in its current form does not cover the placement of composite
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services (cf. Sect. 1.1.4). The placement of composite service is more complex than
the placement of monolithic services since the number and location of instances for
each subservice needs to be adapted. This requires more sophisticated placement
algorithms which include the flow of information between instances of subservices
into their model of the network. In order to achieve this, one could either employ a
formal specification of the interaction between subservices or learn how the subser-
vices interact with each other through observation at run time. Since none of these
alternatives is particularly light-weight, it is our opinion that an in-depth investiga-
tion of these questions should be postponed until service decomposition in general
has proven to be a promising approach in the field of ad hoc networking.

The placement of multiple monolithic services, however, seems like a much more
worthwhile focus for future research. In this work, we have treated each service as
if it was the only service on the network. Since the placement of service instances
influences the regional load characteristics of the network, this assumption may lead
to suboptimal performance if multiple services are being placed without coordination
or even knowledge about each other. As a consequence, our formulation of the service
placement problem needs to be adapted to reflect the fact that multiple services, each
with multiple instances, are to be placed. A possible way to tackle this problem would
be by extending the SPi/GCMI placement algorithm to take node properties into
aclternatives aking placement decisions. These properties may include information
such as whether a node is already hosting instances of other services or how much
unrelated traffic is currently being forwarded through the node.

Furthermore, as we have pointed out in Sect.4.2.1, our current system implements
a very basic placement policy. Support for more advanced placement policies would
allow the service placement system to tune its placement decisions to the specific
requirements of the network. Wang and Li [2] have proposed a special-purpose
placement policy for mobile and vehicular ad hoc networks that deals with group-
based node mobility. It would be interesting to implement and evaluate this placement
policy using the SPi framework. Similarly, deployments of wireless sensor networks
are usually highly application-specific and, as such, interesting candidates for special-
purpose service placement policies.

6.2.2 Refinements of the Implementation

When presenting the SPi framework and its placement algorithms, we left a few
optimizations and refinements of the system to future work since we do not expect
them to have an significant impact on the results that we have discussed in this
work. However, this does not imply that slight improvements are not possible.
Hence, we propose to revisit our implementation of the topology monitoring
functionality (cf. Sect.3.3.1) in order to systematically reevaluate the accuracy and
the timeliness of the topology information in light of changing network conditions.

Focusing more on the engineering aspects of distributed service provisioning,
it would certainly be interesting to extend the implementation of a widely used
client/server package, e.g., the Apache HTTP server [3], to operate in a distrib-
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uted fashion and to support replication and migration of service instances. The
insights gained while implementing the required changes can be expected to lead to a
programming interface for the service placement system to interact with the service,
e.g., in order to signal an imminent change in the service configuration. Further,
this would also allow us to conduct evaluations on how to efficiently implement the
synchronization between service instances (cf. Sect.4.5.2). A possible starting point
for this may be the synchronization mechanism proposed by Herrmann [1, p. 183ff.].

6.2.3 Security

Distributed service provisioning is obviously problematic from a security perspec-
tive. Instead of only having to trust a single central instance, each client essentially
has to extend its trust to all nodes of the ad hoc network since each node is a potential
service host. We have not addressed this significant aspect of the service placement
problem in our current work since our goal is to gain a general insight into the impact
of service placement on the performance of an ad hoc network. We are, nevertheless,
aware of the fact that the security aspects need to be solved before service placement
is to gain any kind of acceptance.

Fundamentally, we see two architectural options for establishing trust between
the clients and the dynamically allocated service instances: The first option is to
establish a hierarchy between service instances, with one master instance remaining
on its initial, trustworthy host. It would be up to this master instance to issue tempo-
rary certificates to other instances and to control whether service requests are being
processed correctly. In this option, the host of the master instance would also be
the natural choice to run the placement algorithm. Alternatively, one could envision
a system that employs distributed consistency checks between all service instances
and uses majority voting to identify malicious service hosts. However, just like with
distributed approaches to placement algorithms, special attention would have to be
paid to the network overhead incurred by these security checks since they may
outweigh the utility of employing a service placement system in the first place.

6.3 Concluding Remarks

This work has shown that distributed service provisioning with active placement of
service instances has superior scalability properties than a traditional client/server
architecture. With the SPi service placement framework and the Graph Cost/Single
Instance and Graph Cost/Multiple Instances placement algorithms we have made
an important step towards real-world services benefiting from this advantage.
Distributed services with active service placement represent an interesting archi-
tectural alternative to service provisioning in general. Looking at the big architectural
alternatives in this field, we observe that systems that employ a client/server archi-
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tecture run into scalability problems in ad hoc networks. The bottleneck in this case
is the available bandwidth at the node that hosts the single service instance. Peer-to-
Peer (P2P) networks, on the other hand, require a radically different programming
model to implement services.

Service provisioning using distributed services and active service placement offers
a new alternative between these two extremes. It is more flexible and more scalable
than a traditional client/server architecture, yet its programming model still resembles
that of a classical server rather than that of a P2P network. As such, this architec-
ture with its combination of scalability and simple programming model may in fact
represent a viable alternative between the two established architectures.
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