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Disclaimer

= Not all the topics discussed today appear on
every exam

= For time reasons, we’re unable to discuss every feature
and topic possible on every exam; rather, we will try to
cover the most important ones

Session 1

CCIE Program Overview




CCIE Certification

Most highly respected IT certification for more than 15 years

Industry standard for validating expert skills and experience

= More than 20,000 CCIEs worldwide—less than 3% of all
professionals certified by Cisco

= Demonstrate strong commitment and investment
to networking career, life-long learning, and
dedication to remaining an active CCIE GERTIFIED

Cisco CCIE Certification

= CCIE R&S: Configure and troubleshoot complex converged IP networks

= CCIE Security: Configure complex, end-to-end secure networks, troubleshoot
environments, and anticipate and respond to network attacks

= CCIE Service Provider: Configure and troubleshoot advanced technologies to
support service provider networks

= CCIE Storage: Configure and troubleshoot
storage area networks over a variety of
interfaces

= CCIE Voice: Configure complex, end-to-end
unified communications systems; troubleshoot and
resolve VolP-related problems

CCIE

= CCIE Wireless: Plan, design, implement, operate,
and troubleshoot wireless network and mobility
infrastructure

www.cisco.com/go/learnnetspace




CCIE Tracks and Exams

Routing/Switching

Security -_ (]
- CERTIFIED
Storage Networking -
Voice —_

Service Provider m

Wireless

CCIE Tracks Facts

Routing and Switching Security Voice
* Introduced 2002 * Introduced 2003

« Core networking cert
« 64% of all bookings * 13% of bookings * 16% of bookings

« Labs in Beijing, Hong Kong, + Labs in Brussels, RTP,
Brussels, RTP, San Jose, San Jose, Sydney and
Sydney, Dubai, Bangalore Tokyo
and Tokyo

 Labsin all regions, all
worldwide locations

» Coming to Bangalore,
Dubai and China

Storage Networking Service Provider Wireless
+ Introduced 2004 Networks + Introduced 2009
* 1% of bookings * Introduced 2002  Labs in Brussels and San

« Labs in Brussels and RTP * 6% of bookings Jose
« Labs in Brussels, Beijing,
Hong Kong, RTP, Sao
Paulo, Sydney

Available in Six Technical Specialties




CCIE Information Worldwide

IR S EERE Gl  Multiple Certifications

. Lo . . Many CCIEs Have Gone on to Pass the Certification
Letsller Mo etve Sesite i GElcst | 15727 Exams In Additional Tracks, Becoming a “Multiple

Total of Security CCIEs: 2,147* CCIE.” Below Are Selected Statistics on CCIEs Who
Total of Service Provider CCIEs: 1,182* Are Certified in More Than One Track
Total of Storage Networking CCIEs: 140 Total with Multiple Certifications o
Total of Voice CCIEs: 996** Worldwide: )
* Eah. Total of Routing and Switching and
Updated 29-Feb-2009 Security CCIEs: 739
** Updated 29-May-2009 Total of Routing and Switching and 495
Service Provider CCIEs:
Total of Routing and Switching and 35
Storage Networking CCIEs:
Total of Routing and Switching and Voice 258
CCIEs:
Total with 3 or More Certifications 316

http://www.cisco.com/web/learning/le3/ccie/certified_ccies/worldwide.html

Step 1: CCIE Written Exams

= Available worldwide at Prometric and VUE for ~$300 USD,
adjusted for exchange rate and local taxes where applicable

= Two-hour exam with 100 multiple-choice questions
= Closed book; no outside reference materials allowed

= Pass/fail results are available immediately following the exam;
the passing score is set by statistical analysis and is subject to
periodic change

= Waiting period of five calendar days to retake the exam

= Candidates who pass a CCIE written exam must wait a minimum
of six months before taking the same number exam

= From passing written “Must” take first lab exam attempt within 18
months

= No “skip-question” functionality




Step 2: CCIE Lab Exams

= Available in select Cisco locations for $1,400 USD, adjusted for
exchange rates and local taxes where applicable, not including
travel and lodging

= Eight-hour exam requires working configurations and
troubleshooting to demonstrate expertise

= Cisco documentation available via Cisco Web; no personal
materials allowed in lab

= Minimum score of 80% to pass

= Scores can be viewed normally online within 48 hours and failing
score reports indicate areas where additional study may be useful

Session 2

CCIE Voice Overview
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CCIE Voice Overview

= CCIE Voice certification recognizes experts with the
highest level of technical knowledge and hands-on
experience in building, configuring, and troubleshooting
a Cisco Unified Communications solution

= CCIE Voice exams covers the technologies and
applications that are commonly deployed in Cisco
Unified Communications networks

= Introduced in September 2003
= ~1 ,000 in the world (LEE3Dy JSiseo
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N é‘," XVOIGE j
) (o "

CCIE Voice Written Exam Blueprint

Major Topics Covered:

= Cisco Unified Communications = QoS

Manager = Operations and Network

= Cisco Cisco Unified Management
Communications Manager
Express and Cisco Unity
Express = Video

= Security

= Telephony and VolP Protocols = Cisco Unified Contact Center
(Analog and Digital, H.323, Express
MGCP, SCCP, SIP, etc.)

= High availability considerations

= Infrastructure protocols

Detailed CCIE Voice Written Blueprint Is Posted on the CCIE Webpage

http://www.cisco.com/web/learning/le3/ccie/voice/wr exam blueprint.html
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CCIE Voice Lab Exam Overview

= An 8-hour, hands-on, 100-point lab exam; candidates
must score 80 or above to pass

= Candidate builds, troubleshoots, and optimizes a voice
network to supplied specifications on a provided Voice
equipment rack

= Physical cabling is done. IP routing protocol (OSPF),
and WAN (Frame Relay) are preconfigured

= Unified Communications applications are installed, with
some pre-configuration of basic tasks, such as device
registration and baseline application integrations™*

** new in v3.0 lab blueprint, effective starting July 16th, 2009.

e
CCIE Voice Lab Blueprint v3.0 (I)

Implement and Troubleshoot:

= Campus Infrastructure and Services

= CUCM and CUCME Endpoints

= Voice Gateways

= Call Routing Policies ﬂic:zf’sztgg;ng
= High Availability Features

= Media Resources

= QoS and Call Admission Control




CCIE Voice Lab Blueprint v3.0 (Il)

Implement and Troubleshoot:

* QoS and Call Admission Control
= Supplementary Services

= Other CUCM Voice Applications

= Cisco Unified Contact Center Express

= Voicemail Messaging

= Cisco Unified Presence

Detailed CCIE Voice Lab v3.0 Blueprint Is on the CLN web site:
https://cisco.hosted.jivesoftware.com/docs/DOC-3569

|
CCIE Voice Lab v3.0 Equipment

= Cisco MCS-7845 Media Convergence Servers
= Cisco 3825 Series Integrated Services Routers (ISR)
= Cisco 2821 Series Integrated Services Routers (ISR)

= ISR Modules and Interface Cards
VWIC2-1MFT-T1/E1
PVDM2
HWIC-4ESW-POE
NME-CUE

= Cisco Catalyst 3750 Series Switches
= |P Phones (7965) and Soft Clients
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CCIE Voice Lab v3.0 Software

= Cisco Unified Communications Manager 7.0

= Cisco Unified Communications Manager Express 7.0
= Cisco Unified Contact Center Express 7.0

= Cisco Unified Presence 7.0

= Cisco Unity Connection 7.0

= All routers use 10S version 12.4T Train.

= Cisco Catalyst 3750 Series Switches uses 12.2 Main
Train

CCIE Voice Lab Rack Access

Candidate Rack

'] —: /% Exam
— — Routers
e
-

5
Comm

I
I
I
1
1
1
I
I
I
1
:
= . : =
[E (E 10110011000 Server ks
LAN |
1
I
I
I
1
1
1
I
I

Candidate Workstation

Candidate PC

|

HTTPS,

Candidate SSL Exam
Telephony ’ Servers
Endpoints VNC,
and/or
I Terminal

| .
, Service




CCIE Voice Lab Sample Topology
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Core Knowledge Section — Overview

= Cisco CCIE team has implemented a new type of
question format to the CCIE Voice Lab exams: Core
Knowledge Section a.k.a. Interview Section.

= |In addition to the live configuration scenarios,
candidates will be asked a series of open-ended short-
answer questions, covered from the lab exam blueprint.

= No new topics are being added.

= The new short-answer questions will be randomly
selected for each candidate every day
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Core Knowledge Section — Why

Why are you adding short-answer questions to the
CCIE Lab Exam?

= One of the primary goals to introduce the new Core
Knowledge Section is maintain exam security and
integrity and ensure only qualified candidates achieve
certification.

= The questions will be designed to validate concepts,
theory, architecture and fundamental knowledge of
products & protocols.

e
Core Knowledge Section — Format

= Candidates will be asked four open-ended questions,
computer-delivered, drawn from a pool of questions
based on the material covered on the lab exam
blueprint.

= Core Knowledge section format will not be multiple-
choice type questions.

= Candidates will be required to type out their answers,
which typically require five words or less.

= No changes are being made to the lab exam blueprint
or to the length of the lab exam.
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Core Knowledge Section — Time

= Candidates are allowed a maximum of 30 minutes to
complete the questions. The 30 minutes is inclusive in
the total length of the lab exam.

= The total length of the CCIE lab exam will remain eight
hours.

= Candidates cannot use Cisco Documentation.

= Well-prepared candidates should be able to answer the
questions in 15 minutes or less and move immediately
to the configuration section.

e
Core Knowledge Section — Scoring

= The Core Knowledge section is scored Pass/Fail and
every candidate will be required to pass in order to
achieve CCIE certification.

= A candidate must answer at least three of the four
short-answer questions correctly to Pass the Core
Knowledge section, which will be indicated with a 100%
mark on the score report.

= |f a candidate answers fewer than three correctly, the
Core Knowledge section will be marked 0%, indicating
a Fail. A 0% does not necessarily indicate the
candidate answered all the questions incorrectly and
the zero does not get averaged into the overall score.




e —
Core Knowledge Section — Example

= Question:

Which protocol is used to by Cisco switch to inform
Cisco ip phones the appropriate VLAN ID to tag voice
traffic?

= Answer:

CDP or Cisco Discovery Protocol

Session 3

Campus Infrastructure
and Services
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Campus VLAN Design

Distribution Access
Phone VLAN =110 PC VLAN =10
IP Phone: Desktop PC:
IP Subnet B IP Subnet A

Voice VLAN Configuration

Voice VLAN =110 PC VLAN =10
N
y——= mm
Y 7
3550
IP Phone Desktop PC
10.1.110.3 171.1.10.3

802.1Q Trunk Native VLAN (PVID);

with 802.1p No Configuration
Layer 2 CoS Changes Needed on PC

interface FastEthernet0/1
no ip address

switchport access vlan 10
switchport voice vlan 110
spanning-tree portfast




Unified Communications Infrastructure
Network Services: IP Phone Bootup Process

1. Inline Power (ILP)

Inline Power Initialization

2. Cisco Discovery Protocol (CDP) or Link Layer
Discovery Protocol-Media Endpoint Discovery
(LLDP-MED)

ILP Negotiation, Voice VLAN ID

3. Dynamic Host Configuration Protocol (DHCP)
IP Assignment, TFTP Server Allocation, DNS (optional)

4. Trivial File Transfer Protocol (TFTP)

Configuration File, IP Phone Firmware

Unified Communications Infrastructure
Network Services: Inline Power

= AC Low Frequency Fast Link Pulse (FLP) .
< Cisco Prestandard
= Reflected FLP N

Cisco

E Catalyst
DC Current — Switc);

o ; ‘Return Current (Resistive Detection)
DC Current 802.3af

‘Attenuated DC Current (Classification)

Inline Power

On Phone: Mute, Headset, Speaker Buttons Are llluminated




Unified Communications Infrastructure
Network Services: CDP or LLDP-MED

Inline Power Provided

ﬁ 'CDP/LLDP-MED

(ILP, Voice VLAN, Ext. Trust Value, PC)

= Phone displays:

= Phone settings:

LLDP-MED is supported as of IP Phone Firmware 8.3(3)

“Configuring VLAN”

A 4

e

Cisco
Catalyst
Switch

Settings=>NetCfg=>“Operational VLAN ID”

LLDP-MED and CDP White Paper:
http://www.cisco.com/en/US/technologies/tk652/tk701/technologies_white paper0900aecd804cd46d.html

Unified Communications Infrastructure
Network Services: DHCP

Inline Power Provided

CDP/LLDP Neighbored

...........................

..............

[E DHCP Req o

=

Cisco
Catalyst
Switch

DHCP

= Phone displays:

= Phone settings:

Option 150 or Optio

“Configuring IP”
(DNS is optional)

DHCP Rsp (IP Add, Def-GW, TFTP, DNS*)

n 66

‘Q’

Settings=>NetCfg=>“DHCP Server”
Settings=>NetCfg=>“IP Address”
Settings=>NetCfg=>“TFTP Server X"

Server




Unified Communications Infrastructure
Network Services: DHCP

DHCP Server DHCP Process
(10.0.0.1) Layer 2, in the VVLAN

> a

'Elg':i ] Q el falm
PSTN _ _

d . 3
, wfilne "

g g D % P WAN Branch X

4

i)
L]
|

Al

Headquarters
Interface vlan 120
= DHCP process tunneled at Layer 3 ip address 120.1.1.1 255.255.255.0

= DHCP relay agent (IP helper-address) ip helper-address 10.0.0.1

= |dentification of scope relies on router ID
(typically the default gateway’s IP address)

Unified Communications Infrastructure
Network Services: TFTP

cucm
Cluster

MAC Address:

Registration (sccp sip) 001956A6A7ED

Backup Link

g TFTP
Publisher TFTP: GET Configuration File(s) for MAC

<=
5D

Phone Configuration, Firmware Download
(If Required)




Summary:
Infrastructure and Network Services

Be Familiar with the Following:

= Voice and data vlan configuration
= CUCM DHCP server and its options
= Cisco IOS DHCP server and its options

= DHCP relay configuration on routers

Qand A




Session 4

CUCM Fundamentals

Cisco Unified Communications Manager
(CUCM) Fundamentals

= CUCM deployment models
Centralized
Distributed

= CUCM scalability and redundancy
CUCM clustering
Database vs. run-time call processing data

Clustering examples




Deployment Models

Centralized Call Processing

Applications
(Unity Connection, CUPS, IPCCX)
4

SRST-

- Enabled ]
__ . .
{ =}

~ PSTN
S 4
_ -
7/ 7 )
cucm | I . e
Cluster |1 — T TL= -, y y N
> ¢ IPWAN  ©
= ) \

f——

. . e \

Wedidod g N
\

Headquarters 3 h

(="
= CUCM cluster at central/HQ site :%:
= Applications and DSP resources can be centralized or distributed “
= S rt; to 30,000 ph lust
upports up to 30, phones per cluster Branch B

= Survivable remote site telephony for remote branches
= Maximum 1000 branches per cluster (500 branches before CUCM 6.X)

Deployment Models
Clustering Over the WAN (COW)

Cluster |

I o 3
i i i3
Voice Mail (B = “
Server I X

Voice Mail
. R Server
N E: .
= P e il . IP %
es

Phones Phon

HQ @m @BranchA

CUCM servers in a cluster separated by WAN for spatial redundancy

= Max 40-ms round-trip delay between any two CUCM across the WAN

= The minimum recommended bandwidth between sites that are clustered
over the WAN is 1.544 Mbps

= Additional bandwidth required for database repair or reset




Deployment Models

Distributed Call Processing

Applications cucm oot
(Unity Connection, CUPS; UCCX) Cluster APPplications
< 4 =
— =
- - | J
I tﬁi (

= )
' =i

cucm | |—-| : - -7 h =] =

Cluster [T ="TT1— Branch A
% IP WAN b \
) \
1 ,/ cucm o
T N\ Cluster Aat|ons
&= \
i

Headquarters Gatekeeper

= CUCM and applications located at each site %

= Each cluster can be single site or centralized
call processing topology h h E
Branch B

Deployment Models
Distributed Call Processing (Unified CM-Unified CME Model)

D :
y "\ Cisco Unified
porrr AE=TIR ‘\,} PSTN ' communications
jL_Z = ' Manager Express
Cluster |@-|I e AN

Fa
) E0-ED | -1 P

@_% Vel - _/5_\5’
=1 IP WAN o iﬁ
@ - \ Branch A
Headquarters %Gatekeeper

= Unified CM, applications located at HQ or Branch site

= DSP resources located at each site
= Up to 30,000 phones per Unified CM cluster

= Up to 240 phones per Unified CME
= 100+ sites m

= Transparent use of PSTN if IP Branch B
WAN unavailable




Example Call Signaling Flow (l)

Intra-Cluster IP Phone to IP Phone Example

Signaling Leg 1

IPPhone A _______. Offhook - - - - — - - >
——————— Dialed Digits - =~~~ |
< - -~ Alerting (Ringback) - ===~ -

< - - Connect Media (OLC) ==~~~ '

Media
(RTP Stream)

IP Phone B

Example Call Signaling Flow (ll)

Inter-Cluster IP Phone to IP Phone Example

S gnai cucw
Cluster1 Signaling Leg 2  Cluster2  L2PanlLookup

P

! ! IP Trunk Tl !

! Il Setup " ===--~ > ! \=

I 2} Call Setup I c=

L fEf~Gad | -~~~ Alerting B 1
< 1- 7 <€«---- Connect

IP Phone A IP Phone B




Cisco CallManager Scalability and
Redundancy

CUCM Cluster Facts

= The cluster appears as one entity, with a II
single point of administration (the publisher) : Pt :

= Several functions can be collocated on the same
server, depending on cluster size and server type

= Maximum of 19 subscribers per cluster (20 servers in
a cluster including the publisher)

= Maximum of eight call processing servers per cluster

= Maximum of 7500 IP Phones per Cisco Unified CM
server (server platform dependant)

= Maximum of 30,000 IP Phones per Cisco Unified CM
cluster (server platform and configuration dependant)




CUCM Database Resiliency:

(6.x and Onwards)

I________________________________l
I Publisher CUCM Cluster
| Informix Dynamic (all data writable) I
Server (IDS)
I Replication I
I [
I [
I [
I I
I [
I [
I [
I I
I [
I [
I Informix Dynamic Server (IDS) Subscribers (User facing features Writable) I
1 «---- P Bidirectional User facing feature replication I
1 =+« <p Logically Unidirectional DB replication from Publist 1
e e e e e e e e e e e o = = ——— 1

CUCM Server Failover and Redundancy

| Directory Services

Gateways % Music on Hold
ibe Software Conferencing

DSP Resources . o
Conferencing m@. %
.. ..

E Software MTP
| TFTP

e ]

" ..
DSP Resourcesa Se, %
i L] .
Transcading *e. ", Intra-Cluster
‘e, A Communications
Cisco Unity Tea, et (iccs) Directory Services
o o % :
Vmail Server i Sea. e, Music on Hold
Cees, o Co, * Software Conferencing
..°"-. ‘e, Software MTP
oe,
JTAPI ®e TFTP
IP-IVR gooo-oooooooooooono.
*® °° o *
°® °

IP Phones [“ Active CUCM Server




CUCM Server Failover and Redundancy

pnma“! :%Z Sackup = MCS 7845 supports 7500

N phones/server
e p——
SE = Load-share between primary
Phone Set 1 Phone Set 2 and backup servers

To 7,500 IP Phones To 15,000 IP Phones To 30,000 IP Phones

*,—.{ Publisher and
>[El¢ TFTP Server(s)

-—-* Publisher and
> E <4 TFTP Server(s)

-, " Publisher and
>[&E ¢ TFTP Server(s)

= Y = Y
sELE

Summary:
CUCM Fundamentals

Be Familiar with the Following

= Centralized vs. distributed call processing

= Difference between publisher/subscriber server
vs. primary/secondary call processing server

= Cisco CallManager group
= Device pool
= Auto-registration

= |P phone configuration fields




Qand A
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Cisco Unified Communications Manager Express
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CUCME: Cisco Unified Communications
Manager Express

= Cisco Unified Communications Manager in an Cisco IOS router

= Router provides call processing to SCCP or SIP endpoints

= Same router also serves as an PSTN gateway; terminating IP
packet voice to TDM voice and vice versa

Basic CUCME Configurations (SCCP)

telephony-service
ip source-address 10.1.1.1 port 2000 =—>

max-dn 48
max-ephone 24
create-cnf files
—~ ephone-dn 1
—— number 2001

ephone 4
mac-address 1111.2222.3333 —
button 1:1




Additional CUCME Concepts (SCCP)

= Call presentation
= Call distribution

= Configurable softkeys

CUCME SCCP Call Presentation

= Key switch: one call per line/button (default)

No call-waiting for second call on same line

= PBX style: two calls per line/button
Call-waiting for second incoming call

Place outgoing consultation call during call transfer

= Octo-line: eight call per line/button
Similar to CUCM IP phones
Up to 8 active calls (incoming + outgoing) per button

Octo-line DN can split its channels among the phones sharing
the DN

Additional use-case for octo-line DNs: to facilitate 8-participants
CUCME hardware conferences




CUCME SCCP Call Presentation

Configuration
One Call per Line/Button Two Calls per Line/Button
ephone-dn 10 ephone-dn 10
number 2001 number 2001
ephone 1 ephone 1
mac-address 1111.2222.3333 mac-address 1111.2222.3333
button 1:10 button 1:10

Eight Calls per Line/Button
ephone-dn 10
number 2001
ephone 1
mac-address 1111.2222.3333
button 1:10

CUCME SCCP Call Distribution
Multiple Ways to Route and Hunt Calls

= Parallel call distribution using shared lines

= Sequential call distribution using call forward on
busy/no-answer

= Sequential call distribution of the same DN using
preference, huntstop, huntstop channel CLlIs

= ephone-hunt
= QOverlay option in the ephone “button” command

= Combination of the above




CUCME SCCP Call Distribution:

Shared Lines

= |n parallel” call distribution to multiple phones at same time
Inbound Call to 2001

- 7 2001 - L7 2001
IP Phone 1 IP Phone 2
Cisco Unified CME Cisco Unified CME
ephone-dn 10 ephone-dn 10
number 2001 number 2001
ephone 1 ephone 2
mac-address 1111.1111.1111 mac-address 2222.2222.2222
button 1:10 button 1:10

CUCME SCCP Call Distribution:
Sequential Different DNs Using Call Forward

Inbound Call to 2001 ephone-dn 10
number 2001

call-forward busy 2002

u

Cfl Call-forward noans 2002
== timeout 10

ephone 1
mac-address 1111.1111.1111
button 1:10

IP Phone 1
Cisco Unified CME

If phone 1 is
busy or no

answer, call

is forwarded
to phone 2

ephone-dn 11
number 2002
call-forward busy 2003

Call-forward noans 2003
* timeout 10
)
S 2002 ephone 2

o mac-address 2222.2222.2222
IP Phone 2 Cisco Unified CME button 1:11




CUCME SCCP Call Distribution:
Sequential Same DN

= Create multiple ephone-dn entries with the same
DN number and assign to different phones

= Control sequential hunt order using
preference
[no] huntstop

huntstop channel

= Only one phone rings at a time

CUCME SCCP Call Distribution:
Sequential Same DN

Inbound Call to 2001

ephone-dn 10
number 2001
no huntstop

preference 0

IP phone 1 Cisco Unified CME

ephone 1
mac-address 1111.1111.1111
button 1:10

1f 2001 on
phone 1
is busy,
ring next
match

ephone-dn 11
number 2001
preference 1
ephone 2
mac-address 2222.2222.2222

IP phone 2 Cisco Unified CME (L) L5

{@“ 2001




CUCME SCCP Dual-line Huntstop
Channel

* Prevents incoming calls from hunting into the second
channel of a dual-line DN

= Effectively disables call-waiting on a dual-line DN

= Reserves the second channel of a line for outgoing
calls such as transfer and conference

CUCME SCCP Dual-line with Huntstop
Channel

[oo00 ovzi0s  zoor | -
ﬁ @ Incoming Call to 2001

2001 \
IP Phone 1 AN Line1 2001
Cisco Unified CME \ Channel #1 | €
ephone-dn 10 dual-line Channel #2
number 2001
no huntstop ‘\\\\\\\
huntstop channel
ephone-dn 11 dual-line Line 2 2001
number 2001
huntstop channel Channel #1 h
preference 1
e Channel #2

mac-address 1111.1111.1111
button 1:10 2:11




CUCME SCCP Dual-Line Without
Huntstop Channel

[om:o0 wtizios 2001 ] -
. @ Incoming Call to 2001
2001 \
IP Phone 1 N Line1 2001

Cisco Unified CME \ Channel #1

ephone-dn 10 dual-line Channel #2

number 2001 \
no huntstop

h
h

ephone-dn 11 dual-line Line 2 2001
number 2001
preference 1 Channel #1 ¢
ephone 1
mac-address 1111.1111.1111 Channel #2 ¢

button 1:10 2:11

CUCME SCCP Octo-line Hunting CLI

* huntstop channel: (configured under ephone-dn)

CUCME (config) #ephone-dn 12 ?
dual-line dual-line DN (2 calls per line/button)
octo-line octo-line DN (8 calls per line/button)
<cr>

CUCME (config-ephone-dn) #huntstop channel ?
<1-8> Channel number of an octo-line dn call hunting stops at

= busy-trigger-per-button: (configured under ephone or
ephone-template)
CUCME (config-ephone) #busy-trigger-per-button ?

<1-8> The number of calls that triggers call forward busy per octo-
line button

= max-calls-per-button: (configured under ephone or
ephone-template)

CUCME (config-ephone) #max-calls-per-button ?
<1-8> Maximum number of calls supported per octo-line button




SCCP Octo-line Busy-trigger-per-button
CLI

= Limits number of INCOMING calls on a phone

= Sets the maximum number of calls allowed on this
phone's octo-line directory numbers before triggering
Call Forward Busy or a busy tone.

= Configurable under ephone or ephone-template

ephone-dn 1 octo-line
number 2001

huntstop channel 4
1
ephone 1
busy-trigger-per-button 2
button 1:1

Question: Under this configuration, can ephone 1 make any outbound calls by
putting the existing calls on hold?

SCCP Max-calls-per-button CLI

= Sets the maximum number of calls, incoming and outgoing, allowed on an octo-line
directory number on this phone.

= Configurable under ephone or ephone-template
= Max-calls-per-button > = busy-trigger-per-button

ephone-dn 1 octo-line
number 2001

huntstop channel 5

!

ephone 1
max-calls-per-button 3

busy-trigger-per-button 3
button 1:1 /
!

ephone 2
max-calls-per-button 4
busy-trigger-per-button 3
button 1:1

Question#1: With this configuration, what is the maximum number of
concurrent inbound calls to 2001 before user busy tone is returned?

Question#2: With this configuration, what is the maximum number of
concurrent outbound calls between ephone 1 and ephone 2?




CUCME SCCP ephone-hunt

ephone-hunt Allows CUCME Administrators To:
= Define a pilot number for a hunt group

= Ring next DN in the hunt group if a DN did not answer
or was busy

= Define a final destination to forward the call to if the
call is not answered or all members are busy

CUCME SCCP Call Distribution:

ephone-hunt

ephone-dn 10 dual-line
number 2001
huntstop channel
%ﬁ;\ 1 ephone-dn 11 dual-line

IP Phone 1 == number 2002
Cisco Unified CME huntstop channel
— ephone 1
If DN 2001 on IP Phone 1 is
Busy, ring next DN in the list mac-address 1111.1111.1111
button 1:10
ephone 2

ﬂ mac-address 2222.2222.2222
)
C’l button 1:11

o ephone-hunt 1 sequential

IP Phone 2 i
Cisco Unified CME mees S
list 2001, 2002
Transfer to 4000 final 4000

timeout 10

Voice Mail




CUCME SCCP Call Distribution:
Overlay

= Assign multiple ephone-dn to a single phone button

number 2001

5 2001

ephone-dn 10
IP Phone 1 3001 number 3001
— ephone-dn 11

Cisco Unified CME number 3002

ephone-dn 12

number 3003

Incoming calls to 3001 ephone-dn 13

or 3002 or 3003 or 3004 number 3004

will ring and could be

: hone 1
answered on line #2 epuone

mac-address 1111.1111.1111
button 1:1 2010,11,12,13

= Octo-line DN cannot be overlaid

CUCME SCCP Configurable Softkeys

= Customizable softkey orders for various call states

CUCME (config) #ephone-template <tag>

CUCME (config-ephone-template) #softkey ?

alerting Softkey order for alerting (ring out) state
connected Softkey order for connected state

hold Softkey order for HOLD state

idle Softkey order for IDLE state

remote-in-use Softkey order for REMOTE-IN-USE state
ringing Softkey order for ringing state

seized Softkey order for seized state

CUCME (config-ephone-template) #softkeys ringing ?
Answer Answer
Dnd Do not Disturb
HLog HLog

= Customized softkey templates are then applied to ephonesaa

ephone <tag>
ephone-template <tag>




CUCME SCCP Configurable Softkeys

Example

CUCME#

ephone-template 1

softkeys idle Redial Newcall Dnd

ephone 1

ephone-template 1

mac-address 1111.1111.1111

2001

Cisco CME
Redial | New Call DND

CUCME SCCP Verification CLI

CUCME#show ephone ?

H.H.H
anl
ata

attempted-registrations

bri

cfa

dn

dnd

login
offhook
overlay
phone-load
registered
remote
ringing
sockets
summary
tapiclients
telephone-number
unregistered

<Ccr>

mac address

SCCP Gateway (AN)

ATA phone emulation for analog phone
Attempted ephone list

SCCP Gateway (BR)

registered ephones with call-forward-all set
Dn with tag assigned

registered ephones with do-not-disturb set
phone login status

Offhook phone status

registered ephones with overlay DNs
Ephone phoneload information
Registered ephone status

non-local phones (with no arp entry)
Ringing phone status

Active ephone sockets

Summary of all ephone

Ephone status of tapi client
Telephone number assigned
Unregistered ephone status

Output modifiers




CUCME SCCP Debug/Troubleshooting
CUCME#debug ephone ?

after-hours Enable ephone after-hours debugging

alarm Enable ephone alarm message debugging

blf Enable ephone BLF debugging

ccm-compatibility Enable ephone ccm-compatibility debugging

detail Enable ephone detail debugging

error Enable ephone error debugging

extension-assigner Enable ephone extension assigner debugging

hunt-stat Enable hunt group statistics debugging

hw-conference Enable hardware conference debugging

keepalive Enable ephone keepalive debugging

loopback Enable ephone loopback debugging

message Enable ephone skinny message debugging

moh Enable ephone music-on-hold debugging

mtp Enable mtp debugging

mwi Enable ephone mwi debugging

pak Enable ephone packet debugging

gov Enable ephone voice quality debugging

raw Enable ephone raw protocol debugging

register Enable ephone registration debugging

sccp-state Enable trace of SCCP call state messages

snmp Enable ephone snmp debugging

socket Enable ephone socket I/O debugging

srtp Enable ephone srtp debugging

state Enable ephone state debugging

statistics Enable ephone statistics debugging

video Enable ephone video debugging

vm-integration Enable ephone vm-integration debugging

CUCME SIP Lineside Configuration

N iowcommoe VOiP ’_
allow-connections sip to sip

sip
registrar server expires max 1200 min 300

voice register global

mode cme

source-address 10.1.1.1 port 5060
max-dn 20

max-pool 2

tftp-path flash:

create profile
1

voice register dn 1
number 4001
1
voice register dn 2 \
number 4002

!

voice register pool 1

id mac 1111.2222.3333

type 7961

number 1 dn 1

1 R
voice register pool 2 -
id mac 2222.3333.4444

type 7961

number 1 dn 2




CUCME SIP Verification CLI

CUCME#sh voice register ?

all Show all pool details

credential Show voice register credential
dial-peers Show dial-peers created dynamically via REGISTERSs
dialplan Show given dialplan details

dn Show given dn details

global Show voice register global

pool Show given pool details

profile Show text profile for ATA/7905/7912
session-server Show registered session servers
statistics Show voice register statistics
template Show given template details
tftp-bind Show voice register tftp-bind

CUCME#sh voice register dial-peers
dial-peer voice 40001 voip
destination-pattern 4001
session target ipv4:10.1.1.1:5060
session protocol sipv2
digit collect kpml
after-hours-exempt FALSE

CUCME SIP Debug CLI

CUCME#debug voice register ?
errors voice-register errors
events voice-register events
session-server session-server debug

CUCME#debug ccsip ?

all Enable all SIP debugging traces

calls Enable CCSIP SPI calls debugging trace
error Enable SIP error debugging trace

events Enable SIP events debugging trace

info Enable SIP info debugging trace

media Enable SIP media debugging trace

messages Enable CCSIP SPI messages debugging trace
preauth Enable SIP preauth debugging traces
states Enable CCSIP SPI states debugging trace

transport Enable SIP transport debugging traces




Proctor Case Studies IV: CUCME #1

=] Lab Sample Question
: Configure the CUCME router so that IP phone#1 will

register with a Directory Number of 2001 on Line #1.
Furthermore, call waiting should be enabled on this line.

Candidate’s Problem Statement

“When | left the lab my CUCME
phone #1 was up and |
configured its first line to be
2001. | even verified that |

2001

could place call and receive
calls, why did | receive no

points in this section per the
score report?” IP Phone 1

Cisco Unified CME

Proctor Case Studies IV: CCME #1 (Cont)

B H ) [17 H th]
” Candidate’s “sh ephone register” Output
g

CCME#sh ephone register

ephone-1 Mac:000B.FDB8.21C2 TCP socket:[2] activeLine:0 REGISTERED

mediaActive:0 offhook:0 ringing:0 reset:0 reset sent:0 paging 0 debug:0
IP:120.100.1.10 53102 Telecaster 7960
button 1: dn 10 number 2001 CH1 IDLE

It Should Have Looked Like This

CCME#sh ephone register

ephone-1 Mac:000B.FDB8.21C2 TCP socket:[2] activeLine:0 REGISTERED
mediaActive:0 offhook:0 ringing:0 reset:0 reset sent:0 paging 0 debug:0

IP:120.100.1.10 53102 Telecaster 7960 keepalive 7073 max line 6
button 1: dn 10 number 2001 CH1 IDLE ¢_CH2 IDLE >




Proctor Case Studies V: CCME #2

2] Lab Sample Question

* Configure the CCME router so that IP phone#1, when idle,
I? will possess the following phone appearance:

2001

Your current options
Redial | New Call DND

\l,

Candidate’s Problem Statement

“l configured the softkey templates AND the system message,

but still lost the points... Did you penalize me for not
capitalizing every word in the system message?”

Proctor Case Studies V: CCME #2 (Cont)
3 Candidate’s phone#1 looked like this:
€o

2001

-

Your current options
Redial |NewCall| DND | more

Candidate’s configuration:

ephone-template 1
softkeys idle Redial Newcall Dnd(Cfwdall Pickup

ephone 1
ephone-template 1
mac-address 1111.1111.1111




Summary: CUCME

Be Familiar with the Following About CUCME

= Mandatory CUCME SCCP and SIP commands
= Configuration options to distribute calls

= Configuration options to allow/restrict calls

= Configuration options to customize phones

= Know CUCME show commands and debug
commands well

Qand A




Session 6

Voice Gateways and Protocols

[communication]

Voice Gateway Protocols

VolP
Signaling

H.323

Telephony

Signaling

Digital:
T1/E1 PRI
T1/E1 CAS




Voice Telephony Signaling Protocols

—= 21 CUCM
N

— /\/_\\
Mo 7 & ="

Telephony
Signaling

Digital:
T1/E1 PRI
T1 CAS /| E1 R2

e
Digital Voice Telephony Signaling Types

= Common Channel Signaling (CCS)

Signaling information being carried out-of-channel, separate from
the voice traffic

Most well-known CCS signaling type is ISDN-PRI

Both with a dedicated D channel for signaling, T1-PRI has
23 bearer channels for voice and E1-PRI has 30 B channels

= Channel Associated Signaling (CAS)

Signaling information being carried in-channel, interleaved
with voice traffic

Common types are T1-CAS E&M emulation




Digital Voice Signaling: ISDN-PRI

ISDN Q931

ISDN Q921
T1 Framing

card type t1 0 0
1

isdn switch- type primary-ni=———> Globally defines ISDN switch type
1

controller T1 0/0/0 Defines T1-PRI under

framing esf
linecode b8zs / the T1 controller

ri-gro timeslots 1-24
!p frgroup £ D-channel (int s0/0/0:23) and voice-

int s0/0/0:23 » port will be automatically created
isdn incoming-voice voice once pri-group is defined on the
isdn switch-type primary-ni T1 controller; D-channel carries

! the call information such as DNIS

voice-port 0/0/0:23 > (called number) and ANI

1

(calling number)
dial-peer voice 1 pots
g::z:z;g;ﬁ;ﬁ::;ﬁ?ai” ———» Create pots dial-peer which defines
port 0/0/0:23 voice call routing rules
!

Digital Voice Signaling: T1-CAS E&M

N

T1- CAS %

.@’ B STN >

4

E&M Feature Group D: Double wink with the
second wink to acknowledge reception of DNIS;
FGD supports collection of ANI

Gateway (c _-controller) #dsO-group 1 time 1-24 type ?
e&m-del -dial E & M Delay Dial
e&m- £gd E & M Type II FGD Single wink is sent to the
e&m-immediate-start E & M Immediate Start remote end to signal
e&m-wink-start E & M Wink Start readiness to receive DNIS;
ext-sig External Signaling A.K.A Feature Group B
fgd-eana FGD-EANA BOC side
fgd-os FGD-0S BOC side
fxo-ground-start FXO Ground Start FGD Equal Access North
fxo-loop-start FXO Loop Start America; A variant of FGD
fxs-ground-start FXS Ground Start which supports sending
fxs-loop-start FXS Loop Start of ANI

none Null Signalling for External Call Control




T1-CAS E&M Configuration to
Support ANI

T1- CAS 7

controller T1 0/0
framing esf
linecode b8zs

dsO-group 1 timeslots 1-12 type e&m-fgd
dsO-group 2 timeslots 13-24 type fgd-eana
1

Use first 12 channels
and e&m-fgd to receive
inbound calls and
receive ANI information

voice-port 0/0:1
!

voice-port 0/0:2
! Use last 12 channels and fgd-

dial-peer voice 1 pots eana to send outbound calls
incoming called-number . and send ANI
direct-inward-dial

port 0/0:1
1

dial-peer voice 2 pots Direct-inward-dial used to

incoming called-number . prevent the gateway from
destination-pattern 9T generating a second dial-tone
direct-inward-dial on inbound calls

port 0/0:2

e
Useful Cisco I0S Debug Commands:
T1-PRI/CAS

PRI-Gateway#debug isdn ?

all ISDN debug messages

api ISDN Application Program Interface(s)
cc ISDN Call Control

error ISDN error messages

events ISDN events

mgmnt ISDN management

g921 ISDN Q921 frames

g931 ISDN Q931 packets

standard Standard ISDN debugging messages
tgrm ISDN TGRM events

CAS-Gateway#debug vpm ?

all Enable All VPM debugging

dsp Enable dsp message trace (Warning: driver level trace)
error Enable dsp error trace

overlay Enable DSPware overlay debugging

port Debug only on port specified

signal Debug signaling services

spi Enable session debugging trace

tgrm Enable tgrm debugging

trunk-sc trunk conditioning
voaal2 Debug Voice over AAL2




VolIP Signaling Protocols

cucm

VolP
Signaling

H.323

PRI Layer 3
Layer 2 ) g '}
Framing {.

Cucm

= H.323 is a “peer-to-peer” protocol
= All PSTN signaling terminates on gateway

= H.225 and H.245 signaling communications over TCP between
gateways and CUCM

= Media over UDP directly between gateways and IP phones; CUCM
responsible for call setup/tear-down and capability negotiation only




H.323 Call lllustration

cucm H.225 Setup H323 | Q931 setup PSTN

sy | H-225 Call Proceeding’, Cateway >

L= 557 oot Provemting

> E < H.225 Alert 577
1__/ . ert > ——\\)
‘H.245 Terminal Capa. Set C PSTN \/

] £ iH.245 Master/Slave Deter. : T1-PRI N == /‘
H.245 Open Logical Chan. %
 H2450LCACK /
b H.225 Connec Q.931 Connect
User dials /

555-1234

Direct Media Connect b/w
IP Phone and Gateway

RTP/UDP/IP

Media Over TDM
[——

555-1234

Basic H.323 Cisco I0S Configuration

card type tl1 0 0
1

controller T1 0/0/0
framing esf
linecode b8zs

/

pri-group timeslots 1—2i//////,,/////’
!
interface Serial0/0/0:23

isdn switch-type primary-ni

isdn incoming-voice voice

!
dial-peer voice 1 voip
destination-pattern 2... ’—”’,——'

session target ipv4:20.1.1.1
codec g7llulaw

dtmf-relay h245-alphanumeric
!

dial-peer voice 9 pots

destination-pattern 9T
direct-inward-dial
port 0/0/0:23

Defines T1-PRI as PSTN signaling
D-channel and its configurations

VolIP dial-peer, define H.323 call
properties here

Destination-pattern
for digit matching

Session target pointing to IP
address of remote H.323 peer: i.e.
CUCM’s IP addr.

Use g711u codec; default is g729

Enables DTMF relay using
H245-alpha; default is disabled

Pots dial-peer pointing to the PRI
with destination-pattern, pots
peers strips explicitly matched
digit(s) in destination-pattern




Additional H.323 Cisco 10S
Configuration Options

interface loopback 0 Forces this gateway to use the
ip address 10.1.1.1 255.255.255.0 loopback interface for all H.323
h323-gateway voip interface signal and RTP traffic

h323-gateway voip bind srcaddr 10.1.1.1
! H.225 setup redundancy: try a

voice class h323 1 » second VOIP dial-peer if the remote
h225 timeout setup 5 H.323 peer does not response in 5
! seconds

voice class codec 1 --—-._________--_-->
c°gec Pregerence i‘ gziirg H.245 codec negotiation flexibility:
T L negotiate to g729 if possible;

B e e otherwise g711ulaw is okay too

destination-pattern 2.-.-._-_--"-——-.______> o o
Try this dial-peer first if 2...

session target ipv4:20.1.1.1

voice-class h323 1 is match because it has the highest
voice-clagss codec 1 preference: 0; default preference
1 value, therefore invisible
dial-peer voice 2 voip in dial-peer configuration
destination-pattern 2...
session target ipv4:20.1.1.2 If the IP host in dial-peer 1
voice-class h323 1 (20.1.1.1) does not response H.225
voice-class codec 1 setup in 5 seconds, try this dial-
preference 1 peer as it has lower preference

CUCM H.323 Gateway Configuration

0 System = CaNROUnG =  Madia Resowces = Voo Mal = Device = Appication =

‘Muaﬂ

Select the t
Gateway Type

ffe of gateway you would like to add:
H. Aviay

@ Gateway Canfiguration

Status

L £44¢ <

[ A

wlay Point™ Cefault
Signaling Port® —

[l Media Tor
Elratry vide.

ation Point Reauired

Az Audia

] wait for Far BEnd

| Capability Set




CUCMH.323 Gateway Configuration
(Cont)
Continued from CUCM H.323 Gateway Configuration Page

= Call Rauting Infermation - Inhaund Calls

Significant Cigits* ANl ¥
Caling Search Space < None > =
ARR Calling Search Space [ nonm = »

Prefix DN

[l kedirecting Number IE Delivery - inbound

[Clunsbie tnbound Fastseart

[ Call Routing Infarmation - Duthound Calls

aling Party Selection Originator -
Ealing Party Brace Default -
aliad party 1 rumbar trps unknonn® [Ciae Calltanager -
aling party IE rumber type unknown® [ Ciges CallMansger -
Called Numbenng Plan® Gisco CallMansger -
Caling Humberning Plan® Cisco CallHansger -
Caller 10 OH

Dl eseplay 18 Dalivary

Clrediracting Number 1€ Delivery - Gl

[Enstic Outbound FastStart

Condee For Outhound PastStan

Callad Party Transhormation C - one = "
[Eluse Davics Pool Called Party Transformation C55

Caling Party Trans < Hone = ~

[Fluss Davica Pasl Calling Party Transfarmation C5%

[ Incoming Calling Party Settings
1f the adeninisteator Sets the peefix to Defaull this indicates call protessing will use prefis at the next level setng (DevisPock/Service Parsmeter), Otherwise, the value configured is use

“J[ Cefault Prefis settings |

[ Elear Prefin Settings
Incaming Calling Party Hational Number Prefix Dafault

Incurng Salling Party International Number Prefus o

ing Barty Unknown Kumbar Prafic Default

Incaming Calling Party Subscrber Number Prafic Default

CUCM H.323 Gateway Configuration
(Cont)
Define a Route Pattern Pointing to the H.323 Gateway

e Route Pattern Conflguration

=

Status
@ Status: Ready
— Pattcrn
Runite Pattern® 911
Houte Partition e Hone = v/
Description I

Nurnbering Plan
Ruile Filler

MLPP Precelenie® | Detault ]
Resource Priorty Namespace Notwork Domain: 7

Gateway/Moute List™

Mone = -

Route Cption Route this pattern

O Rk this pattern | Ho Crror [ |
Call Classification™® [ affnet |
[ alow Deviee overnde [ Provide Outside Dial Tone [ Allow Overlap Sending [ Urgent Prionty
[Mkequire Forced Authorization Code

Aulhwrization Level* 0

[ require Clisnt Mattar Code




Useful Cisco IOS Verification
Commands: H.323

H323-gateway#sh call active voice brief

Telephony call-legs: 1
SIP call-legs: 0

H323 call-legs: 1
MGCP call-legs: 0
Total call-legs: 2

131E : 1452845022hs.1l +144 pid:1234 Answer 51234 active
dur 00:00:12 tx:671/107360 rx:603/96480
IP 20.1.1.20:19886 rtt:0ms pl:8310/0ms lost:0/1/0 delay:64/64/65ms g71llulaw

131E : 1452845025hs.1 +141 pid:408 Originate 14083132001 active
dur 00:00:12 tx:603/96480 rx:672/107520
Tele 1/0:23 (8617): tx:13440/1344/0ms g7l1lulaw noise:0 acom:19 i/0:-56/-38 dBm

H323-gateway#sh call active voice
<SNIP><SNIP><SNIP><SNIP><SNIP>
ReceiveDelay=64 ms

LostPackets=0

EarlyPackets=1

LatePackets=0

VAD = enabled
CoderTypeRate=g71llulaw
CodecBytes=160

CallerName=Ben Ng

H323-gateway#sh call active voice
<SNIP><SNIP><SNIP><SNIP><SNIP>
VOIP:

RemoteIPAddress=20.1.1.1
RemoteUDPPort=19886
RemoteSignallingIPAddress=20.1.1.1
RemoteSignallingPort=3139
RemoteMediaIPAddress=20.1.1.20
tx_DtmfRelay=inband-voice

Useful Cisco I0S Debug
Commands: H.323

H323-gateway#debug cch323 ?
CAPACITY Enable Call Capacity debugging trace

NXE Enable NXE transport debugging trace

RAS Enable RAS State Machine debugging trace
all Enable all CCH323 debugging traces

h225 Enable H225 State Machine debugging trace
h245 Enable H245 State Machine debugging trace

preauth Enable CCH323 preauth debugging trace

H323-gateway#debug h245 ?
asnl H.245 ASN1 Library
events H.245 Events

H323-gateway#debug voip ccapi ?
error CCAPI error legs
inout CCAPI Funtion in (enter) and out (exit)

H323-gateway#csim start <destination-pattern-you-wish-to-test>




[ —
MGCP (Media Gateway Control Protocol)

= Media Gateway (MG) contains “simple” endpoints,
which can be either analog voice-ports
(FXS/FXO/E&M) or digital (T1-PRI/T1-CAS) voice
trunks

= Call intelligence of these endpoints are provided by
Media Gateway Controller (MGC) or Call Agent (CA),
in our case, the Cisco Unified Communications
Manager

= Master/Slave relationship between MGC/CA and MG

= MGCP messages are sent over IP/UDP between MGC
and MG—signaling plane

= Voice traffic is carried over IP/RTP—data plane

|
MGCP Endpoints

= Endpoints are voice ports on a MGCP gateway

= Analog Endpoint Identifier

AALN/ @MGCP-GWY.cisco.com: the endpoint is
on a gateway with hostname of MGCP-GWY
and domain name of cisco.com

= Digital Endpoint Identifier

S1/ds1-0/1@MGCP-GWY .cisco.com: the endpoint is
on T1 controller 1/0 on a gateway with hostname of
MGCP-GWY and domain name of cisco.com




MGCP Messages (UDP Port 2427)

= End Point Configuration EPCF (CA > EP)

= Create Connection CRCX (CA > EP)
= Modify Connection MDCX (CA > EP)
= Delete Connection DLCX(CA <-> EP)

= Notification Request RQNT (CA > EP)
= Notify NTFY (CA € EP)
= Audit Endpoint AUEP (CA > EP)
= Audit Connection AUCX (CA > EP)
= Restart In Progress RSIP (CA € EP)

MGCP FXS Call Flow Explained

CallManager MGCP Gateway

< (1) {Stn. Off-hook} “NTFY O: L/hd”
(2) “RQNT R: L/hu,D/[0-9*#] S:dI”
{dial-tone, send digit map}
< (3) {Digit:} “NTFY O: 4”

(4) :RQNT R: L/hu, D/[0-9*#] S:Z >
{Turn off dial-tone}

(5) {Digit(s)...} “NTFY O: 5”

(6) CRCX {create connection}

Turns on ring tone

“ (7) Ack with local RTP addr/port

(8) MDCX {modify connection, —
sends remote peer RTP info}




MGCP: PRI Backhaul

TDM IP
< > < >

AN
PRI Layer 3 @ Q.931 Backhaul over TCP < ‘—‘->
Laye_r = MGCP over UDP
Framing .} ‘.

Cisco CallManager
Call Signaling >

P
«

Framing and Layer 2 signaling terminates at the gateway

Q.921 status and Q.931 signal backhauled to the Cisco
CallManager

MGCP 0.1 with Cisco CallManager only
MGCP messages over UDP, port 2427
PRI Backhaul messages over TCP, port 2428

Cisco I0S MGCP PRI Backhaul

Configuration
hostname GW1 » Must match “Domain Name” on
! MGCP Gateway page on CCM
mgcp >
mgcp call-agent 20.1.1.2 Enables MGCP
1 process globally
!
ccm-manager redundant-host 20.1.1.1 Defines Primary C_all-agent: the
ccm-manager mgcp \ IP address of primary CCM
1
controller T1 1/0 Defines secondary call-agent
linecode b8zs - -
framing esf MGCP version 0.1 with CCM

pri-group timeslots 1-24 service mgcp .
1 \ Defines on the T1 controller
interface Seriall/0:23 that the' PRI ports will be
no ip address serviced by MGCP
no logging event link-status .
isdn incoming-voice voic Under D-channel, binds L3

e
isdn bind-13 ccm-manager — (Q.931) to call manager

! "
dial-peer voice 101 pots Defines MGCP as the call

service mgcp applicact’i_o:\ under pots
port 1/0:23 ial-peer




Additional Cisco I0S MGCP

Configuration Options

GW1 (config) #ccm-manager ?
application application specific
config MGCP download configuration
download-tones Enable Tone Download from TFTP server
fallback-mgcp Enable Fallback from MGCP to H.323 mode if no CallManager is

available
fax Enable fax protocol for MGCP
mgcp Enable CallManager Application MGCP mode

music-on-hold Enable multicast Music-on-hold

redundant-host Redundant host list

switchback Configure switchback options for rehoming to higher-order
CallManager

GW1 (config) #mgcp bind ?
control bind only MGCP control packets
media bind only media packets

MGCP: CUCM Configuration

o Add a new Gateway
B e

Select the type of gateway you would like to add:
Gateway Type ¥ | Cisen 2025 “

1 Hext

o
D v

select the type of gateway you would like to add:
Gateway Type Cisco D025

Protol * :Mccp \,.:




MGCP: CUCM Configuration (Cont)
(3 YL

= Gat Detalls
Product
Protocal
*

Damain Narme

Description

Ciseo Unified Communications Manager Group ™ | cafault

= configured slml, ¥ICs and Endp
Module in Slot 0 [it-auwiC-HDRD ~ Must match with hostname
Module in Slot 1| < none > | and IP domain-name
Module in Stot 2 | < pone » ~| (if applicable) on the

10S MGCP gateway

= Product Specific Configuration Layout

Global ISDH Switch Type iz |
Switchback Timing* Graceful |
switchback uptime-dalay (min) g

Switchback schedule (hhimm) :Lz:oo

Type Of DTMF Relay™® Current GW Canfig v|
Fax mode™ Fax Relay ",
Madern Passthrough® lEnable |

MGCP: CUCM Configuration (Cont)

igured Slats, ¥ICs and Cndpai
Module in Slot 0| yM-SUWIC-MRRD o

Subunit 0| yWIC2-IHIT-TIELTL ¥

Subunit 1| .- yone > ~

ct Protocol for t
evice Protocol ¥

- [

0 = pevice Information
Product Cisco MGLE

Gateway 1 _casen._com
Cevice Protocol Digital Access FRI
End-Baint Maran S0/SU0/DS1-08HG-1

Crescription | =0 EU0/DEL - DEHG-

Dmvien Pool™®

-
Common Device Configuration | < None = ~
call Classification™ | Use Systmm Dnfault ~
NetwarkLocale [< None > -
Packet Capture Mode * [None -
Packet Caplure Duration (o

Media Resource Group List [< Mone = -
Location* Hub_Hone =
AAR Group | < nane » -
Load Information [

Use Trusted Relay Point* Default -

I Transrmit UTF-8 far Calling Party Nams
Clvasn (subset)




Useful Cisco I0S MGCP

Verification Commands

GWl#sh ccm-manager ?
backhaul Backhaul Info
config-download Automated Config download Info
download-tones XML Downloadable Tones

fallback-mgcp MGCP CM fallback
hosts Hosts Info
music-on-hold Music on hold Info
redundancy Redundancy Info
<CR>

GW1l#sh mgcp ?
connection Display MGCP connection

endpoint Display endpoints eligibile for MGCP management
nas Display MGCP data channel information
profile Display MGCP profile

statistics Display MGCP statistics

Useful Cisco I0S MGCP

Verification Commands

GWl#sh isdn stat
Global ISDN Switchtype = primary-ni
ISDN Seriall/0:23 interface
dsl 0, interface ISDN Switchtype = primary-ni
L2 Protocol = Q.921 L3 Protocol(s) = CCM-MANAGER 0x0003
Layer 1 Status:
ACTIVE
Layer 2 Status:
TEI = 0, Ces = 1, SAPI = 0, State = MULTIPLE FRAME ESTABLISHED
Layer 3 Status:
0 Active Layer 3 Call(s)
Active dsl 0 CCBs = 0
The Free Channel Mask: 0x8000003F
Number of L2 Discards = 2, L2 Session ID = 30
Total Allocated ISDN CCBs = 0




Useful Cisco I0S MGCP

Debug Commands

GWl#debug mgcp ?
all Enable all MGCP debug trace
errors MGCP errors
events MGCP events
media MGCP media
nas MGCP nas (data) events
packets MGCP packets
parser MGCP parser and builder
src MGCP System Resource Check CAC
voipcac MGCP VOIP CAC

GWl#debug ccm-manager ?

backhaul CallManager backhaul debug
config-download CallManager Automated config debug
errors CallManager errors

events CallManager events

music-on-hold CallManager music-on-hold

Proctor Case Studies VII:
MGCP Gateway #1
Lab Sample Question
yf_ Configure R1 as a MGCP Gateway for CUCM.

; If the primary CUCM goes down, make sure all endpoints

\4
I‘? on the MGCP gateway re-registers to the backup CUCM.
Also ensure IP phones can send/receive calls to/from PSTN.

Primary _I Backup

« T,
Lo R HOH o,
[E ﬁ—""' PSTN\3
E Candidate’s Problem Statement

“l verified that my MGCP gateway worked, | even tested all

inbound and outbound calls, why did | not receive points?”




Proctor Case Studies VIl:
MGCP Gateway #1 (Cont)

Could you identify the mistake from the snippet
of this “show ccm-manager” command?

g»

Rl#sh ccm-manager
MGCP Domain Name: R1
Priority Status Host

Current active CallManager: 20.1.1.1
Backhaul/Redundant link port: 2428
Failover Interval: 30 seconds
Keepalive Interval: 15 seconds

Candidate Missed the Following Command

Rl (config) #ccm-manager redundant-host 20.1.1.2

Proctor Case Studies VIII:
MGCP Gateway #2

Lab Sample Question

E_f_ Configure R1 as a MGCP Gateway for CUCM. If the
: Primary CUCM goes down, make sure all endpoints on the

\A
I‘? MGCP gateway re-registers to the Backup CUCM. Also
ensure IP phones can send/receive calls to/from PSTN.

Primary Backup

cucm ; : * CUCM

20.1.11 20112 R1 . -
PRI

Candidate’s Problem Statement

“My MGCP gateway could not register to the CUCM. On the
CUCM'’s MGCP gateway configuration page, | see

(- =
&

“Reglstratlon Unknown” on R1, | see “Registering” in
“show ccm-manager”.




Proctor Case Studies VIII:
MGCP Gateway #2 (Cont)

Could you identify the mistake from the snippet

| é of the following CUCM gateway configuration page and
& 9 this “show ccm-manager” command?

— Bevice Inf

Product = MGCP T1 Port

Gateway *¢

Lrevice Protocol EMIal Access P

Reqgistration Unkniown

TP Address Unknowen

End-Point Name * £1/5U0/DS1 0@R1

i e MGCP Domain Name

Device Poal® Lefault A

Common Device Conhgurabion = mlsmatCh between CCM and
= Hone 2 10S MGCP gateway

Rl#sh ccm-manage

r
MGCP Domain Name
Priority Status Host

Primary Registering 20.1.1.1
First Backup Backup Ready 20.1.1.2
Second Backup None

Current active CallManager: None
Backhaul/Redundant link port: 2428
Failover Interval: 30 seconds
Keepalive Interval: 15 seconds

Registration, Authentication,
Status (RAS)

= Established between H.323 endpoint and gatekeeper
= Gateway initializes with full registration to gatekeeper

= Gateways sends lightweight registration, based on
negotiated time-out, similar to keep-alive

= Unreliable transport—uses UDP

= Gateway could depend on gatekeeper to
e.164 address resolution

Call Admission Control




e —
RAS Communication Messages

* GRQ/GCF/GRJ (discovery)

Unicast or multicast, find a gatekeeper

* RRQ/RCF/RRJ (registration)

Endpoint alias/IP address binding, endpoint authentication

= ARQ/ACF/ARJ (admission)

Destination address resolution, call routing

* LRQ/LCF/LRJ (location)

Inter-gatekeeper communication
= BRQ/BCF/BRJ (bandwidth modifications)
= DRQ/DCF/DRJ (disconnect)

Call termination

RAS Gatekeeper Registration lllustrated

H.323 Gateway Learns
of Gatekeeper via
Static Configuration

Hello: | am Registering My Hello: | am Registering My
Name or E.164 Address Name or E.164 Address
(Gateway A) (Gateway B)




RAS Call Admission lllustrated

atekeeper A (Zone A)

ARQ (Admission Request)
| Have a Call for

R ACF (Admission Confirm)

Yes You Can, Use G/W B
IP Address X.X.X.X

Gatekeeper Inter-zone Communication
Zone A Zone B

Gatekeeper A /\ Gatekeeper B
LRQ

LCF il

H.225 Connect
RTP




Directory Gatekeeper Call Flow
lllustrated

Directory-Gatekeeper

N &A
IP Network
¢ LCF

ACF
AC
ARQ
H.225 Fast Start N .
H.225 Fast Connect g l
RTP _ [~~~
:
[

GatewUB
Phone A

A A

Phone B

ef

Cisco I0S Gatekeeper: Common Terms

= Zone: A collection of nodes for routing calls (can be H.323 clients,
Cisco CallManager clusters, or H.323 Gateways); configure on
gatekeepers and gateways/endpoints

= Zone Prefix: A unique number string configured on and used by
gatekeepers to associate a dialed number to a zone

= Tech Prefix: A unique number string typically configured on
gateways and presented to gatekeepers during registration; tech
prefixes are then used by gatekeepers to group endpoints of the
same type together; tech-prefix to gateway association could also
be manually configured on GK

= Default Technology: Configured on gatekeepers for default routing
of any unresolved E.164 addresses to gateways that registered
with a specific tech prefix




GK Address Resolution on ARQ
1) Tech Prefix match —0—» Hop-off Tech Prefix? —0—»

l 0 Strip Tech Prefix

2) Zone Prefix match? —m—ﬂs “arq reject-unknown-prefix” set?—e—> Send ARJ

target-zone = matched zone
target-zone = local zone

3) Is target-zone local? @ Send LRQ

4)Was a Tech Prefix found in Step 12 —— Find local GW with Tech Prefix —@— [ELLEV0S

(N] \0\ Send ARJ
5) Is target address registered?—“—» Send ACF

Send ACF
(N) o Select local GW with Tech Prefix ,0/'_

N

6) Is a default Tech Prefix set? 50\’ Send ARJ

GK Address Resolution on LRQ
1) Tech Prefix match —0—» Hop-off Tech Prefix? —0—» target-zone = hopoff zone

10 Strip tech prefix

2) Zone Prefix match? Send LRJ
) \o\ Is “Irq reject-unknown-prefix” /0/ -
1 (v} set?
/m/r Send LRJ

target-zone = matched zone

1 Is “Irq forward-queries” set? \o\
/( Send LRQ

3) Is target-zone local?

(V] - Find local GW with Tech Prefix )— LIl
4) Was a Tech Prefix found in Step 1?
Send LRJ

0 o EEra

Is target address registered?
m Select local GW with Tech Prefix m

Is a default Tech Prefix set? /m/
—O0— By




Cisco I0S GK Configuration Example

Enter into gatekeeper
/ configuration mode
RO Define local zone names
zone local SJ cisco.com ——’—_’__——‘———a
30 SeEEsl G R aEE } Defines remote zone names
/ and IP address

zone local DAL cisco.com

zone remote RTP cisco.com 172.16.14.130 1719 Define local and remote
. zone prefixes
zone prefix SJ 1408%*

zone prefix SF 1415* Any gateways registered
zone prefix RTP 1919% with a technology prefix of

. 1# are gateways of last
zone prefix DAL 1972 resort if a called number is

gw-type-prefix 1#* default-technology not resolved by gatekeeper’s
existing call routing rules

bandwidth interzone default 512
bandwidth remote 64 E
Allow up to four g711

A (128x4=512) in local Zone
and four g729 (16x4=64)
to Remote Zones

CUCM Configurations Example for
Gatekeeper

‘H. mwev|mmev Lser Managen
P &

Susoger ) |
p—

Phone

Trunk

Hemote Destination

Device Scitings 3

O Pr—

(D soe

Status

‘ P~ yec—

Freper Infarmation
cc® I
Host Name/IF Addrass 10.1.1.1

Cimscripton -
Registration Requast Time to Live™ [4q
Registration Retry Timeout* 300

l#| Enable Device




CUCM Configurations Example for
Gatekeeper (Cont)

e Device + l Application +  Uaer Managen Trunk Configuration
Tl Route Paint * f
iFatekeeper
Gateway Status
(A ) status: Ready
< Uikl ) | Trunk Information
N et T ination Trunk Type™ 4298 Trunk (Gatekesper Contralled) ol
Device Protocal* |
Dievice Seffings v H.225 =

— [mest]

e —

RES

ol

Information

i

Gateheeper Name*|1g,1‘1,1 "‘

Status
‘ @Sldlm: Realr Terming] Type* | Gatemay v‘

Technology Prefix |1# ‘

Dewice Inf

Product: H.225 Trunk (Gatekesper Controled)

Divice Protnasl a5 |SJ‘ /
Derice Name* @ ~
Description i

Device Paal* Defauk g £l

Cisco 10S GK Verification Commands (l)

GK#show gatekeeper ?

calls Display current gatekeeper call status

circuits Display current gatekeeper circuits

clusters Display gatekeeper cluster info

endpoints Display all endpoints registered with this gatekeeper
gw-type-prefix Display Gateway Technology Prefix Table

performance Display gatekeeper performance data

servers Display gatekeeper servers info

status Display current gatekeeper status

zone Display zone information

GK#show gatekeeper zone prefix
ZONE PREFIX TABLE

GK-NAME E164-PREFIX
sJ 1408%*
SF 1415%*
RTP 1919%*




Cisco 10S GK Verification Commands (ll)

GK#show gatekeeper endpoint
GATEKEEPER ENDPOINT REGISTRATION

CallsignalAddr Port RASSignalAddr Port Zone Name Type Flags
20.1.1.1 61042 20.1.1.1 58267 sJ VOIP-GW
H323-ID: GK-Trunk 1
Voice Capacity Max.= Avail.= Current.= 0
20.1.1.2 56628 20.1.1.2 54461 sJ VOIP-GW
H323-ID: GK-Trunk 2
Voice Capacity Max.= Avail.= Current.= 0
20.30.1.254 1720 20.30.1.254 51112 SJ VOIP-GW
H323-ID: H323-Gateway-1
Voice Capacity Max.= Avail.= Current.= 0

Total number of active registrations = 3

CUCM servers in a cluster register to gatekeeper using the Device name configured on

the CUCM Trunk page; for purpose of having a unique H323-ID for each server in the
cluster, CUCM attaches _1, _2, _3, etc., to the end of the configured Trunk Device Name

Cisco I0S GK Debug Commands

To see gatekeeper number matching logic, use “debug gate main 5”:

Note: This is a hidden command

GK#debug gate main 5

*Mar 8 18:30:08.577: gk rassrv_arq: argp=0x81B89578, crv=0x14, answerCall=0
*Mar 8 18:30:08.581: gk dns_query: No Name servers

*Mar 8 18:30:08.581: rassrv _get addrinfo: (19725552000) Tech-prefix match
failed.

*Mar 8 18:30:08.581: rassrv _get addrinfo: (19725552000) Matched zone prefix
1972 and remainder 5552000

*Mar 8 18:30:08.601: gk rassrv_arq: arqgqp=0x81AA488C, crv=0x8014,
answerCall=1

To see RAS messages and information contained within, use “debug h225 asn1”:

*Mar 7 21:03:57.339: RAS INCOMING PDU ::=
value RasMessage ::= admissionRequest :
destinationInfo

dialedDigits : "19725552000"

ip 'AC10F279'H

port 4042

bandwidth 1280

callReferencevValue 14

gatekeeperIdentifier {"SJ"}

*Mar 7 21:03:57.355: ARQ (seg# 11652) rcvd




Lab Exam Case Studies IX:

Gatekeeper

Lab Sample Question

gatekeeper. The CUCM servers should register with tech-
prefix of “1” and the CCME router should register with tech-
prefix of “2”. When properly registered, the gatekeeper
should produce the following “show gatekeeper gw-type-
prefix”:

r? Register your CUCM servers and CUCME router to the

Gatekeeper#show gatekeeper gw-type-prefix
GATEWAY TYPE PREFIX TABLE

Prefix: 2*
Zone Gatekeeper master gateway list:
120.100.1.1:1720 CCME

Prefix: 1*
Zone Gatekeeper master gateway list:
20.1.1.2:49296 CCM_2

20.1.1.1:49824 CCM_1

Lab Exam Case Studies IX:
Gatekeeper (Cont)

s,

Candidate’s Problem Statement
Both of my CCM servers and the CCME routers are

registered with the gatekeeper. | can even route calls
between them. Why did | lose point on this section?

@ Let’s take a look at the candidates “show
” gatekeeper gw-type-prefix” output:

Candidate’s output: Requested output:
Gatekeeper#show gatekeeper gw-type-prefix Gatekeeper#show gatekeeper gw-type-prefix
GATEWAY TYPE PREFIX TABLE GATEWAY TYPE PREFIX TABLE
refix: 2#* Prefix: 2*
ne G eeper master gateway list: Zone Gatekeeper master gateway list:
120.100.1.1:1720 CCME 120.100.1.1:1720 CCME
Prefix: 1#* Prefix: 1*
eeper master gateway list: Zone Gatekeeper master gateway list:
20.1.1.2:49296 CCM_2 20.1.1.2:49296 CCM_2
20.1.1.1:49824 CCM_1 20.1.1.1:49824 CCM_1
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SIP Basics

= SIP is Session Initiation Protocol
= SIP is a peer-to-peer protocol defined in RFC 3261

= SIP is human readable; (ASCII text-based;
aids debugging)

= Uses UDP as well as TCP, flexibly connecting users
independent of the underlying infrastructure

= SIP is extensible; (unrecognized headers are ignored)

SIP Endpoints and Dialogs

= SIP emphasizes a peer-to-peer model with end-to-end request/response
transactions

= An issuer of a request is a User Agent Client (UAC)
= A responder to a request is a User Agent Server (UAS)

= An endpoint that incorporates a UAC and a UAS is termed a User Agent
(UA)

= Transactions create dialogues

INVITE sip:2000@10.1.1.102:5060 SIP/2.0
From: “1000"<sip:1000@10.1.1.101>;tag=00120193edaa0fda62e313d6-2643faab
To: <sip:2000@10.1.1.102>
CallId: 00120193-edaa000d-2d230f76-44744f4d@10.1.1.101

>
C

Dialog 1

SIP/2.0 200 OK
From: “1000"<sip:1000@10.1.1.101>;tag=00120193edaal0fda62e313d6-2643faab
To: "2000" <sip:2000@10.1.1.102>;tag=ad611738-235c-4€04-8a1b-ef697b19fb06-22031740
CallId: 00120193-edaa000d-2d230f76-44744f4d@10.1.1.101




SIP Intermediate Components

= SIP Requests can be managed by intermediate components such
as proxy servers

= Proxy servers have limited ability to modify SIP messages
Must obey strict rules regarding the modification of SIP headers

Can’t touch SIP bodies, where the session’s media is defined

= The dialog remains end-to-end

=
Dialog 1
ia
S| pmm

SIP B2BUA

= A commonly-adopted model, called a back-to-back user agent
(B2BUA), combines a UAC and a UAS so that a request received
by the UAS is reissued by the co-resident UAC

= The B2BUA generates a completely independent outgoing dialog,
which affords it the ability to synthesize SIP headers and bodies of
its choosing

= B2BUAs are inherently more stateful than proxy servers or redirect
servers, and can more easily inter-work SIP with other protocols




CUCM and B2BUA

= Cisco Unified Communications Manager 5.x/6.x/7.x uses the
B2BUA model for all types of SIP calls (trunk-side and line-side).
This allows Communications Manager to:

Fully support standards-based SIP while maintaining the centralized control and
management capabilities of a PBX

Seamlessly inter-work SIP with all other supported protocols
(e.g. H.323, MGCP, Q.SIG, SCCP, TAPI/JTAPI, etc.) —3

Regions,
Locations,

CUCM SIP Phone: Auto Registration

Enterprise Parameters Conflguration

Status
| @ s
— Enterprise | s L ation
Paranveter Name Parameter Value
Senchronization Between duly Device Profile and Phone Cenfiguration * | True ~
- -
12
Trage Comprassien * | Disabled ~
SCP for Phon Serviens ™ | defautt pscP (000000) "
DSCP for Phone Configuration ¥ Cai(precadancs 1) DSCP (011000) L
DSCP for Cisgo CallManager to Devige Intarface ® | £ 3{precedence 3) DSCP (011000} L
oo [1z0
L istrati i | v
BLF For Call List: * S
Advartiss G.IZ2 O 2 B
Bhens Pereonahzation * 0
Services Provisioning * | tntarnal A

= Protocol choice automatically dictates what firmware filename gets
specified in the default configuration file for each phone model 1

= When set to SIP, only applies to phones that can run SIP. SCCP-only
phone models will still auto-register using SCCP




CUCM SIP Phone Provision

Phone Configuration

Status
F@ Status: Ready

— Select the type of phone you would like to create

Product Type: Cisco 7970
Select the device protocol: [secp j
— Nextl

@ *_indicates required item.

@ - Device reset is not required for changes to Packet Capture Mode and Packet Capture Duration.

= Provisioning a SIP phone is just like provisioning a SCCP phone

= Protocol choice automatically dictates what firmware filename gets
specified in the phones’ configuration file 1

Cisco Unified Boarder Element (CUBE)

Formerly known as the Cisco Multiservice IP-to-IP
Gateway

= CUBE facilitates end-to-end VolP by interconnecting
disparate VolP networks

= CUBE provides secure, flexible, and reliable
interconnect services
= CUBE interworks the following VolP protocols:
h323 to h323
h323 to sip
sip to h323

sip to sip




Cisco Unified Border Element

Architecture
Formerly the Cisco Multiservice IP-to-IP Gateway

= Actively involved in the call
treatment, signaling and media

streams H , . “
SIP B2B User Agent —_

Media Flow-Through

= Signaling is terminated,

interpreted and re-originated = Signaling and media terminated by the

Cisco Unified Border Element

Provides full inspection of signaling,
and protection against malformed
and malicious packets

= Media is handled in two ‘%Ia‘?
different modes E — E

[N - D!

Media Flow-Through S~

Media Flow-Around

= Transcoding and complete IP address
hiding require this model

Media Flow-Around
= Signaling and media terminated by the

= Digital Signal Processors (DSPs) Cisco Unified Border Element

are required for transcoding (calls
with dissimilar codecs) = Media bypasses the Cisco Unified
Border Element

Cisco Unified Border Element Basic
Call Flow

Originating Terminating
End oint_ A— Endpoint
Incoming VoIP Call «ilb» Outgoing VolIP Call R
CUBE
dial-peer voice 1 voip dial-peer voice 2 voip
destination-pattern 1000 destination-pattern 2000
incoming called-number .T session protocol sipv2
session target ipv4:10.1.1.1 session target ipv4:20.1.1.1
codec g71llulaw codec g7llulaw

1. Incoming VolP setup message from originating endpoint to the Cisco
Unified Border Element

2. This matches inbound VolP dial peer 1 for characteristics such as
codec, VAD, DTMF method, protocol, etc.

3. The Cisco Unified Border Element then looks up the called number in
the call setup and matches outbound VolP dial peer 2

4. Outgoing VolIP setup message from the Cisco Unified Border Element to
terminating endpoint




H.323 and SIP Interworking

= Requirement

Large installed base of H.323 applications, with an increasing
number of SIP applications in the same enterprise network

Connect H.323 and SIP applications to SP SIP trunks
Incompatibilities and variations within same protocol

= The Cisco Unified Border Element supports H.323-H.323, SIP-SIP
and H.323-SIP interworking

Voice supported for all combinations
Video supported for H.323-H.323 and SIP-SIP

= Define incoming and outgoing VolP : —
ol . . Vvoice service voip
dial-peers with required parameters allow-connections h323 to h323

like protocol, transport, codec, CAC, allow-connections h323 to sip
QoS, etc. allow-connections sip to h323
allow-connections sip to sip

H.323 and SIP Interworking
H.323-H.323 1

Fast Start Fast Start Bi-Directional
Slow Start Slow Start Bi-Directional
Fast Start Slow Start Bi-Directional

Sip-sip 1

Early Offer Early Offer Bi-Directional
Delayed Offer Delayed Offer Bi-Directional
@ Delayed Offer  Early Offer Uni-Directional

o W oo | ouiey | suwon |

Fast Start Early Offer Bi-Directional
Slow Start Delayed Offer Bi-Directional




Delayed Offer—Early Offer

! g ! INVITE INVITE (Offer SDP)
1 1
t =,

CUBE = sp 3
180/183/200 (Offer SDP) 180/183/200 (Answer SDP)
SBC) VoIP

ACK/PRACK (Answer SDP)

voice class codec 1

= SP SIP trunk Early Offer (EO) ey e P
i i dial-peer voice 4 voip
interconnect for enterprise apps that e tination oatiorn 321....
support onIy Delay Offer (DO) voice-class codec 1
) voice-class sip early-offer forced
= Flow-through required for DE-EO session target ipv4:x.x.x.x

supplementary services

Global Configuration
Delayed Also Supported:

m SDPin INVITE No SDP in INVITE voice service voip

sip

m SDP in 180/183 SDP in 200 early-offer forced

Interconnecting Cisco Unified
Communications Manager to a SIP Trunk

|
I {v\o.p Jﬁ|— "3““# ‘—'

= Security via topology hiding and SIP signaling and
media inspection

= Call admission control upon entry to network

= Meet SP UNI requirements via SIP message normalization
= Utilize SIP trunks with H.323 Unified CMs

= DTMF interworking and transcoding

= Co-resident with TDM GW, SRST GW and/or MTP

= Failover or backup via TDM trunks and Unified SRST




Cisco Unified Border Element
Configuration: H.323 to Unified CM

voice service voip
address-hiding
allow-connections h323 to sip
allow-connections sip to h323

sip-ua
retry invite x
retry bye x
retry cancel x

CUBE

dial-peer voice 10 voip
description incoming H323
incoming called-number .T
codec g7llulaw
dtmf-relay h245-signal

1

dial-peer voice 2 voip
description outgoing H323
destination-pattern 8..
session target ipv4:x.x.x.x
codec g7llulaw
dtmf-relay h245-signal
ip gos dscp cs5 media
ip gos dscp cs3 signaling

S [

dial-peer voice 1 voip
description incoming SIP
incoming called-number 8..
session protocol sipv2
codec g71lulaw
dtmf-relay rtp-nte

1

dial-peer voice 3 voip
description outgoing SIP
destination-pattern .T
session protocol sipv2
session target ipv4:x.x.x.X
codec g71lulaw
dtmf-relay rtp-nte
ip gos dscp cs5 media
ip gos dscp cs3 signaling

Cisco Unified Border Element
Configuration: SIP to Unified CM

voice service voip
address-hiding
allow-connections sip to sip

sip-ua
retry invite x
retry bye x
retry cancel x

dial-peer voice 10 voip
description incoming SIP
incoming called-number .T
session protocol sipv2
codec g7llulaw

dtmf-relay rtp-nte
1

dial-peer voice 2 voip
description outgoing SIP
destination-pattern 8..
session protocol sipv2
session target ipv4:x.x.x.x
codec g71llulaw
dtmf-relay rtp-nte
ip gos dscp cs5 media
ip gos dscp cs3 signaling

7,

- ot -
ST
dial-peer voice 1 voip
description incoming SP SIP
incoming called-number 8..
session protocol sipv2
codec g71lulaw
dtmf-relay rtp-nte

1

dial-peer voice 3 voip
description outgoing SP SIP
destination-pattern .T
session protocol sipv2
session target ipv4:x.x.X.x
codec g7l1lulaw
dtmf-relay rtp-nte
ip gos dscp cs5 media
ip gos dscp cs3 signaling
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Summary: Voice Gateway and Signaling

Be Familiar with the Following About Voice Gateways

= Telephony signaling configuration: T1/E1-PRI, T1-CAS,
E1-R2

= VoIP signaling configuration: H.323, MGCP, RAS, SIP

= VoIP protocol interworking by CUBE

= VolIP signaling redundancy and fail-over options

= Verification and debugging of POTs and VolP
call legs

Qand A

[communication)]




Session 7

Dial-Plan Considerations

Dial Plan
The “IP Routing” of IP Telephony

Route

Pattern 9.1408XXXXXXX Gatekeeper

"= 34l Cisco ="
: = ':. Unified CM

_ g b
Ext. o
1001 [“ : +1 408 5264000

Cisco Unified CM Routes Two Basic Call Types:

On-Cluster Calls: Destination Directory Number (DN) is registered with Cisco Unified CM.
DNs are considered “internal” routes.

Remote

Off-Cluster Calls: Destination Number is not registered with Cisco Unified CM. Route
Patterns are configured to allow for “external” routes.

Alternate routes:  Allow On-Cluster and Off-Cluster calls to attempt alternate paths to
destination (e.g.: IP WAN not available, go through PSTN)




Cisco Unified CM Route Pattern Digits
g ; f: w88, Match Exactly One Keypad Button
X Any Single Digit in the Range 0-9

[xy*z] Exactly One of Any of the Keypad Buttons in the Brackets
[x-y] Exactly One of Any Digit Between x and y Inclusively
[*x-y] Any Digit That Is Not Between x and y Inclusively

! One or More Digits in the Range 0-9
wildcard? Zero or More Occurrences of the Previous Wildcard
wildcard+ One or More Occurrences of the Previous Wildcard

@ Numbering Plan Macro

<blank> Immediately Route Call with No Digits

e
Cisco Unified CM Route Patterns Logic

Commonly Used Wildcards

Delimiter (Does Not Match Any Digits)—Used for Discarding
Range of Digits (Between 2 and 9)
Single Digit Between 0 and 9

One or More Occurrences of Digits Between 0 and 9
The “#” Digit—Used to Avoid InterDigit Timeout

A Macro That Enters the Whole North American

Numbering Plan into Cisco Unified CM
(or a Different Country’s Numbering Plan if Using the
International Dial Plan Tool)




Cisco Unified CM Call Routing Logic
Matching Patterns

Matches 1111
Matches *1*1

Matches Numbers Between 1200 and 1299
Matches 1326, 1356, 1366, 1376, 1386

Matches 1306, 1316, 1326, 13*6, 13#6

Matches Any Number That Begins with 13, Is
Followed by One or More Digits, and Ends with #;
135# and 13579# Are Example Matches

External Routes in Cisco Unified CM
Overall Structure

Route Pattern Route
» Matches dialed number for external calls Pattern
» Performs digit manipulation (optional)

* Points to a route list for routing

Route List
» Chooses path for call routing
» Points to prioritized route groups 1st Choice l \ 2nd Choice

Route Route
Group Group

Route Group
* Performs digit manipulation (optional)
* Points to the actual devices

Devices

+ Gateways (H.323, MGCP, SCCP)
» Gatekeeper

* Trunk (H.225, ICT, SIP)

Configuration Order




Defining External Routes

Example: PHL to SJ

g;%ﬁ

Philadelphia

User Calls
“526-4000"

@a

Discard Access Code “52”
Point to Remote CM Via
Inter-Cluster Trunk + GK

“64000” Sent over IP WAN
to SJ CallManager

Route Group
“SJ-IPWAN”

Route Pattern

“62. XXXXX"

Route List

Route Pattern Match @
No Digit Manipulation

Select Route Group
Based on Priority

Prepend “1408”
Point to Local
PSTN Gateway

Route Group
“PHL-PSTN”

1 (408) 526-4000
Sent over PSTN to
San Jose

(408) 526-4000
X64000

San Jose

Building Classes of Service
Routing by User Class or Location

:E:‘ Cisco Unified CM

Local Calls

Office Phones

. Emergency
Calls

Lobby Phones

Create “Dial Plan Policy Groups”

to Define Calling Restrictions

CucMm
Cluster

Central
Site

Instruct these Phones to Use Their
Local Gateway for PSTN Access




Building Classes of Service
Understanding Partitions and Calling Search Space (CSS)

Partition:

“Where You Are”

= A group of devices or patterns
with similar accessibility

= |tems placed into partitions:
Directory Numbers (DN), Route
Patterns, Voice Mail Ports, etc.

Calling Search Space:
“Where You May Call”
= A collection of partitions which a
device can access

= CSS is assigned to IP phones,
Gateways, etc

(s,
Phones PartitionA
PartitionB

Lines PartitionB

s

Gateways PartitionB
PartitionA

=

& Icss4
Qpplications

“Dialable” Patterns

“Dialing” Devices
A

Partitions and Calling Search Spaces

PartitionA

2002
2001
2000

7 [Transform Mask: 2001]

911
9.[2-9]XXXXXX

Lines
(Directory Numbers|

Translation
Patterns

Route
Patterns

PartitionB

Application Numbers
(CTI Route Points, CTI Ports

Special numbers
(MeetMe, CallPickup...)

Voice Mail Ports

9.1[2-9]XX[2-9]XXXXXX Route

Patterns

9.011!




Partitions and Calling Search Spaces
Impact of the Partition Order in a CSS

= Most specific
patterns are

=7 User dials Partition A chosen
K “2345 irrespective
1XXX of partition order
23XX = Partition order is

only used as a tie-
breaker in case of
equal matches
Partition B

12XX
23XX

Building Classes of Service
Example of Classes

Calling Search

Spaces Partitions
[0 111§ gy gy gy gy gy g g S g Mg S g g g
Search
Space All IP phones,
Assigned Voice Mail,
to IP Phone Media
Based on
Policy Resources,
000 Route
Pattern
x
\
\
Local

Route Patterns

. Long Distance
~ SN Long Distance Route Patterns

1
1 ~ N 1
1

Defaul : T~ Defaul

efault s efault

css SNone - L m Partition
1




Building Classes of Service
Single Site Deployment Example: Composite Dial-Plan View

Calling Search Route  Route
Calling Spaces Partitions Lists Groups Devices
Search . — — C o - o e e e e - e — - = = = = = — F—— =
Space Internal 1 | |
Asls;g;:d All IP Phones : : :
to one - o
Based on 911 _Z= PROUte | |
Polic: vay 9911 b : Patterns: :
I % / 1 1 1
| 1 1
: [ ’ 9.[2-9]XXXXXX : : :
\ L ¥\
’ National ’ —-%PSTN?
‘ 9.1 [2-9]XX —

Al 2270000

International

9.011!

Building Classes of Service
Traditional CSS Approach for Centralized Deployments

Calling Search Partitions Route Route

___Spaces,_ _ _ ________ A Ligts_ _ _ _Grqups__
1

. RTP911

1
1
9.911 1
1
1

7]

Q

L RTP_PSTN

? | 9.[2-9]XXXXXX
Device CSS (=] 9.1[2-9]XX[2-9]XXXXX~ ==

; 2 9.011! Ny =<
Dictates: 0.0111% | Vv
= Class of Service RTP Gateways
= Path Selection OnCluster 1
All IP Phone DNs

1

1

1 1
NYC911 !

- c

7]
. S
S 9.911
#CSS=NxC &
z 2.9 000K |
q 4 3 .[2-
S e e 9.1[2-9]XX[2-9]XXXXX NYC Gateways

C =# of Classes
of Service

9.011!
9.0111%#




Building Classes of Service
Device-Line CSS Interaction

Line CSS
Partition L1

Partition L2 Resulting CSS

Partition L3 Partition L1
Partition L2
Partition L3

Partition D1
Partition D2
Partition D3

Device CSS
Partition D1

Partition D2 The resulting CSS is
Partition D3 the concatenation of
Device the Line CSS with the
Device CSS. The
<none> CSS is always
implied at the end.

Building Classes of Service
Device-Line CSS Approach: Key Concept

Line CSS Blocked” Translation Pattern

Block Int’l Partition

Resulting CSS

Block Int’l Partition
9.011!

PSTN Partition
9.011!
Device CSS

PSTN Partition
9.[2-9]XXXXXX

9.1[2-9]XX[2-9]XXXXXX
9.011!

Device

“Routed” Route Patterns




Building Classes of Service
Device-Line CSS Approach: Translation Pattern Config

abali,  Cisco Unified CM Administration TENE LTl Crsco Unihed CM Administration s I G4

CISCO £y Cisco Unifled Communications Solutions

admin About Logou

System ~ CalRouwng = MedaResowcss =  vaicaMal = Davics =  Appication = User Manapsmert -  Buk Administrs

l Iranslatinn Pattern Configuratinn TIP3 Back To FindfList |+ m
ol see
-
Status
‘ { i }Szatu;: Ready
Pattern Definitinn
Tranclation Pattern g 017
Partition Block Intl Partition v:
Description :Hlnck International Calls |
Wurnbaring Plar
Houte Filter
mMLPP Precedence®  [murault
iZalling Search Space [ yone = o
Ruuls Spliun 5 ; =
I © Black this pattern | Prevedencs Level Exveeded = l
[MProvide Outside Dial Tane
Hrnsent Brinritu o

Building Classes of Service
Device-Line CSS Approach for Centralized Deployments
CSS’ Partitions Route Lists Route Groups
Line CSS BlockedPSTN “Bloc:ked”
Dictates: m g'ﬁiﬂa)]())(())((éﬁxxxxx .~ Translation
= Class of Service 2 90111 Pattefns
| 9.0111# I
= 1
< OnCluster :
n— !
1 1 1
Device CSS RTP PSTN :
Dictates: . § _— = I
= Path Selection S 9.911 T
a 9.[2-9]XXXXXX L
o 9.1[2-9]XX[2-9]XXXXx
= 9.011!
‘ © 9.0111#
#CSS=N+C ] NYC_PSTN
2 911
N = # of sites a géigj;]xxxxxx =
C =# of classes 9 9.1[2-9]XX[2-9]X XXX -
i 1
of service z 31311& ” NYC Gateways




Building Classes of Service
Comparison of the Two Methods
, ) " s NICS .
Lo f:a:t'go_ns___ _____ cgs's 1":"5__
| |
' [Shared
Usietintomal Sitciemergency IR~ | s
! sitefLocal [ShieTlocal —— H === [TocaionPsTN 1
1! sitetNational Site1National MRS S :
Cstezintemal 0 Siczemorgoncy HAPRE o 1
!ISite2Local | ittt e rrrirsirsirstrsiriiriiviirivis Ipeiririv
2 sitezNational [SiiczNational — HEP Lot SR I
| Site2international | EIIEIEITE | 5 | Site3Devices | [Site3pSTN ____§
] [ ettt B ittt B ittt
1 o ] 1 [}
1 o 1
________ (. U S : . |
[ siteNinternal [SiteNEmergency | - . |
N | SiteNLocal [StieNCocal — ! !
1 [SiteNNational | SiteNNational |l 1 S
ettt LAt - 1 1
(N*4) CSS’s ((N*4) + 2) Partitions | (N +4) CSS’s (N + 6) Partitions

Local Route Group

= Local Route Group decouples the location of a PSTN
gateway from the route patterns used to access it.

= Allow the site-specificity of call routing to be established
by the calling device’s location (as derived from device
pool).

= Different endpoints in different sites would be
associated with different local route groups: they can all
call the same patterns, and the calls will be routed
differently, based on the caller’s currently associated
local route group.

= Route patterns are no longer site-specific and can be
used for callers of different sites.




Local Route Group
Without it: Scalability for Centralized Deployments

= Providing site-specific routing of patterns requires:
1 route pattern per pattern per site
1 partition per site (assuming flat addressing)

1 calling search space per site (for call routing (device CSS),
assuming the line-device approach)

At least 1 route list per site (more if some patterns use
centralized gateways or GK)

At least 1 route group per site (perhaps more)
= For 1000 sites and 6 patterns, we need 6000 route

patterns, 1000 partitions, 1000 CSSes, 1000 route lists,
and 1000 route groups: 10,000 things

Local Route Group
Without it: Scalability for Centralized Deployments, 2 Sites
CSS’s Partitions Route Lists Route Groups
_________ s s s b s e e A
BlockedPSTN “Blocked” |
Internal D29 Translation 1
9.1[2-9]XX[2-9XXXXXX Pattetns |
1 9.011! i 1
3 1 9.0111% 1 1
£ 1 I
;‘ OnCluster : :
< | AlPPRoneDNs |
(NO BlO(:,kS) All IP Phone DNs : :
1 1 1 1
] : SFOPSTN : 1
3 . 911
'GS) 9.911
[a] 9.[2-9]XXXXXX
o 9.1[2-9]XX[2-9XXXXXX
LL 9.011!
n 9.0111#
» JFKPSTN
8 911
S 9.911
8 9.[2-9]XXXXXX
< 9.1[2-9]XX[2-9]XXXXXX .
o 9.011!
- 9.0111# JFK Gateways
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Internal
I
|
Unrestricted
cl
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Without it: Scalability for Centralized Deployments, 4 Sites

Without it: Scalability for Centralized Deployments,

Local Route Group
1000 Sites

Local Route Group




Local Route Group

BlockedPSTN
9.[2-9]XXXXXX
9.1[2-9]XX[2-9IXXXXXX
9.011!

9.0111#

Internal

OnCluster

All IP Phone DNs

All Lines

(No BIo(I!ks)

1
: SFOPSTN
| o

9.911

9.[2-9IXXXXXX
9.1[2-9]XX[2-9IXXXXXX
9.011!

9.0111#

SFO Devices

JFKPSTN
o
9.911
9.[2-9IXXXXXX
9.1[2-9]XX[2-9IXXXXXX
9.011!
9.0111#

JFK Devices

—

With it — We Can Start from this, for Two Sites

Route Lists

“Blocked”

Patterns

Translation

Route Groups

JFK Gateways

Local Route Group
With it — and End Up with this, for Tw

itions

BlockedPSTN
9.[2-9]XXXXXX
9.1[2-9IXX[2-9IXXXXXX
9.011!

9.0111#

Internal

OnCluster

All'lP Phone DNs

All Lines

(No Blonl*,ks)

1
: US_pstn_part
1 911

9.911

9.[2-9IXXXXXX
9.1[2-9]XX[2-9]XXXXXX
9.011!

9.011%

SFO Devices

JFK Devices

o Sites.

Route Lists

Local
9 Route
P group
pref

Route Groups

«
SF@ Gateways
X

JFK Gateways




Local Route Group

3 Device Pool Conliguralion - Mozilla Firelox

Eie Edt  Wiew Hgtory  Bookmorks  Tock  Help

= Device pool is site- 2 Q@ O § Miiemms o darmses
specific 5 G s | ) VA o
) Google w| Glsesch = 4 €0 B - €2 nockmaks "B check - 'y
= |Local route group Is aliil  Cisco Unified €M Administration
Cisco

For Cisco Unified Communications Solutions

associated with
device pool

Symiem v CoRmeng v  MedaResowces v VelonMnd v Device v Applonton v Lser Management v Full
Device Pool Canfiguration
= Local route group is L sve Qoomee () comn Pyreses cfp moamew
thus associated with
all devices using a

(&) status: Ready

given device pool: mxicnfooling =
Device Pool:  sfo_device_posl {1 members**)

e.g.: phones,
Device Pool Sed L

gateways Device Pool Name™® Jofu_device_poul
Cisee Unified Communicstions Manager Groud™ sfo uem aroup ~
Calling Search Space for Auto-registration US_9011 911 _dew 55 -
Reevarted Call Facus Priority Default v
Local Route Group v

Ll Setting

Date/Time Group™ sfo_date_time
Region™ sfe_region

Local Route Group

= Route lists can g st G voen [ ceor iponen s masnow
now refer to Local F‘f‘“'
Route Groupsas | @

well as regular [Route st Inf
Name* E_Lu_rnutcjist
route group Dascription
Cisen Unified Communications Manager Group® | fagault w

= Allows for simple
local failover

[#] Enable this Route List (change sffective on Save; no reset required)

Route List Member Information

Selected Grouns™™ | 4o route_group

[ ] In th|S example, standard Local Route Group : [ T ]
calls go to the
centralized US vA

Removed Groups***

GW (in site HQ),
and fallback to the
local route group

rRoute List Details
{5 1o _route_aroup
ﬁmmmmmm




E.164: “+” Sign Support

= E.164 support includes the use of + to “wildcard”
international access codes.

= From “anywhere”, by sending +33144522919, into a
network that can digest it. For Example: most mobile
GSM carriers, and now CUCM 7.0

= Phones do not support the + sign for keypad entry, but

support the + sign in display and missed/received calls
menus

+ Sign Support

Route patterns now support + ]
Route Pattern Configuration -

m EBave
TR \+! matches any pattern f ;
----- L sed o an Begming Wi+ (o0 | et o oue
|| escape character: E.164) co-located PSTN
@ sewe| \+ means the literal GW
+ sign ]
r Pattern Def;w l
Route Pattern ™ [y VvV
Route Partition ptn
Description

clustar-wide pgn route, using ;. route group”

Numhering Flan Not Selected

Route Filter

MLPP Precedence* Default [

Resource Priority Namespace Network Domain [ pane = _:!

. 1® i (Eulit)
Speed Dial to psta_d (]

+33144522919 ® Roule this pal = ——
would match this - ﬁ IS points 10 the
pattern, and be local route group

sent to the calling
phone’s local

‘we group




+ Sign Support

CdPTPs are applied
through a device pool to
calls sent to gateways

if destination
number is an
French PST
number in E.164
format

Status
’V® Stalus: Ready

Pattern

x
Pallern e —

cdg called party xform_part

pre-pend the French
national routing
prefix

ription localization of french nat. numbers for cda d.p.

keeps the last 9
1 digits
PreDot /\

bering Plan

Filter

ent Priarity

+33144522919

would be B

transformed to @ Farty Tranafon .
0144522919, Digits 5 sets the resulting

number’s numbering
plan to national

]

which the French
PSTN can route

ld Party Mumber Type™ Natiomal

ld Party Numbering Plan™® SUN

CgPTPs are applied to calls
sent to gateways and
phones, through a device

+ Sign Support

if the calling

number is an

! French PST
number in E.164
format

G[;awn xﬂnlma Oq'v; .ﬂl]:.wmm

® Add successful
rPattern Befinition /

Pattern™ \+33.1

Parttion £dg_calling_party_xform_part

Duesiriplion E.154 to national fermat, for French calling num.

pre-pend the French
national routing
Vura| prefix

keeps the last 9
' digits

[ Calling Party Transformal

If the calling party is
a French number in
E.164 format, we ca
adapt it here to be

Calling Party's Fxtern
ld Digit Instructions

n Party Transformation Masl

Digits (Dutaoing Calls)

e Number Mask

sets the resulting
number’s numbering
plan to national

sent in the national 0
format: Line 1D Presentation™ Default —  __— T\
+33497232651 Party Number Type™ e ——— ™
becpmes ) '
232651 Party Numbering Plan BN )

= ("save) (Delere’) (Copy ) ("add mew




[ —
Summary: Dial Plan

Dial Plan Must-knows:

= Solid understanding of CCM partition and CSS
= Route patterns and wild cards
= Translation patterns and implications

= Route-list, Route-groups, Local Route Group, and
digit manipulation checkpoints

= Calling/Called Party Translation Patterns

Qand A

[communication)]
)




Session 8

High Availability

Survivable Remote Site Telephony

(SRST)

WAN Failure

OrBerahn

|

Remote Site

g Traffic

SRST
Router

N

ISDN Backup 11~ -
Traffic
in fic

Call ager
"= lCluster
350
=y

|
=

s (il
Central Site '

ST
Voice Traffic

= SRST router needs minimal configuration

= Remote site 10S router take over SCCP call processing
for local ip phones in case of WAN failure

= Basic call functions and features are preserved




Basic SRST Configurations

/_

Call-manager-fallback
ip source-address 10.1.1.1 port 2000 [any-match | strict-matchl]
max-dn 48
max-ephone 24
max-conferences 8
time-format 24
limit-dn 7960 2

call-forward pattern 9192345000
dialplan-pattern 1 9192345...

—

extension-length 4

SRST MGCP Fallback to H.323

WAN Failure c
PSTN us¢
= =
/ Gateway E
# FXs FX
= [ ]
O] = Y
- L
10 Central Site
Site P + PRI Backhaul

= Under normal operation, the gateway translates FXS/FXO
signaling into MGCP and backhauls L3 PRI signaling to Cisco
CallManager

= When the WAN fails, the gateway reverts to H.323 operation—
SRST provides backup for the IP phones




SRST MGCP Fallback to H.323
Configuration

application
global } —
service alternate default
S

ccm-manager fallback-mgcp
1

dial-peer voice 1 pots
service mgcp _______——-"

incoming called-number
direct-inward-dial
port 1/0:23

!

call-manager-fallback

ip source-address 10.1.1.1 port 2000
max-dn 48

max-ephone 24

dialplan-pattern 1 9192345... extension-length 4

SRST Verification Commands

SRST#sh call-manager-fallback ?
all Show call-manager fallback details
dial-peer Show call-manager fallback dialpeers
ephone-dn Show call-manager fallback ephone-dn
voice-port Show call-manager fallback voice ports
<cr>

1

SRST#sh ephone ?

<snip>

7960 7960 phone status

H.H.H mac address

ata ata phone status

dn Dn with tag assigned

offhook Offhook phone status

overlay registered ephones with overlay DNs
phone-load Ephone phoneload information
registered Registered ephone status

remote non-local phones (with no arp entry)
ringing Ringing phone status

summary Summary of all ephone
telephone-number Telephone number assigned
unregistered Unregistered ephone status

<cr>

<snip>




SRST Debug Commands

SRST#debug ephone ?

alarm Enable ephone alarm message debugging
detail Enable ephone detail debugging
error Enable ephone error debugging

keepalive Enable ephone keepalive debugging
loopback Enable ephone loopback debugging

moh Enable ephone music-on-hold debugging
mwi Enable ephone mwi debugging

pak Enable ephone packet debugging

gov Enable ephone voice quality debugging
raw Enable ephone raw protocol debugging
register Enable ephone registration debugging
state Enable ephone state debugging

statistics Enable ephone statistics debugging

Proctor Case Studies XI:
SRST #1

Lab Sample Question

% Implement the necessary configurations on R1 at Remote
-l Site #1. Ensure that the local IP phones can call each
other and send/receive calls to the PSTN even when IP
IF connectivity to the CallManager is lost. Allow a maximum
of 4 IP phones to register.

Candidate’s Problem Statement

My IP phones are not registering when | shut the WAN link

down, they just keep on “configuring ip”; | configured
max-ephone 4 under “call-manager-fallback” too.




Proctor Case Studies Xl:
SRST #1 (Cont)

Could you identify what’s missing from the
@ ’ snippet of this “show run” on R1?
p

call-manager-fallback

ip source-address 10.1.1.1 port 2000

max-ephone 4

max-conferences 8

time-format 24

limit-dn 7910 2

call-forward pattern 9192345000

dialplan-pattern 1 9192345... extension-length 4

Candidate missed the “max-dn” mandatory command,

by default max-dn is zero

call-manager-fallback

pran-pattern 1 9192345... extension-length 4

Proctor Case Studies XIlI:
SRST #2

Same Lab Sample Question

Implement the necessary configurations on R1 at Remote
% Site #1. Ensure that the local IP phones can call each
b other and send/receive calls to the PSTN even when IP
I‘? connectivity to the CallManager is lost. Allow a maximum
of 4 IP phones to register. Also allow a maximum of three
3-party conferences.

Candidate’s Problem Statement

My phones are registered in SRST mode, | verified that |
can place and receive all PSTN calls. | also have the

“max-conferences 3” command. Why did | lose points in
my SRST section?




Proctor Case Studies XIll:
SRST #2 (Cont)

Could you identify what’s missing from the
@ ’ snippet of this “show run” on R1?
e

call-manager-fallback
ip source-address 10.1.1.1 port 2000
max-ephone 4
max-dn 16
max-conferences 3
time-format 24
call-forward pattern 9192345000
dialplan-pattern 1 9192345... extension-length 4

Candidate forgot to add the dual-line option in the max-dn command,

resulting in single channel DN which does not have an additional
channel to put the first call on hold and initialize a conference

call-manager-fallback
ip source-address 10.1.1.1 port 2000

max-ephone 4
max-dn 1€ dual-line
max-conferences

dialplan-pattern 1 9192345... extension-length 4

Alternate Routing

Basics

Mechanisms that allow Unified CM to route a call through an
alternate path if the preferred path is not available

e.g.: IP path not usable/not enough bandwidth/phone unregistered—
then reroute the call through the PSTN

Alternate Routing is not triggered on events happening mid-call

Alternate Routing for on-cluster routes:

Automated Alternate Routing (AAR) for calls to on-cluster IP endpoints
when there is not enough bandwidth

Call Forward Un-Registered (CFUR) for calls to IP endpoints when the
destination is unreachable (e.g.: a remote site in SRST)

Alternate Routing for off-cluster routes:

The Route List/Route Groups construct provides alternate routing for
external routes




Alternate Routing for Internal Routes
Call Admission Control (CAC) without AAR

Call From: DN 2222
Call To: DN 1111

CALL NOT
_ ALLOWED!

@

éﬁ
g@

PhoneA: Region SF; Location SF
PhoneB Region NY; Location NY
SF-NY Codec: G.729, ergo 24k
SF Location Avail BW: 24k - OK!
NY Location Avail BW: 1k - NO!

Bandwidth Not

User Dials 1111 Unified CM | 3 Available!
Cluster
1) NY_GW
o SF GW )
/" e
- cpwan i3
~ | ]
~ @ 4 ,
Phone A N S~ e Phone B
DN: 2222 N P 4 DN: 1111
Se A __ ,
~ D 7
San Francisco N : v, New York
Location: SF ‘\ PSTN 1 Location: NY
Region: SF N 4 Region: NY

AAR Components

Alternate Routing for Internal Routes

2) AAR Destination Mask Or External Mask

4) AAR Group configured on Device Pool,
Device, or DN (ex., USA)
6) AAR CSS configured on Device or DN

configured on DN (ex., 212 555 XXXX)
3) AAR Group configured on Device Pool,
Device, or DN (ex., USA)

1) AAR Enabled for Cluster
5) AAR Group ‘Dial Prefixes’ configured (ex., 91)

Region: SF

- - -
%

unified cM ! e = |
Cluster 1- e =
_ ~ )
>y g
So | . 4 7’ <
Phone A So . Pid Phone B
DN: 2222 So e DN: 1111
S < N e
San Francisco N ‘\, New York
Location: SF ‘ PSTN [ Location: NY
N 4 Region: NY




Alternate Routing for Internal Routes
Call Admission Control (CAC) with AAR

Call From: DN 2222 ‘ﬂf‘\
Call To: DN 1111 v

é\
> / /‘/h/ ‘
e G

PhoneA: Region SF; Location SF
PhoneB: Region NY; Location NY
SF-NY Codec: G.729, ergo 24k
SF Location Avail BW: 24k - OK!
NY Location Avail BW: 1k - NO!

|WAIT! AAR IS ENABLED!

Bandwidth Not

User Dials 1111 Unified cM | = _ Available!
Cluster p ¥
o 1 NY_GW
o SF_GW ( Y
o @ ]
w0 g
~ \ |
~ @ 4 ’
Phone A N - e Phone B
DN: 2222 ~ - P 4 DN: 1111
Se e Ny ,
~ ‘ \A P g
San/Francisco ~NO v New York
Location: SF ‘\ PSTN 1 Location: NY
Region: SF -y 4 Region: NY

Alternate Routing for Internal Routes
Call Admission Control (CAC) with AAR

= DN 1111°s External Phone Number Mask = 212555XXXX
=> New Destination = 2125551111
= Within AAR Group ‘USA’, Prefix Dialing = 91
=> New Destination = 912125551111
= AAR CSS of PhoneA Contains RP 9.1[2-9]XX[2-9]XXXXXX which Points to SF_GW
= Call Is Now Attempted From 2222, To 912125551111, Via the SF_GW

DN’s AAR Group: USA DN’s External Mask: 212 555 XXXX

Device AAR CSS: Unrestricted

AAR Group: USA

- - -1 Bandwidth Not
=2 .
Unified CM | = \ | Available!
Cluster
5 NY_GW
SF_GW /
~———— IPWAN p
~ ] 4
N @ Yy, ’
Phone A So S Pid Phone B
DN: 2222 So - e DN: 1111
~ < - - ‘\‘ P 7
San Francisco N S, New York
Location: SF ‘ Y PSTN (' Location: NY
Region: SF N 4 Region: NY




Alternate Routing for Internal Routes
Call Admission Control (CAC) with AAR

Call From: DN 2222 é@ PhoneA: Region SF; Location SF
Call To: RP 912125551111 ) SF_GW: Region SF; Location SF

(
« PROCEED! @@;

aw\ SF-SF Codec: G.711, ergo 80k
5/ Same Location: CAC OK!

User Originally ;' - 23"_?“[’:"“'“ Not
Dialed 1111 Unified CM o= vailaple!
Cluster 1"
o D
o SF_GW -
E _ IPWAN
~
A
Phone A s ~ - Phone B
DN: 2222 2, S - N DN: 1111
7?6’5 S %% =N v/ 7 ‘)6‘3
\?77 ~ \0. | }“ v
San/Francisco 77 \‘/‘n .ps:-“' Y 7 New York
Location: SF Place Call § f New Call Location: NY
Region: SF in SF A ,,,\\%/A/ in NY Region: NY

Alternate Routing for Internal Routes
Without Call Forward Unregistered (CFUR)

» all fwded to Unified CM cluster
5001 (vmail) = _l HQ
SRST Mode

vmail i

-

DN: 2000

DID: 4085262000
CFB: 5001 (vmail)
CFB CSS: Internal

San Jose

= Prior to CFUR, Call Forward Busy (CFB) used when phones
unregistered

= |ssue: Phone is still able to receive calls via PSTN




Alternate Routing for Internal Routes

With CFUR
2 all fwded to Unified CM cluster
914085262000 , IE ] || HQ
LI_F | SRST Mode DN: 2000
= Z DID: 4085262000
DN: 2000 _— $
T CFUR: 914085262000
CSS: Unrestricted ) D) i
C IPWAN CFUR CSS: <None>

San Jose

= Reroutes calls to unregistered DN’s using number specified in “Call
Forward Unregistered” (CFUR) field

= Number in CFUR field needs to include PSTN access codes

= |f leave CFUR CSS as <None>, calling party’s CSS is used
(Calling phone’s class of service must allow call)

Alternate Routing for Internal Routes
CFUR Caveats

= CFUR Destination number same irrespective of calling phone’s
PSTN dialing requirements based on calling site

An issue for previous example if say, calling phone was in Europe:
the dialed number should be 0 00 1 408 526 2000

* CFUR CSS same irrespective of calling phone’s dial plan. le., not
able to use different GW based on calling site

As noted, if CFUR CSS is left to <none>, calling phone’s CSS is used
and the Calling phone’s class of service must allow call.
NOT A PROTECTED FEATURE!!

= BEWARE OF LOOPS: What happens if phone is “merely” un-
registered (site not in SRST-mode)?

GWs should not be allowed to place calls to number ranges that deliver
calls to the GW itself. Next slide illustrates this issue




Alternate Routing for Internal Routes
CFUR Caveats

2
all fwded to e
.5 4085262000 Unlflﬂi CM cluster
all fwdedto | T}.HQ
914085262000
S -
-

DN: 2000

DID: 4085262000
CFUR: 914085262000
CFUR CSS: DAL_GW

San Jose

= CFUR is invoked whenever DN is unregistered, including when
EM is logged out or the phone is unplugged

= CFUR CSS cannot be expected to be able to avoid loops in
this situation

Alternate Routing for Internal Routes
CFUR Caveats

Service Parameter Canfiguration CEETCL NS Paraielers fur Al Servers v

Q Save G? Sed bo Derfodl. Q Advenced

| Clusterwide Parameters (Feature - Forward)
I_Max Torward UnRegistered Hops to DN * 1 0

= Set service parameter to 1 (or 2) to limit loops (value
may need to be higher if forwarding “chains” are
used for voicemail or other applications)

= When looping call is dropped, caller hears fast-busy
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Summary: High Availability

Be Familiar with the Following

= SRST baseline and advanced configurations
= SRST fall back to H.323 gateway

= SRST show and debug commands

= Location-based CAC

= AAR configurations and components

= CFUR configurations

Qand A
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Media Resources

[communication]

What Are Media Resources?

Unified CM

IP
Endpoints




What Are Media Resources?

= Cisco Unified CM uses them to change, create and modify or avoid
having to modify Real Time Protocol (RTP) streams.

/ IP WAN

They're devices that
Unified CM inserts in the ﬁ
audio path.

IP
Endpoints

= Cisco Unified CM Uses them to cope with certain signaling
scenarios that occur with H.245, Session Initiation Protocol (SIP)
and other protocols.

e
Different Types of Media Resources

= Music on Hold (MoH) Resources
= Conferencing Resources
= Annunciator (ANN) Resources

= Media Termination Point (MTP) and Transcoding
Resources (XCODE)




|
Music on Hold

= MoH resources within Cisco Unified Communications
Manager are provided (logically) solely by IP Voice
Media Streaming App (IPVMS App).

= |PVMSA is a service that runs on a Unified CM server:
software based.

= |t is a single service that provides
multiple types of logical entities,
each of which registers with Unified
CM. Each logical device may be
enabled and disabled independently.

Conference Resources

Conference Resource Uses

= Conference Bridges (CFB) provide a way for Unified CM to mix
multiple audio or video streams into one, for transmission to a
participant or “conferee”

= Allow for multiple parties to dial one number and all be joined to a

single bridge
oor add hi __

= Let a subscriber add his @ 1

or her own selected — Con =%

parties to a call 2 sl

&=

= Can be software based Voice Gateway ’E“iﬂi

(IPVMS App) or hardware (DSP) —

PSTN |




|
Annunciator Media Resources

= Annunciator (ANN) Resources play announcements
and tones to users.

= Annunciator plays call progress tones to off-net parties
when we cannot signal those tones out of band.

= ANN is software based

Your call cannot
be completed as
dialed. Please...

MTP Media Resourcgs

= An MTP anchors the
RTP stream.

= Provides
supplementary
services for devices
that cannot support
E'24t5 CapabilitySet
m apabilitySet,
RF831833 DTM¥

= Provides a single
IP address for all
endpoints at the site to
an outside network
connection

<> Audio
ooooooo Slgnallng

VOIP SP




Transcoding Media Resources

= Transcoders are used by Cisco Unified
Communications Manager to allow two
devices without compatible codecs to
exchange audio streams.

= The capabilities of a transcoder are
generally a superset of an MTP’s.

Device Pool “RM” . TrSaBscoders always require Hardware
S.

_a—— I
5 :E' \_—\
Cisco Unified z -

CIPWAN

Contact Center

> g.729 (Audio from g.729 only device)

g.711
I Inbound Call Setup to CTI Route Point

Redirect to g.711 only CTI Port

<
<

Media Resources Providers

= Unified CM IP Voice Media Streaming App (IPVMSApp)

= Integrated Services Routers (ISR) and Packet Voice
Data Module 2 (PVDMZ2) Enhanced Conferencing and
Transcoding and the I0OS Software MTP

= Communications Media Module (CMM) with Advanced
Conferencing and Transcoding module (ACT)

= Older Hardware such as 6608, VG200, NM-HDV, etc
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IP Voice Media Streaming App

(IPVMS App)

= The Media Streaming App Service provides:

Music on Hold—both Multicast and Unicast

| Fusic On Hald Server Mame * Drewrigtimn ] Bl P Addreze
M moea MOH_p-811 Ry umd wils 12 14480501
Annunciator
L Hums = L 1 s 1 Al
| ammg ANM_p L21 ealew imaainer 1S Iagutarsd wrth Br 411 13 suLmcl
Conference Resources
O  teafersacaumiqatama = aennmes Ehewire Pasl tikarn 18 Addra e
o 2 aonpe e pntons amnrsey 1152 rgueraedd v p G114,
Media Termination Point Resources
ul P Feserprinn Frevirs Pl Srarue ™ Address Capy
"H" M 2 MTP ps-£11 psiow-Imaginary-HS FReglstercd with ps-61L 14486561 Mot Allowed

= All of IPVMSApp’s services are run in software. They affect and are
affected by the server’s CPU and Disk 1/O usage.

= You can have as many IPVMS App server/services as you have MCS
servers in your cluster.

Select server

: o : 7 Sarvart presll v
alial,  Gisco Unified Serviceability L
CISCO  Fur Cisen Uoified Communic alinns Survica Narme Activation Status
[F]  Crsen IP Venes Modha Stroasng Agp Activated

|
IP Voice Media Streaming App

(IPVMS App)

Supported Codecs

= IPVMS MoH Can generate RTP streams in

Wideband
G.711a/ G.711u
g.729a

= For MoH, Each codec is enabled independently in IPVMS service
Parameters and only p-Law is enabled by default. The setting is Cluster-

Wide.
Cl { that apply to all servers)
Sumparted MOH Coders * O ~ 711 mudar
711 alaw
779 Annex & A

= |[PVMS ANN support for Wideband, G.711a, G.711p and g.729a is always
enabled.

= The IPVMS CFB supports G.711a, G.711u and Wideband and does
support a mixed-mode conference involving those codecs.




PVDM2 in IOS Voice Gateways

= This family of devices can provide:
Conferencing and Secure Conferencing
Transcoding / Media Termination
MoH from flash (covered at the end of this presentation)

= Performance of these services is minimally impacted by load — Mixing and
transcoding done in hardware.

= Configured in CCMAdmin as “|OS Enhanced (CFB/MTP/XCODE)”

B
d= \ =
ISRs can provide all of :
these functions!

P
Endpoints

PVDM2 in IOS Voice Gateways

Supported Codecs

= The ISRs can support transcoding of the following codecs:
g711alu-law
G.723.1 5300 bps
G.723.1 6300 bps
G.729ab
G.729a
G.729b
G.729
GSMAMR
ILBC codec

Pass-through (no transcoding)

= When used with Unified CM, ISRs can only be used to transcode from G.711 to
low-bitrate codecs

= G.729 to G.729 MTP functionality is provided by the I0S Software MTP, which does
not use DSPs




PVDM2 Configurations

Unified CM

-
S -

E S | i -
=]

=
»,i

el
e

telephony-service
ip source-address 20.1.1.1 port 2000
sdspfarm units 1
sdspfarm transcode sessions 16
sdspfarm tag 1 MTP000f23cd6100

1

Unified CME,
Unified Border

Elemen@

éccp local Vlan10
sccp cecm 20.1.1.1 identifier 1
sccp
!
sccp ccm group 1
associate ccm 1 priority 1

scep local FastEthernet0/0

sccp cem 10.1.1.1 identifier 1 version 6.0+
scep cecm 10.1.1.2 identifier 2 version 6.0+
sccp cem 10.1.1.3 identifier 3 version 6.0+
1

scep ccm group 988
associate ccm 1 priority 1
associate ccm 2 priority 2
associate ccm 3 priority 3

keepalive retries 5

switchover method immediate
switchback method immediate
switchback interval 15

Unified SRST

Conference,
Transcoding
and MTP
Resources Are
Not yet
Available
During SRST
Mode

DSP Conference Configuration Example

voice-card 1

dsp services dspfarm
1

=

Enables DSPFARM feature for
the hardware DSP module

Defines local interface for SCCP

local FastEthernet0/0 <=

ccm 10.1.1.1 identifier 1 version 6.0+
ccm 10.1.1.2 identifier 2 version 6.0+
ccm 10.1.1.3 identifier 3 version 6.0+
ip precedence 3

scep
scep
scep
scecp
scep

Defines CUCM for registration.
Associates ID to each CCM

—> Enables SCCP globally

sccp
!
dspfarm profile 10 conference
codec g7llulaw
codec g7l1lalaw
codec g729ar8
codec g729abr8
codec g729r8

codec g729br8
maximum sessions 6
associate application SCCP

.

T~
- —

Defines a conference bridge
instance for the DSPFARM

CODEC capability for this
conference profile

Maximum number of
simultaneous conference
sessions

!
1
1 priority 1

sccp ccm group
associate ccm

> Associate profile to SCCP
Defines a logical CCM group,

associate ccm 2 priority 2

associate ccm 3 priority 3

associate profile 10 register CFB12345678996
!

<some commands such as failover omitted here>

add members into the group
and associate priorities

Assciate the conference bridge
profile to register to CCM group




DSP Transcoding Configuration Example

voice-card 1 < Enables DSPFARM feature for
dsp services dspfarm the hardware DSP module
!
sccp local FastEthernet0/0 <— Defines local interface for SCCP
sccp ccm 10.1.1.1 identifier 1 version 6.0+ o z -
sccp ccm 10.1.1.2 identifier 2 version 6.0+ Defme_s CUCM for registration.
sccp cecm 10.1.1.3 identifier 3 version 6.0+ Associates ID to each CCM
sccp ip precedence 3 —»> Enables SCCP globally
sccp - =
1 Defines a transcoder instance
dspfarm profile 20 transcode for the DSPFARM
codec g7llulaw A — .
codec g7llalaw ” CODEC capability for this
codec g729r8 transcoder profile
codec g729br8 -
maximum sessions 10 Maximum number of
associate application SCCP simultaneous transcoding
! sessions
sccp ccm group 1 _ .
associate cem 1 priority 1 ~ Associate profile to SCCP
associate ccm 2 priority 2 > . .
associate ccm 3 priority 3 Defines a I°9"~Ea| CCM group,
associate profile 20 register MTP123456789966 add members into the group
! and associate priorities

<some commands such as failover omitted here>
Assciate the transcoder profile
to register to CCM group

e
Media Resource Management with MRG
and MRGL

= A Media Resource Group (MRG) is used to define a set
of same-priority resources.

Media Resource Group Intormation —-Media Resource Lroup Information

Hame®  [ue-A11 Remole HW MRG Name*  [ps-G11 Sottware Resource MRG|

Deccription Dieseription

Devires for this Group -Devices tor this Group

Available Media Resources** [ 2a00-72asw-MTP Available Media Resources™* [2ann-779w-MTF
ANN_7 sec2000-cfb
cnp_2 56c2800 xcode
MOH_2[Multicast] slow3gUl-cfb-KM
Mip 2 slow3800xcod-RM

o, W

Selected Media Resources™ | 3a00-729uve-rnty (MTE) Selected Media Resources® [ anN_2 (ANN)
slowl061ixcod-RM (KCODL) CFB_2 (CFB} >
slowzE0U ofb M (CHE) MOH_2 (MOH)[Multicast]
clow3800xcod-RM (MCODE) MTR_F {MTE)

Cuse multicast for MOH Audio (If at lsast one rmulticast M [Muse mutticast for Mo Audio (If at least one multicast MOH resour
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Media Resource Management with MRG
and MRGL

= A Media Resource Group List is used to define a
prioritized list of MRGs

= The MRGL is then used to associate those resources
with a Station or Trunk device or Device Pool

Media Resource Group List Intormation 3800-7295w-rtp (MTR)

name®* [Remote Site MAGL 0 slow1861xcod-RM (XCODE)
slow3B00-cfb-RM (CFB)
slow3E00xcod-RM (XCODE)

-Media Resource Groups for this List

fAvailable Media Hesource Groups | Seaure CFR MRG égg‘l_é (((AIEQI))
MOH_2 (MOHI[Multicast]
MTP_2 (MTP)

-

PN
Selected Media Resource Groups | ps-(11 Remote |1W MRG
ps 611 Software Resource MAG £V

Branch
Office

Unified CM Media Resource Selection

Similar to Route Lists User Needs
Media —
and Route Groups Media Resource
Resource
Step 1: Choose the Manager

highest MRG with an
available device of the

type required. - Assigned to Device
Media or Device Pool

Step 2: Round Robin (F;esourljze

load-balance between roup List

devices of the same
type within a MRG st 2nd Last
\ Choice  Choice Choice

Media Media Implicit
Resource Resource Default
Group (0) Group (1) MRG (2)
Media Media Media Media Any Res. Not ~ Any Res. Not
Resource Resource Resource Resource Explicitly in Explicitly in
1 1 2 2 MRG MRG

Note: Default Media Resource Group is the last choice of the MRGL (Contains devices not in any MRG)
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MRG and MRGL Configuration and

Assignment

sl Cisco Unified CH Administration bl Cisco Unified CM Administration System = | Calfouting =  Mecia Resources =
. C13C0  pop Ciuce Unitied ©
Server

SHEQ o Cinca Unified Commnications Solutinn smmunicatians Sebutisas
Chaco Unificd CW
Ciseo Unified OM Group
Phore NTP Reference

L —
Lol Device v | Applcation v Uisee Managems

Prezence Group I T Rioue Poind
egen P cann
CDevice Fool —
Ly Fhone
Trunk
Rt D stination
Dervice Settings %

A

Es-611 Remaote HW HRG
p3-611 Seltmare Resoures MAG

v
A~

e
MRG and MRGL Configuration and

Assignment

= When a Media Resource requires a Media Resource,
the MRGL comes from it’s device pool.

= The device-level MRGL takes precedence over the
device-pool level MRGL, if both are assigned.




Conference Resources
Centralized vs. Distributed DSPs

Centralized DSPs

* Low-speed
WAN links

* Remote sites are
limited to the
amount of
bandwidth
provisioned for
conferencing

Distributed DSPs

» Distribute CFBs
and VCBs to large
sites

» Endpoints use
their local resource

= Single site calls
stay local Branch

What Are Regions?

= Regions are used to filter the list of Codecs two devices can use
to communicate

= A region pair defines the relationship.

Region1 Region2 Codec

Miami Device Pool mm wB

9.723,9.729

_m g.711 Allowed Codecs are
Wideband, g.711u,

Miami  [YETEW 9729 @R 9.711a,9.722,9.729,
= We'll Use Wideband

Allowed Codecs are g.729, 9.723
We'll Use g.729




Interpreting Regions Configuration

Sysem « CalFogng + MedsFesorces = VoceMsd v Dever = Applcion = UserMaregemert v Buk Asenvsvacn = Hep v

= Each codec has a
e o Qe s Calls between Atlanta corresponding

[:l‘l':-"i"u'.'f'"“ and Miami must use [ BW value within
s enansto G.729 or lower BW Unified CM.

s sz | = Wecan see what
Ralegh X 304 Use System Defaut a Ca” from Mlaml
noTE: efons(e) nat dieplayed uuu,.m.—.’.n Uita Syiteem Dafault Ush Syinem Dufauk to Atlanta Would
- Hodity liationship to u > 4

use, but not from
Miami to Raleigh.

usda Codec. Wider [all Narcdeicth Lk Loss Tyt

Keep Cument Setting ¥ f:rral:::':w:‘::""nu Keep Cument Setting ¥ - The I’e|atI0nShIpS
are Bi-Directional.

Calls between
Raleigh and Atlanta

must use G.711 or
lower BW

Regions Configuration

= Regions are an attribute assigned to device pools and configured
relative to each other

Fritem v | CalRouting = Meca Fascurces 4

Baia Cadis Vides £ Dambretth
Widabandiaac e

am e




The Barge Feature

= Call barge allows a user to conference his or herself
with users in a normal call on a shared line. To Barge a
call from a phone, that phone must indicate the shared
line as remote-in-use.

= There is an internal bridge in Cisco Unified IP Phone
7940/60, 7941/61 and 7970/71 IP Phones.

When a Cisco Unified 7940 or 7960 is set to use encryption, the
internal bridge is disabled. It cannot support simultaneous
encrypted RTP streams.

= Requirements:
Subscriber must be using a line that is shared with your phone

You must have privacy disabled on the barged phone for the DN
you are attempting to join a call on

e
Barge

= You must add a Barge softkey to a device’s phone template for it to use
this feature

= When the Barge feature is invoked using the Barge softkey, a Barge call is
set up using the internal CFB present on the
target phone

If the remote party (party that the Barge target was talking to) releases the call
after it's been barged, the call terminates for all three users

If the Barge target holds the call, the Barge initiator’s call will drop

Adding Yourself to a Shared-Line Call

Dicpending on how your phone is configured, you can add yoursclf to a call on a shared linc using
either Barge or cBarge.

1T you weant to_.. Then...

See if the shared line is |Toak for the remotc-in-usc con @ ncxt toa red line hutton 0
in e

Yicw details about Press the red line button o for the remotc-in-usc linc, All non-private calls
curvent calls o the [appear in the call activitg arca of the o hscreen
shared line

Add yoursclf to a call [ 1. Ilighlight a remote-in-usc call.
an it shoreal L wing

N = 2 Press Barge. (You may need ro press the more softkey ro display Barge )
the Barge softkey

Other partics hear a beep tone announcing your presence.
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cBarge

= You must add a cBarge softkey to a device’s phone
template for it to use this feature

= When the cBarge feature is invoked using the cBarge
softkey, a conference call using a CFB Resource is set
up between the three involved parties

The cBarge target is treated as the conference initiator and can
add more participants to the conference if he or she wishes

If any one party releases their call in a (three-party) cBarge
scenario, the CFB is released and the remaining participants are
joined on a point-to-point call

The cBarge target can hold and resume the call without dropping
anyone

e
Summary: Media Resources

Be Familiar with the Following:

= Different types of SW/HW CFB, MTP, and transcoders,
and their configurations

= MoH: Unicast and Multicast configurations

= Annunciator configuration

= Media resource group, media resource group list

= Regions

= Other media resource related features such as barge
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QoS Agenda

= VVoice QoS Tools
= Campus QoS Considerations
= WAN QoS Considerations

Classification Tools—Layer 2
Ethernet 802.1Q Class of Service

TAG
Pream. SFD DA SA Type PT Data FCS

Ethernet Frame
Three Bits Used for CoS

802.1p User Priorit
( P | ) m CFl |VLAN ID ElOZ.;Q/P
eader

CoS Application

= 802.1p user priority field also called 7 Reserved

Class of Service (CoS) (6  JRouting |
= Different types of traffic are assigned 5 Voice

different CoS values 4 Video
= CoS 6 and 7 are reserved for network 3 Call Signaling

use 2 Critical Data

1 Bulk Data

_ Best Effort Data




Classification Tools—Layer 3
IP Precedence and DiffServ Code Points

Version Len ID Offset TTL Proto FCS IPSA IPDA Data
Length  EE3(3
IPv4 Packet

- B
i Procadence [Unvsed

= |Pv4: Three most significant bits of ToS byte are called IP
Precedence (IPP)—other bits unused

= DiffServ: Six most significant bits of ToS byte are called DiffServ
Code Point (DSCP)—remaining two bits used for flow control

= DSCP is backward-compatible with IP precedence

Classification and Marking Design
QoS Baseline Marking Recommendations

Applicati L3 Classification
ication
°P (PP | Pis ] Dbsce
[ Routng | 6| TN B

L voice § 5] e ] 4 ] 5
_-___

Streaming Video Ccs4
Call Signaling 3 CS3 24
Transactional Data 2 AF21 18 2
Network Management 2 CS2

_-__-
| scavenger __§ 1 | cs1 f s ] 1
| Bestéfot __J o] o ] o ] o0




Scheduling Tools
Queuing Algorithms

Voice ...\
Video .....—/b
pata I EEER

@'llllllllllll!

= Congestion can occur at any point in the network where there are
speed mismatches

= Routers use Cisco |I0S-based software queuing

Low-Latency Queuing (LLQ) used for highest-priority traffic (voice/video)

Class-Based Weighted-Fair Queuing (CBWFQ) used for guaranteeing
bandwidth to data applications

= Cisco Catalyst switches use hardware queuing

Link-Specific Tools

Link-Fragmentation and Interleaving

Can Cause
Excessive Delay
Voice

With Fragmentation and Interleaving Serialization Delay Is Minimized

N
.

= Serialization delay is the finite amount of time required to
put frames on a wire

= For links < 768 kbps serialization delay is a major factor affecting
latency and jitter

= For such slow links, large data packets need to be fragmented and
interleaved with smaller, more urgent voice packets




Link-Specific Tools
IP RTP Header Compression

Voice
Payload

IP Header UDP Header RTP Header
20 Bytes 8 Bytes 12 Bytes

cRTP Reduces L3 VolP BW by: -
~ 20% for G.711 2-5 Bytes
~ 60% for G.729

Campus QoS Considerations
Establishing Trust-Boundaries

Endpoints Access Distribution Core WAN Aggregators
1

Trust Boundary

o Optimal Trust Boundary: Trusted Endpoint
9 Optimal Trust Boundary: Untrusted Endpoint
e Sub-Optimal Trust Boundary




Campus QoS Considerations
Conditional-Trust Boundary Extension and Operation

“I See You’re an IP Phone,
So | Will Trust Your CoS” PC VLAN =10

|

Phone VLAN = 110

e Trust Boundary
“CoS 5 =DSCP 46" Voice CoS 5 - Signaling CoS 3 l
“CoS 3=DSCP 24" &

“CoS0=DSCP 0" Ay pc Traffic Is Reset to CoS 0 e PC Sets CoS 5 for All Traffic

o Switch and Phone Exchange CDP; Trust Boundary Is Extended to IP Phone
. Phone Sets CoS 5 for VoIP and CoS 3 for Call-Signaling Traffic

9 Phone Rewrites CoS from PC Port to 0

o Switch Trusts CoS from Phone and Maps CoS - DSCP for Output Queuing

Access-Edge Trust Models
Modular QoS CLI Based Model

Trust and Transmit

Remark to DSCP CS3
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP 0
and Transmit

Remark to DSCP CS1
and Transmit

Remark to DSCP 0
and Transmit

Remark to DSCP CS1
and Transmit




Campus QoS Design Considerations
Port-Based v. VLAN-Based QoS

: Port Based HH VLAN Based :

; QoS |Policy Map | QoS :

: | VLAN 10 | [VLAN 20| IVLKN 10 | [VLAN 20|
bbby ehdyesds

Policy Map i 1 r :
HH *Requires “[mls] qos vlan-based” command

Wlth Port Based QOS, QoS policies are With VLAN Based QoS, the QoS pollcy
applied to a physical interface. The is applied to the VLAN interface.

policy manages traffic only the port Traffic through all associated Switch
the policy is applied. ports is managed by that policy.

By default, Catalyst switches will refer to policies assigned to the physical port.
Ports defined as a “switchport” can be told to use the policy attached to its
parent VLAN interface — this is known as VLAN-based QoS

Cisco Catalyst 3750 QoS Design
Enabling QoS

CAT3750#show mls gos
! By default QoS is disabled

CAT3750#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

CAT3750 (config) #mls gos ! Enables QoS globally for the Cat3550
CAT3750 (config) #exit

CAT3750#

CAT3750#show mls gos
QoS is enabled ! Verifies that QoS is enabled globally
QoS ip packet dscp rewrite is enabled

CAT3750#




Cisco Catalyst QoS Deployment
Trust Boundary Policy—Access Edge (VLAN-Based
Policy)

Cisco Catalyst QoS Deployment
Trust Boundary Policy—Access Edge (VLAN-Based
Policy) (Cont)




WAN Edge QoS Design Considerations
QoS Requirements of WAN Aggregators

Campus Q ina/D ina/
Distribution/Core ; ut?umg _r9pp|ng L.
Shaping/Link-Efficiency Policies
for Campus-to-Branch Traffic

I WAN Aggregator /

==

WAN Edges

Switches

LAN Edges

Scheduling/Queueing Tools

Low Latency Queueing Link Fragmentation
and Interleave

VolP

IPIVC

Interleave @
Signaling
Packets
Packets Critical - out

In

Fragment

Default

Layer 3 Queueing Subsystem Layer 2 Queueing Subsystem




WAN Edge QoS Design Considerations

Link-Speed Considerations

= Slow-speed links (< 768 kbps)
Voice or video (not both)—3 to 5 class model
LFI mechanism required

cRTP recommended

= Medium-speed links (< T1/E1)
Voice or video (not both)—5 Class model
cRTP optional
= High-speed links (> T1/E1)
Voice and/or video—b5 to 11 Class (QoS baseline) model

Multiple links require bundling or load-balancing

WAN Edge Bandwidth Allocation Models
Three-Class (VolP and Data Only) WAN Edge Model

Best Effort
(62%)

Voice
33%

Call-Signaling
5%




WAN Edge Bandwidth Allocation Models
Three-Class WAN Edge Model Configuration Example

class-map match-all VOICE

match ip dscp ef

class-map match-any CALL-SIGNALING
match ip dscp cs3

match ip dscp af3l

policy-map WAN-EDGE

class VOICE

priority percent 33
compress header ip rtp
class CALL-SIGNALING
bandwidth percent 5
class class-default
fair-queue

IP Phones mark Voice to EF

Call-Signaling marking (new)
Call-Signaling marking (old)

Recommended to keep LLQ < 33%
Optional: Enables Class-Based cRTP

Minimal BW guarantee for Call-Signaling

All other data gets fair-queuing

Frame Relay QoS Design

Frame Relay Recommendations

= Slow-speed (< 768 kbps)
FRTS or CB-FRTS
Set CIR to 95% PVC speed
Set Bc to CIR/100
SetBeto 0
FRF.12 or MLPoFR
cRTP
= Medium-speed (< T1/E1)
FRTS or CB-FRTS
Set CIR to 95% PVC speed
Set Bc to CIR/100
SetBe to 0
cRTP optional
= High-speed (Multiple T1/E1)

Use IP CEF per-packet
load balancing

WAG FR Link < 768 kbps
7 “Frame )
L clowd L@y
- BR
WAG (R Link > 768 kbps < T1/E1
"y -
[ Frame )
/._"\ Relay
. cloud @y
- BR
WAG

Multiple T1/E1 FR Links

B N
._T-" Frame |

Relay

" Cloud E.?
BR




Frame Relay QoS Design
FRTS (+ FRF.12) Recommended Parameters Table

PVC Fragment

56 kbps 53200 bps 532 bits per Tc 70 Bytes

64 kbps 60800 bps 608 bits per Tc 80 Bytes
128 kbps 121600 bps 1216 bits per Tc 160 Bytes
256 kbps 243200 bps 2432 bits per Tc 320 Bytes
384 kbps 364800 bps 3648 bits per Tc 480 Bytes
512 kbps 486400 bps 4864 bits per Tc 640 Bytes

768 kbps 729600 bps 7296 bits per Tc 960 Bytes

Frame Relay QoS Design

Slow-Speed Frame Relay Configuration Example

WIe FR Link < 768 kbps
<a 3 to 5 Class Model can be used> -,
Optional: Enabling Class-Based cRTP .—L/‘ ';-{alme
( elay )
"\ Cloud ’L.%

!
. BR
policy-map MQC-FRTS-768
class class-default
shape average 729600 7296 0
service-policy WAN-EDGE
!
!
interface Serial2/0
no ip address
encapsulation frame-relay
frame-relay traffic-shaping
1
interface Serial2/0.12 point-to-point
frame-relay interface-dlci 102
class FR-MAP-CLASS-768

CIR=95% rate, Bc=CIR/100, Be=0
Queues packets before shaping

Binds the map-class to the FR DLCI
!

!

map-class frame-relay FR-MAP-CLASS-768
service-policy output MQC-FRTS-768
frame-relay fragment 960

!

Attaches MQC policies to FR map-class
Enables FRF.12




MLPoFR QoS Design
Slow-Speed FR SIW Configuration Example at the Branch

<a 3 to 5 Class Model can be used> WAG MLPOFR Link < 768 kbps
Optional: Enabling Class-Based cRTP S

1 [ Frame )

interface Serialé/0 _‘!/ Relay

no ip address \\ Cloud /ﬂ—.%
encapsulation frame-relay TN

frame-relay traffic-shaping BR

!
interface Serial6/0.60 point-to-point
bandwidth 256
frame-relay interface-dlci 60 ppp Virtual-Template60 ! Enables MLPOFR
class FRTS-256kbps ! Binds the map-class to the FR DLCI
!
interface Virtual-Template60
bandwidth 256
ip address 10.200.60.2 255.255.255.252
service-policy output WAN-EDGE
ppp multilink
ppp multilink fragment-delay 10
ppp multilink interleave
!
map-class frame-relay FRTS-256kbps
frame-relay cir 243200
frame-relay bc 2432
frame-relay be 0
frame-relay mincir 243200
no frame-relay adaptive-shaping
!

Attaches MQC policy to map-class

Enables MLP fragmentation
Enables MLP interleaving

CIR is set to 95% of FR DLCI rate
Bc is set to CIR/100

Be is set to 0

MinCIR is set to CIR

Adaptive shaping is disabled

Proctor Case Studies XVI: QoS—LLQ

Lab Sample Question

% Configure Low Latency Queuing on R2 so that voice
media traffic gets strict priority queuing for up to 33%,

A
I‘? voice signaling traffic receives 5% bandwidth guarantee,
all other traffics should receive weighted fair queuing

Candidate’s Problem Statement
I configured LLQ as requested, | even did “show policy

interface” to verify that packets are matched and
properly queued, why did | lose points in LLQ?




Proctor Case Studies XVI: LLQ (Cont)
From the output of a “show policy interface” from
candidate’s router, could you spot what was misconfigured?

€4
@” R2#sh poli int

Serial0/0

Service-policy output: LLQR2

Class-map: media (match-all)
1069 packets, 68416 bytes
5 minute offered rate 0 bps,
Match: ip dscp ef
Queueing
Strict Priority
Output Queue: Conversation 264
Bandwidth 33 (%)
Bandwidth 509 (kbps) Burst 12725 (Bytes)
(pkts matched/bytes matched) 0/0
(total drops/bytes drops) 0/0

drop rate 0 bps

111! Contiuned onto next slide

Proctor Case Studies XVI: LLQ (Cont)

From the output of a “show policy interface” from candidate’s
router, could you spot what was misconfigured?

ﬁ 3
@” 111111 Continued from last page!!!!!!
Class-map: control (match-all)
76941 packets, 4182091 bytes
5 minute offered rate 0 bps,
Match: ip dscp af3l
Queueing
Output Queue: Conversation 265
Bandwidth 5 (%)
Bandwidth 77 (kbps) Max Threshold 64 (packets)

(pkts matched/bytes matched) 76941/4182091
(depth/total drops/no-b er drops) 0/0/0

lass-map: class-default (match-any)

95535 packets, 7385300 bytes
5 minute offered rate 0 bps,
Match: any

drop rate 0 bps

drop rate 0 bps

No queuing policy for default class map, all other traffic should

be weighted fair queued




Proctor Case Studies XVI: LLQ (Cont)

The Class-default section of the “show policy interface”
should look like this

3
gg Class-map: class-default (match-any)
95743 packets, 7400554 bytes

5 minute offered rate 0 bps, drop rate 0 bps
Match: any
Queueing

Flow Based Fair Queueing

Maximum Number of Hashed Queues 256

(total queued/total drops/no-buffer drops) 0/0/0

Here Is the Wrong Config Here Is the Good Config
class-map match-all media class-map match-all media
match ip dscp ef match ip dscp ef
class-map match-all control class-map match-all control
match ip dscp af3l match ip dscp af3l
1
! s .
policy-map LLQR2 policy-map LLQR2

class media
priority percent 50
class control
bandwidth percent 5
class class-default
fair-queue

class media
priority percent 50
class control
bandwidth percent 5
class class-default

Summary: Quality of Service

Be Familiar with the Following
= QoS configuration such as queuing, classification, and
policing in a campus environment

= Queuing, shaping and link efficiency configuration for
WAN links such as Frame Relay and PPP

= Know different syntax across platforms
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Unified Contact Center Express (UCCX) and B-ACD for CCME
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UCCX Overview

Cisco Unified
Customer (PSTN)

Customer (VolP)
U -—

: Japanese

.
.
.
.
o,
.
" .
- .
aa 1

UCCX Components

= Cisco Unified Communications Manager (CUCM)
IP Phone control, routing calls to UCCX

= LDAP Directory

Repositories for UCCX configurations and scripts
= UCCX Server

Engine

= Cisco IP Phone Agent (IPPA) / Cisco Agent Desktop
(CAD) / Cisco Supervisor Desktop (CSD)

Agent and Supervisor functions

= Cisco UCCX Editor

UCCX scripts creation and edition




UCCX Components (Cont)

Voice Cisco Unified Agent / Supervisor Desktop
Gateway CcM and IP Phone Agent

 PSTN H%H +=" 4——)-“}%
HTTPE LDAP
Browser-based |§| JTAPI LDAP
Administration Link Directory
HTTP LDAP LDAP via
Browser

U.<—> = i<—|>
Enterprise uccXx uccx
Database Server Editor

A

IPCC Express Terminologies
IP-IVR

= Unified CM Telephony Subsystem

Unified CM Telephony Trigger (CTI Route Point) — triggers
Applications to start

Unified CM Telephony Call Control Group (CTI Port) — group of
CTI Ports

= Cisco Media Subsystem

Cisco Media Termination Dialog Group — play prompts,
collect DTMF digits

= Script
Workflow created with UCCX Editor
= Cisco Script Application

Service provided by combining all of the above




UCCX Call Flow Example
800 555-1212

4992
User dials 1-800 number to Translated by -
access Automated Attendant Translation Pattern to Call is directed to

CTI Route Point’s DN CTl Route Point

: . Cisco
Cisco Media
UcMT UCMT Call Termination Script Script
Trigger Control Group : : :
Dialog Group Application
4971 Channel 1 i
4972 Channel 2
4992 w=p 4973 == Channel 3 ;
4974 Channel 4 C
4975 Channel 5 P
Call arrives IP-IVR by using a CTI Script associated with
port in UCMT Call Control Group UCMT Trigger starts and
that is associated with JTAPI Trigger provides service

UCCX Terminologies
ICD

= RmCm Subsystem
Resource — Agent / Supervisor that answers calls

Resource Group — A group of Resources; Resource can only
belong to 1 Resource Group

Skill — Expertise that Resource have; Resource can be
associated with multiple Skills

CSQ (Contact Service Queue) — A queue of calls that is waiting
to be serviced by Resources; CSQ can be associated with 1
Resource Group or multiple Skills




UCCX User Accounts

UCCX Administrator
Created on CUCM for logging on to AppAdmin page
AXL Administrator

Used by UCCX to insert configurations (CTI RP, Ports, Application
Users below) on CUCM

= Cisco Unified CM Telephony User (CTI Route Point and CTI Port are
associated)

Connects to CTI Manager as JTAPI Client to route calls

RMCM User (Agent/Supervisor IP Phone are associated)

Agent State monitoring, Call State monitoring,
routes/queues calls

= Agent/Supervisor (his/her own IP Phone is associated)

Used for logging on to Agent or Supervisor applications

e
UCCX (IPIVR and ICD) Configuration

Outline

All configuration done on UCCX except for CTlI Manager
Service activation on CUCM
= On CUCM:
CTI Manager Service Activation
= On UCCX:
- Cisco Unified CM Configuration

1. Define AXL Service Provider Address, with Username and
password

2. Define Cisco Unified CM Telephony Provider (CTI
Manager), User Prefix (Jtapi user) and password

3. Define RMCM Provider, User ID (Rm user) and password
4. Define NTP Server




e —
UCCX (IPIVR and ICD)Configuration
Outline (Continued)

= On UCCX (Continued from the previous page)
- Add a new Application and associate it with the ICD script
- Cisco Media Termination Dialog Group Configuration
- Cisco Unified CM Telephony Subsystems Configuration

1. Define Cisco Unified CM Telephony Provider (Done earlier but change if necessary)
2. Define Cisco Unified CM Telephony Call Control Group

- This is where you define CTI ports and all the relevant CUCM parameters
3. Define Cisco Unified CM Telephony Call Control Trigger

- This is where you define CTI Route Point and associate it with the application
(e.g.icd.aef) and the Cisco Unified CM Telephony Call Control Group

- RMCM Subsystems Configuration
1. Define RMCM Provider (Done earlier but change if necessary)
2. Define Resource Group, and then Resources (or skills)
3. Define Contact Service Queue (CSQ)

UCCX Editor

Panes
=10l x|

Bl £ Lok Oebug Mondow Setmgs e
Dl @ X m| v o« "' [P T3 B =

ane - Design Pane

of Steps

: Vih;&at car be ‘Scripts that are created by drag and dropping
: Steps
used in
Scripts
Debug Pane

Define Variables and Constants | Displays debug information

Step 1/9 [LRVETY 2 defouk| S uccadrn [N 9,000 of 95,3140 | ey




UCCX Editor (Key Steps)

= Drag and drop Steps from Palette Pane to Design
Pane; Details are specified in Step’s property window

L1 A General L1 Call Cordact L1 A IPCC Copress

B snwtste |t canconzur Transter |8 connect
| can suntiow {22 CallHold | 5 Creste €50 Prompt
| I Doy of Weck [ Stk | & aquaus
= Cecremert % caluninal | 2] Get Reporting Stetistic
[ X Deloy IT Gel Cail Cdrad —F Request Route
I Frud :-—f% Get Ertarpries Cal Into ! Select Resource
i Gota | 1€ Flace Cal % sat Priormy
i aloif L set Enterprize CallInfo | %68 stort Monitor
-\1}- Fremend L7 Moo LT stop monitor
¢ Loba = i
e £ iy
| E._Jnn [ mplion Grba iﬁp FE——
=t = Gt icit Strine
| AIE Switch B bl Confermion
(& Time o1 Oy 1124 Contact T menu

|1 sccept ! Hearres oo e

=B Get Contoct Info | i beay Proegt

¥ Gt Trigeer i Recreding

I Halect ::-t sand Ligt String

| St Crrdact Infe | =54 Sinple Recagnition

LYY Terminste L= voice Browser

B-ACD Overview

= Consists of 2 TCL scripts, one is used as auto
attendant, the other is used for call queuing. Both
scripts required to make B-ACD to work

= Script and audio files can be hosted on flash, compact
flash, or tftp server

= Call are queued using FIFO mechanism if unanswered.
While call is queued caller will hear MoH from flash.
Optional greeting indicating “all agents are busy” can
be played at specific intervals

= |f call was unanswered within retry timeout, or if all
agents are logged out of hunt-group, call will forward to
final/alternate destination (usually VM)




B

B-ACD Basic Configuration

Enters application configuration mode

application
service acd flash:app-b-acd-2.1.2.2.tcl
param number-of-hunt-grps 1
param queue-manager-debugs 1

4

Declares name and location of call-queue script

" Defines max. # of hunt grps for call-queue script

param aa-huntl 2000
!
service aa flash:app-b-acd-aa-2.1.2.2.tcl
paramspace english language en
param number-of-hunt-grps 1
paramspace english index 1
paramspace english location flash:
param max-time-vm-retry 1

T

Associates a menu number with an ephone
ephone hunt group pilot number

\‘ Declares name and location of the aa script
> Defines max. # of hunt grps in the aa script

Alternate extension for unanswered queue call

param voice-mail 1100

Specifies the aa service name to be given to

param handoff-string aa
param
param
param
!
dial-peer voice 1000 pots
service aa
incoming called-number 4085552000
direct-inward-dial
port 2/0:23
!

ephone-hunt 1 sequential
pilot 2000
list 2001,
timeout 5

2002, 2003,

service-name acd

welcome-prompt _ba\cd_we%ﬂ\

aa-pilot 4085552000 \
S

.~.-‘

—
2004 }

the call-queue script
> Associate aa script with the call-queue script

Defines a pilot phone number for the aa script

Dial-peer with incoming called number to
ensure the aa tcl is invoked

CCME ephone hunt groups with member
extensions. The pilot number will be called
when corrspondent menu number is selected

in the call-queue script.

B-ACD Additional Configuration

application

service acd flash:app-b-acd-2
param number-of-hunt-grps 1
param queue-manager-debugs 1
param aa-huntl 2000
param queue-len 5

1

service aa flash:app-b-acd-aa-2.1.2.2.tcl
paramspace english language en
param number-of-hunt-grps 1
paramspace english index 1
paramspace english location flash:

S

param dial-by-extension-option 3

param max-extension-length 7 -——-——"—'-_.
param voice-mail 1100

param handoff-string aa

param service-name acd

param welcome-prompt _bacd welcome.au

param aa-pilot 4085552002—_______,_—_—————4
param call-retry-time 10

param max-time-call-retry 300-—-—-—-—____»
param max-time-vm-retry 1

Enable call statistics collection for debugging

Maximum calls in the queue. Default is 10

<€

Specifies menu number for dial-by-extension

Specifies maximum number of digit in dial-by-
extension

Defines wait interval (in seconds) before a
queued call is resend to the hunt groups.
Default is 15 seconds

v

Maximum time (in seconds) in queue before
second to the alternate number. Default is 600

\

Maximum number of time the alternate number
is attempted.




B-ACD Script Reload

= Use call application voice load <scripthame> command to reset AA
script.

|CME# call application voice load acd

= Since queue script is always running, you will need to stop the
script before resetting. First, identify session ID of queue script:

CME# show call app sessions

Session ID 2
App: acd
Type: Service
Url: flash:app-b-acd-2.1.0.0.tcl

Next, stop the queue script using session ID and reset script:

CME# call application session stop id 2
CME# call application voice load acd

Other B-ACD Verifications:

CME# show call application session ?
callid 1ID of a call handled by a session
id ID of a session from show displays
name Name of a started session from start CLI
| Output modifiers
<cr>

CME# show ephone-hunt <tag> statistics ?
last start of statistics ephone hunt
start start time of statistics output




[ —
Summary: UCCX and B-ACD for CCME

Be Familiar with the Following:

= UCCX server configuration

= UCCX trace file configuration and basic analysis
= Know how to customize and edit .aef scripts

= Phone services for UCCX applications

= B-ACD configuration for CCME

= TCL Script configuration for B-ACD

Qand A
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Cisco Unity Connection and Cisco Unity Express

Telephony
(CUCM, SIP, PIMG)

&
&

CCM AXL/SOAP

Importing Users.

Set forwarding Attributes

/.

- =

User TUI/VUI

Message

.y ICOMMUNication]
P iaretr i

Informix
Unity
Directory

Personal Routing

ASR Server

=] Exchange
Server

|

User GUI




Linux Appliance Platform

= Same platform as Cisco Unified
Communications Manager

Same version, same image
Pre-loaded on MCS servers

Released in lock step with UC Manager

= Common Platform Services
Diagnostics, traces, port status monitor
Backup and restore
Patch management

In-Place upgrades

Appliance
Platform

Appliance
Platform

Deployment Models

= Single site Centralized Messaging

= Multiple sites connected via VPIM




Single Site Centralized Messaging

A single Cisco Unity Connection
supports up to 10,000 users and

144/288 voice ports

Many different Phone systems
are supported for Cisco Unity
Connection

System Administration

Cisco Personal Communications
assistant for administration of
your own mail box settings as
well as Desktop messaging via
the CPCA Inbox

Multiple Sites Connected via VPIM

Any Voice messaging
system that Fully
supports the VPIM v2

Protocol \

Main Office

Call Manager
Express with Cisco
Unity Express

Mailstore
With Voice
connector




Integrating with CUCM

= Configuring CUCM
Create a new partition to be used by Unity Connection
Create a new Calling Search Space to be used by Unity Connection
Create a new Device Pool to be used by Unity Connection
Create Voicemail Ports using the Voice Mail Port Wizard
Create a Line Group and add Voicemail Ports to the list
Create a Hunt List and add the Line Group to the list
Create a Hunt Pilot with all the settings and route calls to Hunt List
Create Message Waiting Indicator Directory Numbers
Create Voicemail Pilot with all the appropriate settings
Create Voicemail Profile with all the appropriate settings

Assign the Voicemail Profile to the Users

Integrating with CUCM (Contd)

= Configuring Unity Connection
Create a new Phone System under Telephony Integration
Create a new Port Group with all the required settings
Create the actual Ports and enter all the required settings
Configure the CUCM AXL Servers under Phone System
Configure the Port Group with redundant CUCM Servers
Create or Modify User Templates, Class of Service etc
Add Users or Import Users from CUCM
Create or Modify Call Handlers with the required settings

Create or Modify Call Routing rules if required




CUE Architecture

= VoiceMail and AA
Linux environment
LDAP directory
SQL database
VXML browser
CRS software

= VoiceMail and AA
Linux environment
LDAP directory
SQL database
VXML browser
CRS software

CUE IP Connectivity

Packet Communications
= “Back-to-Back” Ethernet connection across
the PCI bus on the backplane IP Unnumbered
= Treated like any other Ethernet interface interface FastEthernet0/0
10.1.1.2 ip address 10.1.1.1 255.255.255.0
interface Integrated-Service-Engine4/0
10.1.1.1 ip unnumbered FastEthernet0/0
P bl service-module ip address 10.1.1.2 255.255.255.0
service-module ip default-gateway 10.1.1.1
ip route 10.1.1.2 255.255.255.255 Integrated-Service-Engine4/0

Console Explicit IP Address
* “Back-to-Back interface FastEthernet0/0

connection ip address 10.1.1.1 255.255.255.0
across PCl bus interface Integrated-Service-Engine4/0
on backplane ip address 20.1.1.2 255.255.255.0
WAN Ethernet - Router Blade service-module ip address 20.1.1.2 255.255.255.0
Configuration servi >dule ip default-g. y 20.1.1.1
J,\ 9 ip route 10.1.1.2 255.255.255.255 Integrated-Service-Engine4/(
/ —b Protocol
\77\ b (RBCP)

CUE Default-gateway MUST be the CME Router Address




CUCME/CUE Configuration: CLI and GUI

PSTN-GW
Interface

CUE initialization wizard
= CME setup

Phones and phone features

= Basic router config
= Voice gateway config
= CUE IP addressing

= CUE SIP dial-peers
Basic CME admin login definition
= CME “Setup” utility

Extensions

Dial-plans

= Vmail setup

Mailboxes
= Upgrades/Installs
= AA setup
= CUE backup and restore
” ) = Day-to-day moves, adds and
Both CLI and GUI Allowed in Lab changes

CUE GUI Navigation

Cis “oice Mail £ Agto

o Unity Expres

Configure +  Yoice Mail = Admini otz + Helpw

Configure v User

Extensions W ailkoox Woice Mail
Phones Woice Mail Systemn

Users \oice Mail v H hrani Backup History
Groups Mailboxes BT

Information Restore History

Backup / Restore

System Parameters Message Yyaiting

CallManager Express kel

Listnbution Lists Fublic Lists
Loty (FivELe | UE® Domain Mame

Uther's Private Lists | | Settings

Metwaork Time Protocol

Call Histary

Auto Attendant
Metwork Time & Time

LCall Handling .
My Profile - Zone Settings
Loupts Control Manel About
Suripls

Call-in Mumbers
Business Hours

Settings JEECES Configuration

Huliday Sellings Networking Locations I




Basic CUCME/CUE CLI Configuration

CCME#
1

interface FastEthernet0/0

ip address 10.1.1.1 255.255.255.0 Defines CUE IP
1 routing properties
interface Integrated-Service-Engine4/0

ip unnumbered FastEthernet0/0

service-module ip address 10.1.1.2 255.255.255.0

service-module ip default-gateway 10.1.1.1
1

ip route 10.1.1.2 255.255.255.255 Integrated-Serviceggpgine4/0
1

ip http server Static route to CUE module
1

dial-peer voice 5000 voip

destination-pattern 5000

session protocol sipv2 SIP dial-peer to CUE for VM
session target ipv4:10.1.1.2

codec g7l1llulaw

no vad

Basic CUCME/CUE CLI Configuration
(Cont)

CCME#

1

telephony-service

max-ephones 8

max-dn 48

ip source-address 10.1.1.1 port 2000

create cnf-files version-stamp Jan 01 2002 00:00:00
dialplan-pattern 1 4085552... extension-length 4

voicemail 5000
max-conferences 8 gain -6 — Enables CCME Phone
transfer-system full-blind “voicemail” button

secondary-dialtone 9
web admin system name cisco password cisco

dn-webedit
1

ephone-dn 1 Enables GUI admin

number 2001 to CCME
description 4085552001
crllll=emnEEel by HU0E I Defines Call Forward destination
call-forward noan 5000 timeout 10

. per CCME dn

ephone-dn 50
number 8000.... Secondary 8001....:}-
mwi on-off Mwi




e —
Basic CUCME/CUE CLI Configuration

(Cont)

CME#service-module Integrated-service-Engine 4/0 session

Trying 10.1.1.1, 2033 ... Open

CUE>

CUE> en Access CUE CLI from CCME
Password:

CUE#

CUE# sh run

1.'1$ername jdoe create Define user and associates
username jdoe phonenumber “2001" phone number
ccn application ciscomwiapplication

description "ciscomwiapplication"

enabled

maxsessions 8

script "setmwi.aef"

parameter "strMWI_OFF DN" "8001" CUE MWI On and Off DN
parameter "strMWI ON DN" "8000"

parameter "CallControlGroupID" "O"

end application

e
Basic CUCME/CUE CLI Configuration

(Cont)

ccn application voicemail-________’ ) ) L. =
description "voicemail® Voicemail application properties

enabled

maxsessions 8

script "voicebrowser.aef"

parameter "logoutUri"

"http://localhost/voicemail /vxmlscripts/mbxLogout.jsp"
parameter "uri"
"http://localhost/voicemail/vxmlscripts/login.vxml"
end application

ccn subsystem sip
gateway address "10.1.1.1" SIP subsystem properties
end subsystem

SIP calls to 5000 will trigger

application "voicemail" ? : T
voicemail application

enabled
maxsessions 8
end trigger

ccn trigger sip phonenumber 5000 :}-

Voicemail box size

voicemail mailbox owner "jdoe" size 3000
end mailbox




CUE CLI Verification Commands

CUE# sh ccn ?
application Telephony programs

call Active call related information

engine Common configuration parameters for all ccn subsystems
prompts Prompt files

scripts Workflow script files

status Runtime status for ccn subsystems

subsystem Subsystem specific configuration

trace Traces

trigger Telephony interconnects

CUE# sh voicemail ?

broadcast broadcast features

detail Mailbox details

limits Default values for voicemail handling
mailboxes List the mailboxes on this system
usage Voicemail load information

users List the local voicemail users

e
Summary: Unity Connection and CUE

Be Familiar with the Following:

= Unity Connection integration

= Unity Connection call routing rules, call handlers, etc.
= Unity Connection users

= Unity Connection tools

= CUE configuration and integration with CUCME
and CUCM
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Presence Awareness

-
=
=

= What is “Presence”? Information about a person’s
willingness and availability to communicate

Typically represented by status: Available, In Meeting, On Mobile,
At Lunch, Be Back Shortly, etc.

Includes details on user’s preferred method to communicate:
voice, video or Instant Message

“Find-Me”, “Follow-Me”, or “Hide-Me”

= Examples of presence in action today
IM “Buddy List” status indication

“Busy” tone on traditional phone

Contact Center Agent status

= Publish / Subscribe

Clients publish presence information to other users who are called
subscribers

Presence Terminology - Presentity

° = A Person (PRESENTITY) may use
multiple communication
services/devices

= The status of these devices can be
PUBLISHED to a presence Service.

st #
PERSON “A” =

Desk Phone  Smart Phone  IM Application ~ RFI Tag




Presence Terminology - Presentity

A registration will
have preceeded the
PUBLISH

Presence
Service

5 (RFC 3903)

Person

= A Person will PUBLISH their PRESENTITY state using their SIP

“p» Address of record
PERSON “A (AOR) Example=griffin@cisco.com

= They will publish the status of communication Services/Devices
to the PRESENCE SERVICE using their PRESENTITY

Presence Terminology - Watcher

Presence
Service

1=
pe

= A WATCHER can SUBSCRIBE

f:gf;’;na) Presenities to receive updates on status
changes for the PRESENTITY
PERSON “A”

PERSON “B”

= A Watcher can also be a Presentity




Presence Terminology - Notification

Presence ?

Off-Hook Service
Status Event

i % & WATCHER
(RFC 3903) %
(RFC 3265)
Person Presenities
(Persona)
PERSON "A” PERSON “B’

= On a Change of status the PRESENTITY is updated on the Presence Server.
= The Presence Server will Notify all the subscribers of the change in state for the PRESENTITY

Basic Architecture Presence Server

gmi i
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Smee Hinles Cisco Unified CM
resence
~ SIPISIMPLE = | DAP E

CTI/QBE —_— SoAP




Cisco Unified Presence Components

Cisco Unified
Application = = —— - -
Environment ll
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Cisco Unity/Unity
_ CUMA Meeting ?‘" Connection
Microsoft = 3 Place <4
Exchange E

IBM
Sametime

Microsoft =i
LCSs/OCS E

<€——> WebDAV

. X Communications
Manager 5.x, 6.x, & 7.x
sausszsss LDAP

s SIPISIMPLE I .

Cisco Unified **,
resence 7.x

eecececes CTIQBE

<4————— CSTA over SIP
e« = SCCP

== H323 - i ifi

— = — IMAP . . .. > Cisco Unified

e = = SOAP ? Personal
HTTP/HTTPS —_ Communicator

+veeop JTAPI

CUP Appliance Overview

................................ Microsoft

R Cisco Unified ™, o N Lcs
: BBt communications H & Cisco Unified :
: Manager 7 H é : . Presenceserver :

Intercluster

Sync
Agent

Sync
Agent

i Microsoft
Communications H : CTI-GW
Manager : : : Exchange
Database : Profile Agent
H F IPPM Calendar

Presence En

CTI Manager

Other Presence applications
can use SIP/SIMPLE Interface
(example: IBM Sametime,
CUAE)

Web
Browser

IP Phone Unified Personal
Communicator




Overview of CUPS Appliance

& Cisco Unified
: Presence Server

:‘ .E

« Appliance Model Ma""g
pp el},e,’

*Same OS as CUCM

*Same Hardware as
CcucMm

eb
rowser

Sync Agent replication from Call
Manager DB

Cisco Unified % @ § & Cisco Unified %
Call Manager 7 : H
g AXL SOAP ' Presence Server :

I Sync

—

:E

av

Call Manager
Database

CTI Manager

Call Control

:-‘ :E
) Man, L
* Appliance Model *9en, P

3

*Same OS as CUCM

*Same Hardware as
CUCM




Licensing and User Activation on CUPS

Zy

Call Manager 7

: Cisco Unified é

AXL SOAP

': & Cisco Unified
Presence Server

Call Manager
Database

A):nsing

CTI Manager

Call Control

*CUPS uses Call Manager Device
Units to active users on the Server

*Additional Units are required for
some configurations

Sync
Agent

eb
rowser

* Appliance Model
*Same OS as CUCM

*Same Hardware as
CcucMm

SIP Routing using the SIP Proxy Server

=)

AXL SOAP

Call Manager
Database

CTI Manager

{ @ Cisco Unified
* Presence Server

Sync -
Agent ~

* Appliance Model
*Same OS as CUCM

*Same Hardware as
Cuc™Mm




Presence Engine maintains readability
information

& FE=F| Cisco Unified é R ) N ..
call Manager 7 : H & gISCO Un|f|Sed
AXL SOAP H resence server

)

(

Call Manager
Database

Licensing

CTI Manager

Presence Engine
Call Control

SIP Proxy

Web
* Appliance Model Browser
*Same OS as CUCM ™
*Same Hardware as
CUCM

IPPM: HTTP / SIP/SIMPLE Gateway

Cisco Unified é

) call Manager 7
AXL SOAP

; @ Cisco Unified :
* Presence Server

Sync -
Agent ~ :

Call Manager
Database

Licensing

CTI Manager

Presence Engine

SIP Proxy

Call Control

* Appliance Model
*Same OS as CUCM

*Same Hardware as
Cuc™Mm

1P Phone




Unified Client Configuration download

H & Cisco Unified k
Presence Server

" fE=% Cisco Unified = é
5K cail Manager 7

Call Manager
Database

CTI Manager

AXL SOAP

eb
rowser

* Appliance Model
*Same OS as CUCM
*Same Hardware as

IP Phone Unified Personal Cucm
Communicator

Basic Architecture Cisco Unified
Personal Communicator (CUPC)
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Personal Communicator Configuration
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Cisco Unified Personal Communicator

Login
1. Unified Presence Authentication
2. CONFIGURATION Download
3. LDAP Lookup
4. REGISTER

SUBSCRIBE
Cisco Unified

PUBLISH Prosence
5. REGISTER (Softphone)

6. CTI Control (Desk Phone mode)

7 P
7. IMAP ﬂ
‘ Cisco Unity /
8. WEB CONFERENCE »‘ Unity Connection
| 8
SIP/SIMPLE 3 :C_'
ﬁ;erSBE % Used during i
SOAP LDAP  —— active call ) _
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Protocol Overview

......................... Cisco Unity
e Comnection  § e,

Server

Meeting Place
Express

= - IC.SCO
- Call Manager
Cluster

Cisco Unified  * L y

: Presence Server :
Cisco Unified (Config Agent)
: Presence Server :
%, (Presence Engine) ‘:'

Cisco Unified Personal Communicator

= Click-to-Call

& Colm Monelis - 11304725
Fila Wiew Conlacks Acthns  Help

m =-

Use the fully integrated softphone or your Cisco
Unified IP Phone

Shared line, same number and dial plan L e
Same call detail records

= Integrated keypad dialer
Ad hoc conferencing

Voice, video and Web conferencing
= Media Escalation

Add video telephony or share documents during
active conversations

# Thamas Lambe:
Tany Mally

= Pop-up notifications
CLID/Name, call type, call options

Incoming Call om...

BALIREEN VLD
‘ (626) 357-0357

= S o
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Installation and Configuration

= Pre-Installation Steps
= Post-Installation Steps
= Cisco Unified Communications Manager Configuration

= Cisco Unified Presence Server Configuration

|
Pre-Installation Steps

= Add the Cisco Unified Presence Server as an
application server on Communications Manager

= Create a new AXL User in Communications Manager to
be used by Presence Server and assign it access to the
appropriate group
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Post-Installation Steps

= Add the appropriate license files to the Cisco Unified
Presence Server

= Activate all the appropriate services on Cisco Unified
Presence Server

Cisco Unified Communications Manager
Configuration

= Configure the appropriate service parameters

= Configure a new Device Pool to be used by Presence Server

= Configure SIP Trunk Security Profile

= Configure SIP Trunk

= Configure CTI Gateway Application User and set the right permissions
= Configure Application Dial Rules

= Configure Directory Lookup Dial Rules

= Enable Users for Unified Presence Capabilities

= Create CUPC devices

= Associate the devices to the End Users

= Configure the End Users with appropriate settings




Cisco Unified Presence Server
Configuration

= Configure the Service Parameters appropriately

= Configure Presence Settings

= Configure Gateway Settings

= Configure Routing Settings

= Configure Voicemail Server, Mail store and Voicemail Profile
= Configure the CTIl Gateway Profile

= Configure LDAP Server and LDAP Profile

= Configure CTl Gateway

= Configure profiles for End Users

e
Summary: CUPS

Be Familiar with the Following:

= Presence Terminology

= CUPS and CUPC architecture

= CUPS integration with CUCM

= CUPS and CUPC Troubleshooting Tools
= CUPS Integration with Unity Connection
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Voice Lab Exam Preparation (l)
Getting Started

= Use the Voice Lab content blueprint on the CCIE
webpage as your guide

= Evaluate and determine your knowledge level and
hands-on experience in the major topic areas

= Formulate a realistic study plan according to you own
work/personal schedule, also customize it according to
your technical strength and weaknesses

= Don’t spend all your time and focus on collecting the
exact replica of the Voice Lab equipment rack

= Seek advise, from other CCIE Voice certified
engineers, on preparation plans and tips

Voice Lab Exam Preparation (Il)
Study and Practice

= Books

No single “All-in-One” book that covers it all; use the suggested book list
as an reference and stay informed about any upcoming books

= Online reading resources

Abundant online documentations, write papers, and articles on
which compliments any books on latest technical
developments

Develop a habit of utilizing and navigating the UniverCD documentation
at

= Online forums

Online forums, such as NetPro on , are excellent
sources to seek technical supports and encouragements on questions
that arise during your study process




Voice Lab Exam Preparation (lll)
Study and Practice (Cont)

= Practice labs and scenarios
1. You don’t need the exact lab replica to learn

2. Use the equipment which you have access to and learn each
technology thoroughly

Form study groups to exchange ideas and share equipment
Go beyond configuration, learn to debug and troubleshoot

Stay with real world, applicable scenarios

2

Focus on learning the technologies instead of learning only
what you think (or what you’ve been told) is on the lab exam

7. Stay aware and informed on up-coming new features

Voice Lab Exam Preparation (1V)
Study and Practice (Cont)

= Trainings and bootcamps

1. To get the most out of trainings and bootcamps, learn as
much material as you could _before_ you attend them

2. Leverage bootcamps for practice time on hard-to-get
equipments

3. Leverage bootcamps to enhance your in-depth knowledge
and hands-on skills on various voice technologies

4. Leverage bootcamps to gauge you technical and mental
readiness to take the lab exam

5. Don’t attend bootcamps to learn the test
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Exam Tips and Test-Taking Strategies
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Lab Exam Tips: Pre-lab

Before your lab exam:

= Visit lab test site the day before

= Don’t schedule flights too close to the
end of the exam: you should be thinking about the
exam instead of catching your flight

= Avoid last minute lab material cramp

= Get some sleep the night before the exam
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Lab Exam Tips: In-lab

Think the 4 “C’s:

= Calm
= Careful
= Confident

= Courteous

e
Lab Exam Tips In-lab (Cont):

Understanding Exam Requirements:

= Read the entire exam first

= Read the questions very carefully: every word is in there for a
reason.

= Don’t assume requirements that aren’t mentioned in a question

= Some questions have multiple solutions, unless the test explicitly
asked you to use one versus another, all are valid

= Excessive configurations are generally ignored during grading,
unless they interfere with expected solution

= Ask the proctor for clarification
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Lab Exam Tips In-lab (Cont):

Time Management:

= Use question point values to judge time
= Know time-saving configuration techniques

= Know when to move on — don’t spend too much time on
a single task, no matter how important you think it is

= If you suspect hardware issues, notify the proctor
immediately

= Don’t make any drastic changes towards the end of lab
exam

= Save your configuration frequently

e
Lab Exam Tips In-lab (Cont):

Verification:

= Verify, verify, verify, and verify again

= Some prefer to verify after each question, others like to
verify until they finish the whole test. It's a matter of
personal preference

= Verify against all requirements — not just basic
functionalities.

= Makes notes and check-lists
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Lab Exam Tips In-lab (Cont):

Troubleshoot:

= Troubleshooting skill is often the difference between failing and
passing

= Know what and where to look for debugs and traces
= Look out for those seemingly “invisible” typos

= Remember the test lab is not your home lab — addressing scheme
is different

= Troubleshooting is important but don’t spend all your time on one
problem

= Don’t let a unresolved problem impact your confidence

= Again, seek the proctor’s assistance

|
For More Information

= Beware of rumors!

= Visit the CCIE web page at: www.cisco.com/go/ccie

= Support: www.cisco.com/go/certsupport

= Post-lab Email: ccie-lab@cisco.com

= Cheating: ccie-nda-enforcement@cisco.com




FAQ
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FAQ #1:

How Do You Grade the Lab Exam?

= Proctors are responsible for grading all lab exams

= Automatic tools aid proctors with simple grading tasks;
e.g. capturing candidate’s configuration in database,
basic configuration verifications, ping tests, etc.

= Automatic tools are never solely responsible for lab
exam grading. Proctors are.

= The proctor completes the grading of the exam and
submits the final score

= Partial marks are not awarded for questions
= Points are awarded for working solutions only

= Some questions have multiple solutions




FAQ #2:

Affordable Equipment for Home Labs?

= Candidates should focus on learning and understanding
of the voice technologies instead of building a home lab
that is identical to the real lab

= Start with modular lab equipment and scenarios, go beyond the
basic configuration tasks

= Learn to troubleshoot and debug with CLI or trace files,
these knowledge are useful and applicable on most Cisco
equipment

= Share gears with your study partners
= Leverage available rack rentals if necessary

= Seize any opportunity for relevant hands-on experiences, through
daily work projects or even volunteering for projects out of your
direct line of duty

FAQ #3:

It's Discouraging to Fail the Exam

= Remember the knowledge you acquired while
preparing for the exam is yours to keep

= Don’t compare with others
= Remember to enjoy the journey

= Tell us how we could improve, submit online feedbacks
or write to us at:
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= Cisco CallManager Best Practices: A Cisco AVVID Solution,
ISBN: 1-58705-139-7

= Cisco CallManager Fundamentals: A Cisco AVVID Solution,
Second Edition, ISBN: 1-58705-192-3

= Configuring CallManager and Unity: A Step-by-Step Guide,
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Available Onsite at the Cisco Company Store

Please Visit the Cisco Booth in the
World of Solutions

See the technology in action

Solutions\

= Programs and Services Data Center

of the Future
Presentations in the solutions theater
within the Cisco booth

View the schedule of presentations in your
conference guide
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Session Evaluation

= Give us your feedback and you
could win fabulous prizes.
Winners announced daily.

= Receive 20 Passport points for
each session evaluation you
complete.

= Complete your session evaluation
online now (open a browser
through our wireless network to
access our portal) or visit one of
the Internet stations throughout
the Convention Center.

Don'’t forget to activate your

Cisco Live Virtual account for access to

all session material, communities, and
on-demand and live activities throughout
the year. Activate your account at the

Cisco booth in the World of Solutions or visit

www.ciscolive.com.
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