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Introduction 
 

 Welcome to the Course! 
o Domain 1:  Planning and Scoping 

 Planning an engagement 
 Key legal concepts 

 Scoping an engagement 
 Compliance-based assessments 

o Domain 2: Information Gathering and Vulnerability Identification 
 Information gathering techniques 

 Vulnerability scanning 
 Analyzing scan results 

 Preparing for exploitation 

 Weaknesses in specialized systems 
o Domain 3: Attacks and Exploits 

 Social engineering attacks 
 Exploiting vulnerabilities 

 Network-based 
 Wireless and RF-based 

 Application-based 
 Local host-based 

 Physical security 
 Post-exploitation techniques 

o Domain 4: Penetration Testing Tools 
 Use Nmap for information gathering 

 Know the use case for various tools 
 Analyze tool output or data 
 Analyze basic scripts 

 Bash, Python, Ruby, and Powershell 

o Domain 5: Reporting and Communication 
 Report writing and best practices 
 Post-report delivery activities 

 Recommending mitigations 
 Importance of communication in testing 
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Exam Foundations (PT0-001) 
 

 CompTIA Pentest+ 
 

ΧǾŜǊƛŦƛŜǎ ǘƘŀǘ ŎŀƴŘƛŘŀǘŜǎ ƘŀǾŜ ǘƘŜ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǎƪƛƭƭǎ ǊŜǉǳƛǊŜŘ ǘƻ Ǉƭŀƴ ŀƴŘ ǎŎƻǇŜ ŀƴ 
assessment, understand legal and compliance requirements, perform vulnerability scanning and 

penetration testing, analyze data, and effectively report and communicate results. 
 

-CompTIA.org 
 

o Exam Description 
 CompTIA Pentest+ covers: 

 White hat hacking tools and techniques 

 Legal and compliance requirements 
 Information gathering, vulnerability scanning, exploitation, and 

reporting results 
o The Five Domains 

 

1 Planning and Scoping 15% 

2 Information Gathering and Vulnerability Identification 22% 

3 Attacks and Exploits 30% 

4 Penetration Testing Tools 17% 

5 Reporting and Communication 16% 

 

o Exam Details 
 Up to 85 questions in 165 minutes 
 Requires a 750 out of 900 (83.33%) 

 Recommended Experience: 
 CompTIA Network+ and/or Security+ 

 3-4 years of hands-on InfoSec 
 Cost: $346 (US Dollars) 

 Released: July 31, 2018 
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o Cybersecurity Career Path 
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Domain 1 - Planning and Scoping 
 

 Planning and Scoping 
o Domain 1: Planning and Scoping 

 Planning an engagement 
 Key legal concepts 

 Scoping an engagement 
 Compliance-based assessments 

o What kinds of questions can I expect on test day? 
 !ƭƭ ƻōƧŜŎǘƛǾŜǎ ŦƻǊ 5ƻƳŀƛƴ м ŀǊŜ ƭƛǎǘŜŘ ŀǎ άŜȄǇƭŀƛƴέ ƻƴƭȅ ōȅ /ƻƳǇ¢L! 

 ¢ƘŜǊŜŦƻǊŜΣ ƴƻ ǎƛƳǳƭŀǘƛƻƴǎ ǿƛƭƭ ŎƻƳŜ ŦǊƻƳ ǘƘƛǎ ŘƻƳŀƛƴΧ 
 Penetration Testing Methodology 

o Methodology 

 
o Pentest Methodology 
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o 9ǘƘƛŎŀƭ IŀŎƪŜǊΩǎ aŜǘƘƻŘƻƭƻƎȅ 

 
o NIST SP 800-115 Methodology 

 
 Planning a Penetration Test 

o Why Is Planning Important? 

o Who is the Target Audience? 
 Need to know to properly plan the pentest 

 What does the business do? 
 What are their objectives? 

o Budgeting 

 Controls many factors in a test 
 If you have a large budget, you can perform a more in-depth test 

 Increased timeline for testing 
 Increased scope 

 Increased resources (people, tech, etc.) 
o Resources and Requirements 

 What resources will the assessment require? 
 What requirements will be met in the testing? 

 Confidentiality of findings 
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 Known vs. unknown vulnerabilities 
 Compliance-based assessment 

o Communication Paths 
 Who do we communicate with about the test? 
 What info will be communicated and when? 
 Who is a trusted agent if testing goes wrong? 

o What is the End State? 

 What kind of report will be provided after test? 
 Will you provide an estimate of how long remediations would take? 

o Technical Constraints 
 What constraints limited your ability to test? 
 Provide the status in your report 

 Tested 
 Not Tested 
 /ŀƴΩǘ .Ŝ ¢ŜǎǘŜŘ 

o Disclaimers 
 Point-in-Time Assessment 

 Results were accurate when the pentest occurred 
 Comprehensiveness 

 How complete was the test? 
 Did you test the entire organization or only specific objectives? 

 Rules of Engagement 
o Rules of Engagement (RoE) 

 Timeline 
 Locations 
 Time restrictions 

 Transparency 
 Test boundaries 

o RoE: Timeline 
 How long will the test be conducted? 

 A week, a month, a year 
 What tasks will be performed and how long will each be planned for? 

o RoE: Locations 
 Where will the testers be located? 

 On-site or remote location 
 Does organization have numerous locations? 
 Does it cross international borders? 

o RoE: Time Restrictions 
 !ǊŜ ǘƘŜǊŜ ŎŜǊǘŀƛƴ ǘƛƳŜǎ ǘƘŀǘ ŀǊŜƴΩǘ ŀǳǘƘƻǊƛȊŜŘΚ 

 What about days of the week? 
 What about holidays? 
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o RoE: Transparency 
 Who will know about the pentest? 
 Will the organization provide resources to the testers (white box test)? 

o RoE: Boundaries 
 What will be tested? 
 Is social engineering allowed to be used? 
 What about physical security testing? 

 How invasive can the pentest be? 
 Legal Concepts 

o Local and National Restrictions 
 Laws and regulations regarding cybercrime vary from country to country, 

check the local laws before conducting an assessment 
 

Consult your attorney before performing any penetration testing work to ensure you are within 
the legal bounds for the countries laws where you are operating 

 
o CRIME AND CRIMINAL PROCEDURE 

 Hacking is covered under United States Code, Title 18, Chapter 47, 
Sections 1029 and 1030 (Crimes and Criminal Procedure) 

 §1029 Fraud & related activity w/ access devices 
 Prosecute those who knowingly and with intent to defraud 

produce, use, or traffic in one or more counterfeit access 
devices. 

 Access devices can be an application or hardware that is created 
specifically to generate any type of access credentials 

 §1030 Fraud and related activity with computers 

 Covers just about any computer or device connected to a network 
 Mandates penalties for anyone who accesses a computer in an 

ǳƴŀǳǘƘƻǊƛȊŜŘ ƳŀƴƴŜǊ ƻǊ ŜȄŎŜŜŘǎ ƻƴŜΩǎ ŀŎŎŜǎǎ ǊƛƎƘǘǎ 
 Can be used to prosecute employees using capability and accesses 

provided by their company to conduct fraudulent activity 
o Obtain Written Authorization 

 White hat hackers always get permission 
 ¢Ƙƛǎ ƛǎ ȅƻǳǊ ƎŜǘ ƻǳǘ ƻŦ Ƨŀƛƭ ŦǊŜŜ ŎŀǊŘΧ 
 Penetration tests can expose confidential information so permission must 

be granted 
o Third-Party Authorization 

 If servers and services are hosted in the cloud, you must request 
permission from the provider prior to conducting a penetration test 

o Contracts 
 Statement of Work (SOW) 
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 Formal document stating scope of what will be performed during 
a penetration test 

 Master Service Agreement (MSA) 
 Contract where parties agree to most of the terms that will 

govern future actions 
 Non-Disclosure Agreement (NDA) 

 Legal contract outlining confidential material or information that 

will be shared during the assessment and what restrictions are 
placed on it 

o Corporate Policies 
 What do corporate policies allow you to do? 
 Have employees waived their privacy? 
 What policies should be tested? 

 Password strength/reuse 
 Bring Your Own Device (BYOD) 
 Encryption 
 Update frequency 

o Export Restrictions 
 Wassenaar Agreement precludes the transfer of technologies considered 

άŘǳŀƭ-ǳǎŜέ 
 Strong encryption falls under this restriction 

 Penetration testing tools could be considered surveillance tools and fall 
under these rules 

 Testing Strategies 
o Penetration Testing Strategies 

 Black Box 

 Gray Box 
 White Box 

o Black Box (No Knowledge Test) 
 No prior knowledge of target or network 

 Simulates an outsider attack 
 Only focuses on what external attacks see and ignores the insider threat 

 Takes more time and is much more expensive 
o White Box (Full Knowledge Test) 

 Full knowledge of network, systems, and the infrastructure 
 Spend more time probing vulnerabilities and less time gathering 

information  
 Tester is given support resources from the organization 

o Gray Box (Partial Knowledge Test) 

 Partial knowledge of target 
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 Can be used as an internal test to simulate an insider attack with minimal 
knowledge 

 Can also be used to decrease the information gathering stage so more 
time can be spent on identifying vulnerabilities 

 Examples 
 IP ranges provided 
 Company emails to create phishing campaigns 

 White Box Support Resources 
o Support Resources 

 Generally provided only for a white box penetration test 
 Architectural diagrams 
 Sample application requests 
 SDK documentation 
 SOAP project files 
 Swagger document 
 WSDL/WADL 
 XSD      

o Architectural Diagrams 
 Network diagrams, software flow charts, physical maps of organizational 

facilities 
 Assists the tester in mapping out network topologies, location of switch 

closets, and where key information systems are located 
o Sample Application Requests 

 Generally used for testing web applications or other applications 
developed by organization 

o SDK Documentation 

 {ƻŦǘǿŀǊŜ 5ŜǾŜƭƻǇŜǊΩǎ Yƛǘ ό{5Yύ ǇǊƻǾƛŘŜǎ ŀ ǎŜǘ ƻŦ ǘƻƻƭǎΣ ƭƛōǊŀǊƛŜǎΣ 
documentation, code samples, processes, or guides to allow faster 

development of a new app on a platform 
 SDK provides code libraries for use 

o SOAP Project File 
 Simple Objective Access Protocol (SOAP) is a messaging protocol 

specification for exchanging structured information in the 
implementation of web services 

 SOAP project files are created from WSDL files or a single service call 
o Swagger Document 

 Open-source framework with a large system of tools to help design, 
build, document, test, and standardize REST Web Services 

 Representational State Transfer (REST) has been replacing SOAP in most 

web applications in recent years 
 REST is a web application architectural style based on HTTP  
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o WSDL and WADL 
 Web Services Description Language 

 XML-based interface definition language used for describing the 
functionality offered by a web service such as a SOAP server 

 Flexible and allows binding options 
 Not useful for REST services with WSDL 1.1 

 Web Application Description Language 

 XML-based machine-readable description of HTTP-based web 
services 

 Easier to write than WSDL but not as flexible 
 Typically used for REST services 

o XML Schema Definition (XSD) 
 World Wide Web Consortium (W3C) recommendation that specifies how 

to formally describe elements in an Extensible Markup Language (XML)  
document 

 Types of Assessments 
o Goal-based Pentests 

 Specific goals are defined before testing starts 
 Pentester may attempt to find many unique methods to achieve the 

specific goals 
o Objective-based 

 Objective-based pentests seek to ensure the information remains secure 
 Testing occurs using all methods and more accurately simulates a real 

attack 
 Compliance-based 
 Risk-based compliance assessment that is required to ensure policies or 

regulations are being followed properly 
 Regulations and policies provide checklists, for example the PCI-DSS 

compliance assessment 
 Objectives are clearly defined 

 Focus is on password policies, data isolation, limited network/storage 
access, and key management 

o Premerger 
 Before two companies perform a merger, it is common to conduct 

penetration tests on them to identify weaknesses being inherited 
 Can be a part of the due diligence efforts 

o Supply Chain 
 Pentest may be required of your suppliers to ensure they are meeting 

their cybersecurity requirements 

 Can be required prior to allowing an interconnection between the 
ǎǳǇǇƭƛŜǊΩǎ ǎȅǎǘŜƳǎ ŀƴŘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎȅǎǘŜƳǎ 
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 Minimize risk by purchasing only from trusted vendors 
o Red Team 

 Penetration test conducted by internal pentesters of an organization 
during security exercise to ensure defenders (blue team) can perform 
their jobs adequately 

 Threat Actors 
o Tiers of Adversaries 

 Not all threat actors are created equal 
 Some are structured, some are unstructured 

 Some are more skilled than others 
o Advanced Persistent Threat (APT) 

 Group with great capability and intent to hack a particular network or 
system 

 Target organizations for business or political motives and usually funded 
by nation states 

 Conduct highly covert hacks over long periods of time 
o Hacktivist 

 Conduct activities against governments, corporations, or individuals 
 Can be an individual or member of a group 

o Insider Threat 
 Already have authorized user access to the networks, making them 

extremely dangerous 
 May be a skilled or unskilled attacker 
 Might be a former or current employee 

o Script Kiddies 
 Low-ǎƪƛƭƭŜŘ ŀǘǘŀŎƪŜǊǎ ǿƘƻ ǳǎŜ ƻǘƘŜǊΩǎ ǘƻƻƭǎ 

 Use freely available vulnerability assessment and hacking tools to 
conduct attacks 

o Capabilities 

 
 

Less technical knowledge is required to perform attacks because of the increased sophistication of hacking tools 
 



   

  CompTIA Pentest+ (Study Notes) 

 

https://www.DionTraining.com 12 

o What is the Intent? 
 Greed or monetary gain 
 Power, revenge, or blackmail 
 Thrills, reputation, or recognition 
 Espionage or political motivation 

o Threat Modeling 
 What threat are you trying to emulate? 

 Will you use open-source and openly available tools like a script kiddie, or 
create custom hacks like an Advanced Persistent Threat? 

 Will you be given insider knowledge or perform a white box penetration 
test? 

o Tiers of Adversaries 

 
 Target Selection 

o Target Selection 
 Internal or External 
 First-party or Third-party hosted 

 Physical 
 Users 
 SSIDs 
 Applications 

o Internal or External 
 Internal focuses on targets inside the firewall 

 Can be on-site or off-site 
 Logically internal 

 External focuses on publicly facing targets 
 Webservers in the DMZ 
 Outside the protected LAN 
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o First-party or Third-party 
 Are the targets hosted by the organization or by a third-party service 

provider? 
 DionTraining.com is hosted by Thinkific and might be outside the 

penetration test scope 
o Physical 

 Are we contracted to test physical security? 

 Should we attempt to break into the facility? 
o Users 

 Is social engineering authorized? 
 Are particular users being targeted or not considered part of the 

assessment? 
o Wireless and SSIDs 

 Is wireless pentesting being conducted? 
 !ǊŜ ŀƴȅ {{L5Ωǎ ƻǳǘ ƻŦ ǎŎƻǇŜΚ 

 Guest or public networks 
o Applications 

 Are we focused on a particular application? 
 Is a particular application mission critical and cannot be targeted? 

 Credit card processing system 
 Health care systems 

 Other Scoping Considerations 
o Whitelist vs Blacklist 

 Will your pentest systems be put on a list? 
 Whitelist will allow you access, but blacklist will prevent your system 

from connecting 

o Security Exceptions 
 Intrusion Prevention System (IPS) 

 Web Application Firewall (WAF) 
 Network Access Control 

 Certificate Pinning 
 Required if the organization relies on digital certificates as part of 

their security 
 Company policies 

o Risk 
 What is the risk tolerance of the organization? 
 Avoidance 

 Actions taken to eliminate risk completely 
 Transference 

 Risk is moved to another entity 
 Mitigation 
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 Controls and countermeasures are put into place 
 Acceptance 

 Risk is identified, analyzed, and within limits 
o Tolerance to Impact 

 What is the impact to operations going to be? 
 Balance the assessment needs with the operational needs of the 

organization by placing things in or out of scope 

 
o Schedule 

 ²ƛƭƭ ǘƘŜ ǘƛƳƛƴƎ ƻŦ ǘƘŜ ǇŜƴŜǘǊŀǘƛƻƴ ǘŜǎǘ ōŜ ƪƴƻǿƴ ōȅ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 
defenders? 

 Will it be performed during peak or off-peak hours? 

 What about holidays? 

 
 Scope Creep 

 Condition when a client requests additional services after the SOW 
and project scope have been agreed to and signed 

 How will scope be contained? 
 Document any changes to the scope of test  
 Recommend signing a change order to SOW 

 
More devices = More time = More resources 
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Domain 2 - Information Gathering and Vulnerability 
Identification 

 
 Info Gathering & Vulnerability Identification 

o Domain 2: Information Gathering and Vulnerability Identification 
 Conducting information gathering 

 Performing vulnerability scanning 
 Analyzing results of vulnerability scans 

 Leveraging information for exploitation 
 Weaknesses in specialized systems 

o What kinds of questions can I expect on test day? 
 CƛǊǎǘ о ƻōƧŜŎǘƛǾŜǎ ŀǊŜ άƎƛǾŜƴ ŀ ǎŎŜƴŀǊƛƻέ 
 hǘƘŜǊ н ƻōƧŜŎǘƛǾŜǎ ŀǊŜ άŜȄǇƭŀƛƴέ ƻƴƭȅ 
 ¸ƻǳ ŎƻǳƭŘ ǎŜŜ ŀ ǎƛƳǳƭŀǘƛƻƴ ƻƴ bƳŀǇΧ 
 Given a scenario, conduct information gathering using appropriate 

techniques. 

 Given a scenario, perform a vulnerability scan. 
 Given a scenario, analyze a vulnerability scan result. 

 Information Gathering 
o Reconnaissance 

 Systematic attempt to locate, gather, identify, and record information 
about a target 

 Also known as footprinting the organization 
 Techniques include: 

 Internet or open-source research 

 Social engineering 
 Dumpster diving 

 Email harvesting 
o What kind of information are we looking to find? 

 Phone numbers 
 Contact names 

 Email addresses 
 Security-related information 
 Information systems used 
 Job postings 
 Resumes 
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o Job Postings 
System Administrator II 

Government Contractors, LLC 

 

 
o Resumes 

 
o Reconnaissance Tools 

 Nslookup 

 Traceroute 
 Ping 

 Whois 
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 Domain Dossier 
 Email Dossier 
 Google 
 Social Networking 
 Discover.sh 
 Maltego 

o Putting It All ¢ƻƎŜǘƘŜǊΧ 

 ¸ƻǳΩǾŜ ŎƻƭƭŜŎǘŜŘ ŜȄŀƳǇƭŜǎ ƻŦ ŜƳŀƛƭǎΣ ƴŀƳŜǎΣ ǇƘƻƴŜ ƴǳƳōŜǊǎΣ ǎŜǊǾŜǊǎΩ 
addresses, documents, presentations, and more 

 Use the emails to draft potential spearphishing emails to be more 
realistic 

 ¦ǎŜ ǘŀǊƎŜǘΩǎ t5CΣ ²ƻǊŘΣ 9ȄŎŜƭΣ ŀƴŘ tƻǿŜǊtƻƛƴǘ ŦƛƭŜǎ ǘƻ Ŝmbed 
malware 

 Use real employee names, positions, and writing styles to mimic 
real email traffic 

o ¢ŀƪƛƴƎ Lǘ CǳǊǘƘŜǊΧ 
 Use domain name squatting 

 Targeting titancipher.com by using titancypher.com 
 Make the site look as close to the original as possible but host 

malware there 
 Identify any subdomains (developer sites, mail servers, etc.) for 

exploitation 
 Scanning and Enumeration 

o Scanning 
 Actively connecting to the system and get a response to identify open 

ports and services 

o Types of Scanning 
 Hosts 

 Systems 
 Networks 

 Computers 
 Mobile Devices 

 Applications 
 Printers 

o Enumeration 
 Actively connecting to the systems to determine open shares, user 

accounts, software versions, and other detailed info 
o Types of Enumeration 

 Hosts 

 Networks 
 Domains 
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 Users/Groups 
 Network shares 
 Web pages 
 Applications 
 Services 
 Tokens 
 Social networks 

o How Do We Scan and Enumerate? 
 Use specialized scanning/enumeration tools and public information 

sources 
 Fingerprinting 

o Fingerprinting 
 Identification of the operating system, service, software versions being 

used by a host 
o Banner Grabbing 

 Manual enumeration and fingerprinting 
 Use telnet or Netcat to connect to target host 

 Commonly used for FTP, SSH, Telnet, & HTTP  
o Packet Crafting 

 Also known as packet manipulation 
 Sending modified packet headers to gather information from a system or 

host 
 Tools: 

 Nmap 
 Netcat (nc) 
 Ncat (ncat) 

 Hping 
o Packet Inspection 

 Manual enumeration performed by analyzing the captured packets to 
determine information 

 Cryptographic Inspection 
o Cryptographic Inspection 

 Determine the encryption is being used during your information 
gathering 

 Do they have web servers with SSL or TLS? 
 What about Wireless Networks using WEP, WPA, WPA2, or a WPS 

handshake? 
 Are files encrypted on the network shares? 

o Certificate Inspection 

 Web-servers will identify the type of encryption they support (SSL 2.0, 
SSL 3.0, or TLS) 
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 Tools exists to automate this process 
SSLyze script comes with Kali Linux 

 Eavesdropping 
o Eavesdropping 

 Part of your information gathering can include eavesdropping on wired 
and wireless networks 

 Check if this is in the scope of your assessment 

 Radio Frequency monitoring can be performed to determine the type of 
devices used in the facility (Cellular, WiFi, Bluetooth, etc) 

 Radio frequencies can be captured and analyzed using specialized tools 
o Sniffing Network Traffic 

 Intercepts and logs network traffic that can be seen via the wired or 
wireless network interface 

 If you gain access to one host computer, you could use it to capture 
traffic on other parts of the network, too! 

o Packet Capture 
 Use Wireshark or TCPDump to conduct packet capturing of wired or 

wireless networks 
 Connect to a mirrored port to capture wired network traffic 

 Wireless networks can be captured and their encryption cracked to 
access the data using Aircrack-ng 

 Decompiling and Debugging 
o Decompiling 

 Reverse engineering of software using a decompiler 
 wŜǾŜǊǎŜǎ ǘƘŜ ǇǊƻŎŜǎǎŜǎ ƻŦ ŀ ŎƻƳǇƛƭŜǊ ōǳǘ ƴƻǘ ŀǎ ŎƭŜŀƴƭȅΧ 
 Decompilers cannot always turn executables back into their source code 

but can it back to byte code or assembly 
o Debugging 

 Used to identify and remove errors from hardware, software, or systems 
o Decompiling vs Debugging 

 Decompiling uses a static analysis of code 
 Debugging often uses a dynamic approach that allows code to be run 

 Code is run step by step through the program 
 Code can be run until a break point 

 Both techniques can be useful when conducting a penetration test or 
assessment of custom-built applications 

 Open Source Intelligence 
o Research Sources 

 Penetration testers must keep up to date on the latest techniques and 

vulnerabilities 
 Lots of different sources available and this lesson is not an exhaustive list 
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o CERT - Computer Emergency Response Team 
 https://www.us-cert.gov 

o JPCERT - WŀǇŀƴΩǎ /9w¢ 
 https://www.jpcert.or.jp/english/vh/project.html 

o NIST - National Vulnerability Database 
 https://nvd.nist.gov/ 

o CVE - Common Vulnerabilities & Exposures 

 https://cve.mitre.org/ 
o CWE - Common Weakness Enumeration 

 https://cwe.mitre.org/ 
o CAPEC - Common Attack Pattern Enumeration & Classification 

 https://capec.mitre.org/ 
o Full Disclosure - Mailing List from Nmap 

 http://seclists.org/fulldisclosure/ 
 Vulnerability Scans 

o Vulnerability Scans 
 Scans of a host, system, or network to determine what vulnerabilities 

exist 
 Numerous tools used by both defenders and attackers to identify 

vulnerabilities 
 Tools are only as good as their configuration 

o Credentialed vs Non-credentialed Scans 
 Credentialed scans 

 Scanner uses an authorized user or admin account 
 Closer to the system ŀŘƳƛƴƛǎǘǊŀǘƻǊΩǎ perspective 
 Finds more vulnerabilities 

 Non-credentialed scans 
 {ŎŀƴƴŜǊ ŘƻŜǎƴΩǘ have a user or admin account 

 /ƭƻǎŜǊ ǘƻ ǘƘŜ ƘŀŎƪŜǊΩǎ ǇŜǊǎǇŜŎǘƛǾŜ 
o Types of Scans 

 Discovery scan 
 Full scan 

 Stealth scan 
 Compliance scan 

o Discovery Scan 
 Least intrusive scan (like a ping sweep) 
 Used to create a network map to show connected devices in the 

architecture 
o Full Scan 

 In-depth scan including port, services, and vulnerabilities 
 Easy to see in network traffic when performed 
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o Stealth Scan 
 Conducts scans by sending a SYN packet and then analyzing the response 
 If SYN/ACK is received, the destination is trying to establish the 

connection (port is open) and the scanner sends a packet with RST 

 
o Compliance Scan 

 Used to identify vulnerabilities that may affect compliance with 
regulations or policies 

 Commonly setup as a scanning template in your vulnerability scanner 
(PCI-DSS) 

o QualysGuard Vulnerability Scanner 
o ¢ŜƴŀōƭŜΩǎ bŜǎǎǳǎ ±ǳƭƴŜǊŀōƛƭƛǘȅ {ŎŀƴƴŜǊ 
o wŀǇƛŘтΩǎ bŜȄǇƻǎŜ 
o OpenVAS (Open-source Scanner) 
o Nikto (Web Application Scanner) 

 Scanning Considerations 

o When Do You Run the Scans? 
 Scanning the systems can take up valuable resources and slow down the 

network 
 Are you trying to be sneaky? 

 When is the best time to run the scans? 
o What Protocols Will Be Used? 

 Each protocol scanned takes time/resources 
 Will you scan every port and services? 
 Consult scope of assessment and objectives 

o Where Do You Scan From? 
 Network topology is important, are you inside or outside the network? 

 PCI-DSS requires both internal and external scanning to be performed 
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o Bandwidth Limitations 

 How much bandwidth is dedicated to the scan? 

 Throttle the queries if needed 
 Nmap ςT option sets the timing 

o Fragile or Non-Traditional Systems 
 Should we scan these? 

 Should we exempt these? 
 Application and Container Scans 

o Application Scanning 
 Dynamic Analysis 

 Occurs while a program is running 
 Program is run in a sandbox and changed noted 

 Static Analysis 
 Performed in a non-runtime environment 
 Inspects programming code for flaws/vulnerabilities 

 Line by line inspection can be performed 
o Containers 

 Containers are like micro virtual machines 
 Each container is built from the base Operating System image with 

unique applications run on top of them 
 Requires less resources than a typical VM 
 Docker, Puppet, and Vagrant are examples 

o Containers Require Security 

 Containers still contain applications which can contain vulnerabilities 
 Still need to be scanned for vulnerabilities 

 If an OS vulnerability is found, it will apply to multiple containers 
(all based on same OS) and can lead to a large level of exploitation 
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 Analyzing Vulnerability Scans 
o Asset Categorization 

 Categorize by Operating System or function 
 Ideally, we identify high-value assets 

 Domain Controllers, Web Servers, Databases, etc. 
 Categorize by most vulnerabilities 
 Categorize by the most critical vulnerability 

o Adjudication 
 Must consider which vulnerabilities to attack 

 False positives 
 A vulnerability is identified by the scan but does not really exist on 

the system 
 False positive should be filtered out of your scans 

o Prioritize the Vulnerabilities 
 Consider the most critical vulnerabilities first 
 What target should we focus on first? 

o Common Themes 

 Analyze vulnerability scans for common themes that are recurring items 
 Vulnerabilities 

o Do the same vulnerabilities show up on many hosts? 
 Observations 

o Do you see the same types of operating systems and 
applications being used across the network? 

 Lack of best practices 
o Common misconfigurations 
o Weak passwords 

o Poor security practices 
o Logging disabled 

 Leverage Information for Exploit 
o Map Vulnerabilities to Exploits 

 Research vulnerabilities for items found during enumeration 
o Prioritize Efforts for Pentest 

 What will be attacked first?  
 What exploits will we use? 

 Do we need custom made exploits? 
 Does Metasploit or Nmap already have known exploits for the 

vulnerabilities? 
 Use the ΨǎŜŀǊŎƘΩ ŦǳƴŎǘƛƻƴ ƛƴ aŜǘŀǎǇƭƻƛǘ 

 Common Attack Techniques 

o Common Attack Techniques 
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 Before moving into exploitation, we need to understand the basics of 
attack techniques 

 Cross-compiling code 
 Exploit modification 
 Exploit chaining 
 Proof-of-concept development 
 Social engineering 

 Credential brute forcing 
 Dictionary attacks 

 Rainbow tables 
 Deception 

 Cross-compiling Code 
 Many pentesters use Kali Linux but many victim systems are 

Windows-based 
 Exploits for Windows can be compiled on Linux using tools like 

Mingw-w64 
 Exploit Modification 

 If the organization has added security, you may need to modify 
exploits to get past it 

 Encrypting or encoding an exploit to avoid detection by anti-virus 
 Exploit Chaining 

 Involves layering exploits in a series 
 Exploit chain example 

1. Bypass the firewall 
2. Gain access to user system 
3. Escalate privileges 

o Proof-of-Concept Development 
 New or custom exploits require testing before using in a pentest 

 Build a virtual machine based on the specifications you earned during 
enumeration 

o Social Engineering 
 Involves manipulating people to get information or to gain access 

 Often utilizes deception and lies 
o Credential Brute Forcing 

 Attempt to crack a password or authentication system to gain access 
 Attempt to crack passwords from a hash file 
 Conduct password guessing to login 

o Dictionary Attack 
 Brute force attack that uses a dictionary of commonly used usernames 

and passwords 



   

  CompTIA Pentest+ (Study Notes) 

 

https://www.DionTraining.com 25 

 Weak passwords and passwords from previous data breaches make a 
great list 

o Rainbow Tables 
 Pre-computed hash values of known usernames and passwords used for 

offline password file cracking 
 Weakness in Specialized Systems 

o ICS, SCADA, and PLC 

 Industrial Control Systems 
 Supervisory Control and Data Acquisition 

 Programmable Logic Controller 
o Mobile Devices 

 Lack of updates (especially Android) 
 Root/Jailbreak (especially iPhone) 
 3rd party applications 
 Bluetooth, NFC, and WiFi 
 Lack of Mobile Device Management in smaller organizations 

o Internet of Things (IoT) 

o Embedded Devices 
 Contains a special purpose computing system 

 ICS/SCADA contain embedded devices  
 Cars also contain embedded devices 

o Point-of-Sale (POS) Systems 
 Used as registers in stores and restaurants 

o Biometrics 
 CƛƴƎŜǊǇǊƛƴǘ ǊŜŀŘŜǊǎ ŀƴŘ ƻǘƘŜǊ ōƛƻƳŜǘǊƛŎǎ ŀǊŜƴΩǘ ŦƻƻƭǇǊƻƻŦ ǎŜŎǳǊƛǘȅ 

measures 

o Application Containers 
 Containers rely on the same underlying operating system 

 Breaking out of a container can allow attackers to break into other 
systems 
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 Real-Time Operating System (RTOS) 
 Usually found in embedded systems 
 Security is not a primary concern during their development 
 Usually a stripped-down version of Linux 
 Uses limited resources on the machine and can be subjected 

easily to attacks 
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Domain 3 - Attacks and Exploits 
 

 Attacks and Exploits 
o Domain 3: Attacks and Exploits 

 Social engineering attacks 
 Network, wireless/RF, application, and local host exploitation 

 Physical security attacks 
 Post-exploitation techniques 

o What kinds of questions can I expect on test day? 
 aŀƧƻǊƛǘȅ ŀǊŜ άƎƛǾŜƴ ŀ ǎŎŜƴŀǊƛƻέ 

 ά/ƻƳǇŀǊŜ ŀƴŘ /ƻƴǘǊŀǎǘέ ǎƻŎƛŀƭ ŜƴƎƛƴŜering attacks 
 ά{ǳƳƳŀǊƛȊŜέ ǇƘȅǎƛŎŀƭ ǎŜŎǳǊƛǘȅ ŀǘǘŀŎƪǎ 

 Social Engineering 

o Phishing 
 Victims are contacted by email, telephone, or text message by someone 

posing as a legitimate organization 
 Lures people into providing sensitive data 

 Personal identifiable information 
 Banking information 

 Passwords 
o Spear Phishing 

 Occurs when an attacker creates a message to appeal to a specific 
individual 

o Whaling 
 Form of spear phishing that directly targets the CEO, CFO, CIO, CSO, or 

other high-value targets 
o SMS Phishing 

 Short Message Service 
 Phishing that occurs over text message 

o Vishing (Voice Phishing) 
 Phishing that occurs over a telephone 
 Involves calling someone and pretending you are someone else 

o Elicitation 

 
 Usually uses a series of questions to get employees to tell you valuable or 

sensitive information 
 If you can compromise one email account then you can elicit more 

information from other employees by acting like that person 
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 ¢Ƙƛǎ ƛǎ ȅƻǳǊ ōƻǎǎΩǎ ōƻǎǎ ŀƴŘ L ƴŜŜŘ ȅƻǳ ǘƻ ǎŜƴŘ ƳŜ ǘƘŜ ǉǳŀǊǘŜǊƭȅ 
ŦƛƴŀƴŎƛŀƭǎΧ 

o Interrogation 
 Interviews used by law enforcement, military, or intelligence agencies 
 tŜƴǘŜǎǘŜǊǎ ǿƻƴΩǘ ƎŜƴŜǊŀƭƭȅ ǳǎŜ ǘƘƛǎ ǘŜŎƘƴƛǉǳŜΧ 

o Impersonation 
 Act of pretending to be someone else in order to gain access or gather 

information 
o Shoulder Surfing 

 Reading the screen of another user 
 Looking at a user entering a PIN or password 

o USB Key Drop 
 Pentester loads up a USB with malware, backdoors, or a keylogger 
 Drop the USB drive in the parking lot near the organization 

 Motivation Factors 
o Authority 

 People are more willing to comply with a request when they think it is 

coming from someone in authority 
 CEO or manager 

 Important client 
 Government agencies 

 Financial institutions 
o Urgency 

 IǳƳŀƴǎ ǿŀƴǘ ǘƻ ǇƭŜŀǎŜ ƻǘƘŜǊǎ ōȅ ƴŀǘǳǊŜΧ 
 We want to be ƘŜƭǇŦǳƭΧ 
 I only have a few minutes before the big presentation, can you print this 

for me? 
o Social Proof 

 Social engineering through Facebook or Twitter can be useful 
 Lots of Likes or Shares add to social proof 

 People are more likely to click the link 
 We crave social group interaction and have a need to be included 

 Sometimes we don't fully understand what the inclusion means for us or 
why we are performing an action 

o Scarcity 
 Technique that works well to get people to act fast 
 Signup now for a ǎǇŜŎƛŀƭ ƻŦŦŜǊΧ ǎǳǇǇƭƛŜǎ ŀǊŜ ƭƛƳƛǘŜŘΗ 

o Likeability 
 Social engineers are friendly and likeable 

 People will want to help them 
 Find common ground and shared interests 
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o Fear 
 LŦ ȅƻǳ ŘƻƴΩǘ Řƻ ψψψψψ ǘƘŜƴ ψψψψψψ ǿƛƭƭ ƘŀǇǇŜƴ 

Use threats or demands 
 Anti-virus scams & Ransomware are examples 

 Physical Security Attacks  
o Piggybacking/Tailgating 

 Occurs when a pentester follows an authorized individual into a secure 

location 
 Authorized person may or may not be complicit 

o Fence Jumping 
 Fences provide a physical security boundary for the organization 
 Pentester can go over (or under) a fence to avoid a checkpoint 

o Dumpster Diving 
 Pentester looks through the trash of an organization 
 Looking for paperwork, disks, USB drives, badges, files, manuals 

o Lock Picking 
 Many areas that the pentester needs access to are locked 

 Learning lock picking is a valuable skill  
for a pentester who focuses on physical security 

o Lock Bypass 
 Pentester could jam a lock or bypass it by manipulating the locking 

function 
 Stop a door from being shut fully by inserting a spacer or wedge 

o Egress Sensor 
 Door will automatically unlock and open when a person approaches 
 Sensors could be tricked to allow the door to be opened 

 {ƻƳŜ ƻŦ ǘƘŜǎŜ άŦŀƛƭ ƻǇŜƴέ ǿƘŜƴ ǇƻǿŜǊ ƛǎ ƭƻǎǘ 
o Badge Cloning 

 Identification badges are required by many organizations 
 Snap a photo using a digital camera and reproduce the security badge 

 ²ƻǊƪǎ Ǿƛǎǳŀƭƭȅ ōǳǘ ǿƻƴΩǘ ƳŀƪŜ ƛǘ Ǉŀǎǘ ŀ ǊŜŀŘŜǊ 
 Badge cloners can reproduce magnetic swipe  

  or RFID badges 
 Network-based Vulnerabilities 

o NETBIOS Name Service 
 Often called WINS on Windows systems 
 NetBIOS Name Service (NBNS) is part of the NetBIOS-over-TCP protocol 

suite 
 Serves much the same purpose as DNS to translate human-readable 

names to IP addresses using a 16-character (ASCII) name 
 NETBIOS name is the host name of a system 
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o Link-Local Multicast Name Resolution (LLMNR) 
 Protocol based on the DNS packet format allowing both IPv4 and IPv6 

hosts to perform name resolution for hosts on same local link 
 Often used when there is not DNS server on the network 
 Included in Windows Vista and newer versions 
 Linux implements LLMNR using system 
 Useful when a temporary network is created, such as Ad-Hoc WiFi 

networks 
o Server Message Block (SMB) 

 Transport protocol used by Windows machines for many purposes 
 File sharing 
 Printer sharing 
 Access to remote Windows services 

 Operates over TCP ports 139 and 445 
 EternalBlue exploits and WannaCry ransomware utilized flaws in the SMB 

protocol 
o Simple Network Management Protocol (SNMP) 

 Three versions of SNMP exist 
 SNMPv1 has port security and includes authentication using a shared 

άŎƻƳƳǳƴƛǘȅ ǎǘǊƛƴƎέ ǎŜƴǘ ƛƴ ŎƭŜŀǊǘŜȄǘ ǿƘŜƴ ǎŜǘ ǘƻ άǇǳōƭƛŎέ 
 Community string operates like a password and is valid for EVERY node 

on the network 
o Simple Mail Transfer Protocol (SMTP) 

 Internet standard for electronic mail transmissions 
 Focus can be on: 

 Direct exploits of the protocol 

 Using open relays 
 Using local relays 

 Phishing attacks 
 SPAM 

o File Transfer Protocol (FTP) 
 Was the internet standard for file sharing? 

 Insecure protocol that sends data and authentication in cleartext over 
the network 
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 DNS Poisoning 

 
o DNS Cache Poisoning 

 Works like DNS poisoning but the poisoning occurs in the DNS cache of 
the local computer or server 

o Pass the Hash 
 Attack against the NT LAN Manager (NTLM) authentication system 

 Attacker steals a hashed user credential and reuses it in the Windows 
authentication system to create a new authenticated session 

o Man-in-the-Middle 
 ARP spoofing 
 Replay 

 Relay 
 SSL stripping 

 Downgrade 
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o ARP Spoofing 

 Attacker sends falsified ARP messages over the local area network 
 wŜǎǳƭǘǎ ƛƴ ǘƘŜ ŀǘǘŀŎƪŜǊΩǎ a!/ ōŜƛƴƎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ǘƘŜ Lt ƻŦ ŀ valid 

computer 

 
o Replay 

 Attack occurs when valid data is captured by an attacker and is repeated 
or delayed 

 For example, they could capture a wireless authentication handshake and 

replay it to gain access to the wireless network as an authenticated client 
o Relay 

 Attack occurs when the attacker is able to become the man-in-the-middle 
and acts as a middle man in a communication session 

 
 

o SSL Stripping 
 !ǘǘŀŎƪ ǿƘŜǊŜ ŀ ǿŜōǎƛǘŜΩǎ ŜƴŎǊȅǇǘƛƻƴ ƛǎ ǘǊƛŎƪŜŘ ƛƴǘƻ ǇǊŜǎŜƴǘƛƴƎ ǘƘŜ ǳǎŜǊ 

with a HTTP connection instead of a HTTPS connection 

o Downgrade 
 Attack that attempts to have a client or server abandon a higher security 

mode to use a lower security mode 
 TLS 1.2 is more secure than SSL 2.0 

 Downgrade attack will cause session to attempt to establish an 
SSL 2.0 connection 

o Denial of Service 
 Called a stress test in penetration testing 
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 Attack that denies resources or a service to an authorized user by 
exhausting resources 

 Distributed Denial of Service is a variant of this 
o Network Access Control (NAC) Bypass 

 NAC can prevent you from gaining access to the network 
 NAC can often be bypassed by spoofing the MAC address of a VOIP 

device 

 Manȅ ±hLt ŘŜǾƛŎŜǎ ŘƻƴΩǘ ǎǳǇǇƻǊǘ улнΦмȄ 
 Their MAC addresses are often whitelisted for NAC 

o Virtual Local Area Network (VLAN) Hopping 
 VLANs are often used as logical separation  
 Attack host on a different VLAN to gain access 
 Double tagging the VLAN tag in 802.1Q 
 Switch Spoofing 

 Attempt to auto negotiate with a targeted switch by setting your 
device to act as a switch 

 Switches get copies of all VLAN traffic and separate them based 

on tags 
 Wireless-based Vulnerabilities 

o Wireless-based Vulnerabilities 
 Evil Twin 

 Deauthentication attacks 
 Fragmentation attacks 
 Credential harvesting 
 WPS implementation weakness 
 Bluejacking 

 Bluesnarfing 
 RFID cloning 

 Jamming 
 Repeating 

o Evil Twin 
 Rogue access point that appears to be legitimate but is setup to 

eavesdrop on wireless communication 
 Karma Attack 

 Karma Attacks Radio Machines Automatically 
 Devices listen for SSID requests and respond as if they 
 were the legitimate access point 

 Deauthentication (DeAuth) Attack 
 Type of denial of service that targets communication between a 

user and a wireless access point 
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o Fragmentation Attack 
 Attacker exploits a network by using datagram fragmentation 

mechanisms against it 
 A small amount of keying material is obtained from the packet then 

attempts to send ARP and/or LLC packets with known content to the 
access point (AP) 

 If the packet is successfully echoed back by the AP then a larger amount 

of keying information can be obtained from the returned packet 
o Credential Harvesting 

 Attack that focuses on collecting usernames and passwords from its 
victims 

 In wireless, this is usually performed by creating a fake Captive Portal 
 ESPortalV2 can be used to setup a fake portal and redirect all WiFi 

devices connected to the portal for authentication 
o WPS Implementation Weakness 

 Wi-Fi Protected Setup (WPS) uses a push button configuration method to 
setup devices 

 Uses an 8-digit WPS Pin to configure them 
 Can be easily brute force attacked because the PIN is authenticated by 

breaking it in two 
 Reaver and Bully are common attack tools 

o Bluetooth Attacks 
 Bluejacking 

 Sending unsolicited messages over Bluetooth to Bluetooth-
enabled devices such as mobile phones, PDAs, or laptops 

 Bluesnarfing 

 Theft of information from a wireless device through a Bluetooth 
connection 

o RFID Cloning 
 Attacker captures the Radio Frequency (RF) signal from a badge or device 

and can copy it for reuse 
o Jamming 

 Wireless denial of service attack that prevents devices from 
communicating with each other by occupying taking over frequency 

o Repeating 
 Used to capture the existing wireless signal and rebroadcast it to extend 

the range 
 If not properly configured by the network administrators, this can be an 

attack vector 
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o Fake Cellphone Towers 
 Used to capture the International Mobile Subscriber Identity (IMSI) 

number 
 Can be used to create a man-in-the-middle 

 
 

o Wireless (Wi-Fi) Attack Tools 

 AirCrack-ng is the most popular suite of tools 
 Monitoring 
 Attacking 
 Testing 

 Cracking 
 Application-based Vulnerabilities 

o Application-based Vulnerabilities 
 Injections 

 Authentication 
 Authorization 

 Cross-site scripting (XSS) 
 Cross-site request forgery (CSRF/XSRF) 
 Clickjacking 

 Security misconfiguration 
 File inclusion 

 Unsecure coding practices 
o Injection Attacks 

 Insertion of additional information or code via a data input from a client 
to the application 

 Most commonly done as SQL inject, but can also be HTML, Command, or 
Code 

 Prevent this through input validation and using least privilege for the 
databases 

o SQL Injection (Structured Query Language) 


