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About Me

Manager, Deloitte Advisory
Cyber Risk Services
Denver, CO

Prior:
NERC / ES-ISAC: Cybersecurity Specialist [CRISP Program Manager]
US Department of Energy: Infrastructure Analyst [ES-C2M2, RMP]

ES-C2M2 Experience:

= Member of the ES-C2M2 development team while at DOE

= Conducted over a dozen assessments using the ES-C2M2
= ES-C2M2 program manager prior to leaving DOE

Deloitte Advisory Experience:

= Supported the NERC CIP v5 implementation at a large IOU

= Responsible for strengthening cybersecurity programs through
governance, policies, procedures and implementation of cybersecurity
technologies

2 Copyright © 2016 Deloitte Development LLC. All rights reserved.



Why was the ES-C2M2 developed?

ELECTRICITY SUBSECTOR
CYBERSECURITY CAPABILITY MATURITY MODEL (ES-C2M2)

History:

» Developed by DOE in partnership with DHS and collaboration
with industry experts ersen

« Conducted over a dozen pilot evaluations with utilities during
development

» Briefed to White House staff and released in May 2012

Purpose:

« Strengthen cybersecurity capabilities in the electricity subsector

« Enable utilities to effectively and consistently evaluate and benchmark cybersecurity
capabilities

« Share knowledge, best practices, and relevant references within the subsector as a
means to improve cybersecurity capabilities

« Enable utilities to prioritize actions and investments to improve cybersecurity
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Overview of the Model
Structure

Model contains 10 domains

Approach Objectives

Practices at MIL1

Practices at MIL2

Practices at MIL3

Management Objective

Practices at MIL2

Practices at MIL3

(one or more per domain)
Unigue to each domain

Approach objectives are
supported by a progression of
practices that are unique to
the domain

(one per domain)
Similar in each domain

Each management objective is
supported by a progression of
practices that are simifar in
each domain and describe
institutionalization activities
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Overview of the Model

Domains
Domain Abbreviation
Asset, Change, and Configuration Management ACM
Cybersecurity Program Management CPM
Supply Chain and External Dependencies Management EDM
Identity and Access Management IAM
Event and Incident Response, Continuity of Operations IR
Information Sharing and Communications ISC
Risk Management RM
Situational Awareness SA
Threat and Vulnerability Management TVM
Workforce Management WM
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Overview of the Model
Maturity Indicator Level (MIL)

Level

Characteristics

MILO

e Practices are not performed

MIL1

e |nitial practices are performed but may be ad hoc

MIL2

Institutionalization characteristics:

e Practices are documented

o Stakeholders are identified and involved

e Adequate resources are provided to support the process

e Standards or guidelines are used to guide practice implementation
Approach characteristic:

e Practices are more complete or advanced than at MIL1

MIL3

Institutionalization characteristics:

Activities are guided by policy (or other directives) and governance

Policies include compliance requirements for specified standards or guidelines
Activities are periodically reviewed for conformance to policy

Responsibility and authority for practices are assigned to personnel

Personnel performing the practice have adequate skills and knowledge
Approach characteristic:

e Practices are more complete or advanced than at MIL2

Copyright © 2016 Deloitte Development LLC. All rights reserved.



Overview of the Model
Putting it together

Domain: Identity and Access Management

Purpose: Create and manage identities for entities that may be granted logical or physical access to the
organization’s assets. Control access to the organization’s assets, commensurate with the risk to critical
infrastructure and organizational objectives.

Objectives:

1. Establish and Maintain Identities

2. Control Access

3. Management Activities

2. Control Access

MILT &

Access requirements, including those for remote access, are determined (access requirements are
associated with assets and provide guidance for which types of entities are allowed to access the
asset, the limits of allowed access, and authentication parameters)

Access is granted to identities based on requirements

Access is revoked when no longer required

MIL2

~@alo o

Access requirements incorporate least privilege and separation of duties principles

Access requests are reviewed and approved by the asset owner

Root privileges, administrative access, emergency access, and shared accounts receive additional
scrutiny and monitoring

MIL3

= @

Access privileges are reviewed and updated to ensure validity, at an organizationally defined frequency
Access to assets is granted by the asset owner based on risk to the function
Anomalous access attempts are monitored as indicators of cybersecurity events
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Overview of the Model
Output

Total Number of Practices for

Scorin g Repo rt that Domain (cumulative)

MIL3

MiL2

MIL1

M Fully implemented M Partially implemented
0 Largely implemented B Not implemented
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Example

Function: Identify

Develop the organizational understanding to manage cybersecurity risk to systems,
assets, data, and capabilities.

Category

Subcategory

Informative References

Governance (ID.GV): The
policies, procedures, and
processes to manage and monitor
the organization s regulatory,
legal, risk, environmental, and
operational requirements are
understood and inform the

management of cybersecurity
risk.

ID.GV-1: Organizational information
security policy 1s established

COBIT 5 APO01.03, EDMO01.01. EDMO01.02
ISA 62443-2-1:20094326

ISO/IEC 27001:2013A511

NIST SP 800-53 Rev. 4 -1 controls from all

families

ID.GV-2: Information security roles &
responsibilities are coordinated and aligned
with internal roles and external partners

COBIT 5 APO13.12

ISA 62443-2-1:2009 43233
ISO/AEC 27001:2013A61.1.A721
NIST SP 800-53 Rev. 4 PM-1, PS-7

ID.GV-3: Legal and regulatory
requirements regarding cybersecurity,

COBIT 5 MEAO3.01. MEAO3.04
ISA 62443-2-1:2009 4437
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Alignment with the NIST Framework
Mapping ES-C2M2 to the NIST Framework

Function: Protect
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Framework Core

C2M2 Practices

Category Subcategory MIL 1 MIL 2 MIL3
Access Control (AC): PR.AC-1: Identities and IAM-1a IAM-1d RM-1c
Access to assets and credentials are IAM-1b [AM-1e IAM-1g
associated facilities is managed for authorized IAM-1c [AM-1f
limited to authorized devices and users
USERS, processes, or PR.AC-2: Physical access IAM-2a | IAM-2d | 1AM-2g
devices, and to to assets is managed and IAM-2b IAM-2e
authorized activities and protected IAM-2¢ |AM-2f
transactions.
PR.AC-3: Remote access is IAM-2a |AM-2d IAM-2g
managed IAM-2b IAM-2e
IAM-2c [AM-2f
PR.AC-4: Access IAM-2d
permissions are managed,
incorporating the
principles of least
privilege and separation
of duties
PR.AC-5: Network CPM-3a | CPM-3b CPM-3d
integrity is protected, CPM-3c
incorporating network
segregation where
appropriate

ENERGY SECTOR CYBERSECURITY
FRAMEWORK IMPLEMENTATION
GUIDANCE
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Contact Info:

Matt Light

Deloitte Advisory, Cyber Risk
Denver, CO
mlight@Deloitte.com
303-917-1413
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Deloitte

This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting,
business, financial, investment, legal, tax, or other professional advice or services. This presentation is not a substitute for such
professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before
making any decision or taking any action that may affect your business, you should consult a qualified professional advisor.

Deloitte shall not be responsible for any loss sustained by any person who relies on this presentation.
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NIST Framework

Framework Implementation Approach

Step 1: Prioritize
and Scope

Step 7: Implement
Action Plan

Step 6: Determine,
Analyze, and
Prioritize Gaps

Step 2: Orient

Step 3: Create a
Current Profile

Step 5: Create a Step 4: Conduct a
Target Profile Risk Assessment

14
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NIST Framework
Tier vs. MIL

Framework C2M2 Reference
Implementation Tier Category Characteristics
Tier MIL 1 MIL 2 MIL3
Tier 2: Risk Risk management practices RM-3a*
Risk Informed Management are approved by management RM-3b*
Process but may not be established as

organizational-wide policy.

Prioritization of cybersecurity RM-1c
activities is directly informed
by organizational risk
objectives, the threat
environment, or
business/mission
requirements.

Integrated Risk | There is an awareness of RM-2a
Management cybersecurity risk at the RM-2b
Program organizational level but an

organization-wide approach to
managing cybersecurity risk
has not been established.

Risk infarmed, management - CPM-2a RM-3a RM-1c
approved processes and CPM-2b RM-3b
procedures are defined and RM-3c

implemented, and staff has
adequate resources to
perform their cybersecurity
duties.

Cybersecurity information is ISC-1a
shared within the organization
on an informational basis.

External The organization knows its EDM-1a ISC-1c
Participation role in the larger ecosystem, EDM-1b
but has not formalized its
capabilities to interact and
share information externally.

*As described in the Framework, these Tier characteristics correspond to the specified C2M2 practices
performed in an ad hoc manner.
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POSITIVE
ENERGY
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Integrated Security

WITH ALLYOUR POWER -F WHAT WOULD YOU DO?
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POSITIVE

Security at OGE - Agenda ENERGY

T THER

» Program Vision

» Integrated Security Capabilities
» Roadmap & Closing Gaps

» Measuring success

» Key Take Aways

OGE




. .. POSITIVE
Security Vision ENERGY

T THER

OGE Security will be aware of its  Advantages of C2M2
adversaries (threats) with an
effective prevention, detection,
defense and response strategy.
Security will protect personnel > Measure success
and also those cyber and physical

assets enabling OGE’s business

and operational capabilities. strategy to Board of
Directors and other senior

leaders.

» Establish long-term
investment strategy

» Communicate direction and

POSITIVE

ENERGY
T THER



Integrated Security Capabilities ENERGY

T THER

The starting point was to identify the rudimentary capabilities of successful security
programs

OGE Integrated Security Model
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POSITIVE
Current state/future state ENERGY

TOGETHER
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OGE has matured its security capabilities using a
prioritized approach since 2013

Based on security maturity dimensions established by the Department of Energy

Risk Mgmt

Asset Mgmt
Security Program __—

m EQY 2020
Target

m EQY 2016
Planned

2013 Model developed with onsite
guidance from DOE.

Workforce \Access Mgmt EOY 2015

Actual

m EQY 2014
Actual

mEQY 2013
Actual

» Threat Mgmt

Dependencies :
(Supply Chain)

" Situational
Awareness

Incident
Response

Information Sharing
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POSITIVE

Key Takeaways ENERGY

T THER

» Extend C2M2 to allow for the Integration of cyber and physical
security.

>Develop a long-term strategy using a tool like C2M2 is key to a
successful program.

>Using C2M2 for communicating to senior leaders has proven
guite beneficial.

>Apply C2M2 to all initiatives, e.g. compliance, NERC Alerts,
projects to counter threats & eliminate vulnerabillities, etc.

» Use of C2M2 requires a long-term commitment by security
leaders.

OG'E
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ENERGY
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Questions?

WITH ALLYOUR POWER -F WHAT WOULD YOU DO?
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