
Electricity Subsector 
Cybersecurity Capability Maturity Model 
(ES-C2M2)

A Brief Overview

SPP RE Workshop
May 24, 2016



1 Copyright © 2016 Deloitte Development LLC. All rights reserved.

Agenda

 About Me

 Brief History: Why was the ES-C2M2 Developed?

 Overview of the Model

 Alignment with the NIST Framework

 Questions



2 Copyright © 2016 Deloitte Development LLC. All rights reserved.

ES-C2M2 Experience:

 Member of the ES-C2M2 development team while at DOE

 Conducted over a dozen assessments using the ES-C2M2

 ES-C2M2 program manager prior to leaving DOE

Deloitte Advisory Experience:

 Supported the NERC CIP v5 implementation at a large IOU

 Responsible for strengthening cybersecurity programs through 
governance, policies, procedures and implementation of cybersecurity 
technologies

About Me
Manager, Deloitte Advisory
Cyber Risk Services
Denver, CO

Prior:
NERC / ES-ISAC: Cybersecurity Specialist [CRISP Program Manager]
US Department of Energy: Infrastructure Analyst [ES-C2M2, RMP]
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Brief History
Why was the ES-C2M2 developed?

Purpose:

• Strengthen cybersecurity capabilities in the electricity subsector
• Enable utilities to effectively and consistently evaluate and benchmark cybersecurity 

capabilities
• Share knowledge, best practices, and relevant references within the subsector as a 

means to improve cybersecurity capabilities
• Enable utilities to prioritize actions and investments to improve cybersecurity

History:

• Developed by DOE in partnership with DHS and collaboration 
with industry experts

• Conducted over a dozen pilot evaluations with utilities during 
development

• Briefed to White House staff and released in May 2012
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Overview of the Model
Structure
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Overview of the Model
Domains
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Overview of the Model
Maturity Indicator Level (MIL)
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Overview of the Model
Putting it together

Domain: Identity and Access Management
Purpose: Create and manage identities for entities that may be granted logical or physical access to the 
organization’s assets. Control access to the organization’s assets, commensurate with the risk to critical 
infrastructure and organizational objectives.

Objectives:
1. Establish and Maintain Identities
2. Control Access
3. Management Activities
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Overview of the Model
Output

Scoring Report
Total Number of Practices for 

that Domain (cumulative)
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Alignment with the NIST Framework
Example

Function: Identify

Category Subcategory Informative References

Develop the organizational understanding to manage cybersecurity risk to systems, 
assets, data, and capabilities. 
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Alignment with the NIST Framework
Mapping ES-C2M2 to the NIST Framework

Function: Protect
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Questions?

Contact Info:

Matt Light
Deloitte Advisory, Cyber Risk
Denver, CO
mlight@Deloitte.com
303-917-1413

mailto:mlight@Deloitte.com


This presentation contains general information only and Deloitte is not, by means of this presentation, rendering accounting,
business, financial, investment, legal, tax, or other professional advice or services. This presentation is not a substitute for such 
professional advice or services, nor should it be used as a basis for any decision or action that may affect your business. Before 
making any decision or taking any action that may affect your business, you should consult a qualified professional advisor.

Deloitte shall not be responsible for any loss sustained by any person who relies on this presentation.

Copyright © 2016 Deloitte Development LLC. All rights reserved.
Member of Deloitte Touche Tohmatsu Limited
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Backup Slides
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NIST Framework
Framework Implementation Approach
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NIST Framework
Tier vs. MIL
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Security Vision

OGE Security will be aware of its 
adversaries (threats) with an 
effective prevention, detection, 
defense and response strategy. 
Security will protect personnel 
and also those cyber and physical 
assets enabling OGE’s business 
and operational  capabilities. 

Advantages of C2M2

 Establish long-term 
investment strategy

 Measure success

 Communicate direction and 
strategy to Board of 
Directors and other senior 
leaders. 
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Integrated Security Capabilities

The starting point was to identify the rudimentary capabilities of successful security 
programs
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Current state/future state
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OGE has matured its security capabilities using a 
prioritized approach since 2013
Based on security maturity dimensions established by the Department of Energy

2013 Model developed with onsite 
guidance from DOE.



Key Takeaways

Extend C2M2 to allow for the integration of cyber and physical 
security.

Develop a long-term strategy using a tool like C2M2 is key to a 
successful program.

Using C2M2 for communicating to senior leaders has proven 
quite beneficial.

Apply C2M2 to all initiatives, e.g. compliance, NERC Alerts, 
projects to counter threats & eliminate vulnerabilities, etc.

Use of C2M2 requires a long-term commitment by security 
leaders.
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Questions?
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