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Who we are oc} FBNW

A Old-school network geeks,
working as security researchers for

A Germany based ERNW GmbH
A Independent
A Deep technical knowledge
A Structured (assessment) approach
A Business reasonable recommendations
A We understand corporate

A Blog: www.insinuator.net

A Conference: www.troopers.de
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Introductory notes oc} FBNW

AYes, we changed the ta/ids titdl

Altoéds pretty much the ont ent
(why did you change it then?!*)
Aé but a different |ine the stoc

A Given the sensitivity of the material some severe NDAs kick in.
And being responsi bl e researche
Ni nnocent parties I n the I ntern

A Still the main message of this presentation is b as in most of our
talksbt o provide some Afrom t heoJ)yy

AFor the record: whersysadmindsertas
of ficero, these potentially des
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Agenda oc} FBNW

A Intro & Basics
A Some notes on 3G security research

A Some notes on 4G security research

A Conclusions

B/< :
O
D
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o-(® ) ERNW

providing security.

The setting

Almagine
a bunch of hackefs security svstaattess
wanting to get into $SOME_TOPIC.

AWhere this topic is
securi tyn.
A From an infrastructure perspective.

A We do not (yet) understand very much of mobile terminals, at least not
when it comes to the baseband controller stacks.

A And quite some research has already been performed (TSTF et.al.).
AHi Philippe! Sorry for not being abl g t

A How would you tackle the task?
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The traditional way oc} FBNW

A Read the specs & try to understand the big picture

19¢
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Standards oc} FBNW

A In mobile telco world everything standardized by 3GPP

A 3GPP: collaboration between groups of telco standard orgs
AWhich Atype of documentso do-) you

A 3GPP standards structured as/bundled in releases

A 1992: Phase 1 (GSM)
A 2000: Release 99 incl. first specification of 3G UMTS SE_ |
A 2008: Release 8 incl. first specification of LTE stuff ==

AAt times, 3GPP standadds
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providing security.

2G/3G ‘8@ ERNW

UTRAN Core Network
Node B
RNC MSC/NLR —————  GMSC K
Node B <

OAM other

HLR  AuC ‘ Wireless
SMSC Networks
BTS /\ B
BSC 2 —— SGSN — GGSN I<
u
TS ntermet
niterne
GERAN corporate
networks
RAN: Radio Access Network  RNC: Radio Network Controller MSC: Mobile Switching Center AuC: Authentication Center SourGsPP

UTRAN: UMTS BAS: Base Transceiver Station VLR: Visitor Location Register OAM: Operation Administration & Maintenance
GERAN: GSM Enhanced RAN BSC: Base Station Controller =~ GMSC: Gatewa@MISC. Short Message Service Center
PCUPaket Control Unit HLRHome Location Register GSNGPRS Suplooid 3GGSN: Serving/Gateway GSN
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o-(® ) ERNW

GTP d providing security.

A GPRS Tunneling Protocol

A IP-based protocol initially used
to carry GPRS within GSM and

UMTS networks.
A Plays major role in 4G networks as well.

A Three variants
A GTP-C used for control plane (signaling)
A GTP-U used for user data
A G T Puéed for charging data
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GTP Oc_f ERNW

A GTP-C
A Control section of the GTP standard
A In 3G used for signaling between SGSN and GGSN

A Activates and deactivates GTP sessions /
A In roaming scenarios this happens between different operators.

A GTP-U

A Used for data transport between the RAN and the core network

ACan tunnel packets in several for
AGTPG6

A Used in 3G for transmitting charging data from the CDF to the CGF.
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GTP Header oc} FBNW

A The GTP Header
A GTPv1

Bit 0-2 3 4 5 6 7 8-15 16-23 24-31
. Protocol Extension Sequence N-PDU
Version Type Reserved Header Flag | Number Flag | Number Flag Message Type Total length
TEID
Sequence number N-PDU number Next extension header type

A GTPVv2

Bit 0-2 3 4 5-7 8-15 16-23 24-31
. Piggybacki | TEID flag
Version ng flag (P) M) Spare Message Type Total length

TEID (only present if T=1)

Sequence number Spare
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Some GTP message types oc} FBNW

A GTP-C provides messages for
A\ Echo

Create/Update/Delete/Initiate PDP Context
PDU Notification

Send Routing Information

Failure Report

Note MS/MS info

Identification

SGSN Context

Forward Relocation

Forward SRNS Context

RAN information

MBMS Notification/Context/(De-)Registration/Session

I D D D D D> D D
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o-(® ) ERNW

GTP from a security perspective o oroviding sacurlty

A Unauthenticated protocol

A No inherent security properties ,‘ | -
A Trusted environment assumed S——

Ve

Als used to perform

ASession establishment (

A Forwarding of packets
A Charging related stuff

A All these functions rely on certain protocol fields
A Presumably only known to valid peers... which are isolated anyway...
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On the road... oc} FBNW

A Read the specs & try to understand the big picture J

A Build a lab
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Build a lab oc} !EBQ.NW

A This wasl/is not an easy task.

A Even for an organisation like us
disposing of quite_some_hardware
and being populated by guys with
an addiction for fancy_devices.

A Actually we initially wasted
guite some money on ebay.

A OpenGGSN was not regarded as a feasible option either.
A Does not support many features/functions.

A After some digging around & cycles, we found out...
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GTP on 7200VXR Oc_f ERNW

A 7200 is capable of serving as GGSN in a 3G net
A Special image needed T ra—

A service gprs ggsh config command

A Once activated, device opens up udp/2123 and udp/2152
A gtp-echo-requests (gtp-v1) are answered on both ports.

A gtp-create-PDPcontext-requests (gtp-v1) are answered on
udp/2123 (gtp-c) if a valid/configured APN is given in the

request.

8
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Further down the road... oc} FBNW

A Read the specs & try to understand the big picture J

A Build a lab J
A And now? @

A Read more specs :-)

AHow to handle protocols vy
A Right: fuzz them, if nothing else ;-)
A Same approach will turn out to be helpful later...
A Btw: http://www.insinuator.net/2011/05/update-for-your-fuzzing-toolkit/
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GTP on 7200VXR i DoS Oc_f ERNW

A Sending out _a_lot_ of gtp-echo-requests will stress the
7200er CPU to 100%, so that

A No ICMP pings answered anymore.

A No remote mgmt (ssh/telnet) possible
(refuses connections on tcp/22).

A No further GTP requests processed.

A Sending out _a lot_ of gtp-create-PDPcontext-requests
will also stress the device, so that only ~30% of all
(valid and bogus) requests are answered.

A However a valid APN is needed
AWedl |l get Jback to this

8
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We |l | | DoS 1| s Iame%@gvm

A Once some relevant parameters are known,
we can send hand-crafted GTP packets to the GGSN.

A Remember: no authentication properties
[and, for that matter, no integrity protection either]

AWebdve not yet figuredQ& 9
attack scenarios can be implemented.

ACertainly all types of ns~5,3|
might be possible
A Incl. sending data traffic billed on $SOME_OTHER_SUBSCRIBER??

8
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Into the great wide open oc} FBNW

A Read the specs & try to understand the big picture J

A Build a lab J

AWhat 6s @xt?

A Right: any other GTP speakers out there? ;-)
AYes, fAAout therefi means #t I nter
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o-(®) ERNW

providing security.

Notes from the field




Ah yes, the specs. What do they say? O(;, FBNW

tJ 6[: I N R T T Hm ", Commont | Share

-
bandieai D

—

=03

o B.1  The need for security protection

F rorewona
F| P oo The GPRS Tunnelling Protocol (GTP) is defined in 3GPP TS 29.060 [6]. The GTP protocol includes both the GTP
P etrcducson control plane signalling (GTP-C) and user plane data transfer (GTP-U) procedures. GTP 1s defined for Gn interface. 1.e.

; 35S the i — — L interface between GSNs in different PLMNs.

W 7 Referencen

= 3 Defintion,
symbo’s ana
brevatom

7 11 Detmivcn

[k

| = |10

GTP-C is used for traffic that that is sensitive in various ways inc)ding traffic that is:

d consistency of the network:

¥ 32 symeets

o 30 : y ’ :

o - essential in order to provide the user with the required services:

50 & Overview over S e X :
sl e - crucial in order to protect the user data in the access network and that might compromise the security of the user

ity for

iy i data should 1t be revealed
& 4.t miroduction
& 42 erotecon at Amongst the data that clearly can be considered sensitive are the mobility management messages. the authentication

‘\:;‘““‘” data and MM context data. Therefore. it is necessary to apply security protection to GTP signalling messages (GTP-C)

& 43 Security for 3 .
tatve B bases — Network domain secunty s not intended to cover protection of user plane data and hence GTP-U 1s not protected by

L PpoDm NDS/IP mechanisms.
44 Securty

Oomaiin
B 45 securiy Table | presents a list of GTP interfaces that shall be considered by NDS/IP
Gaveways (SEGs!

= s
}f:fl_..u.« nd Table 1: GTP Interfaces that are affected by NDS/IP u

distribution

wChnectee o

NDSAP Interface Description Affected

& 3.1 securny
ey

aficases to e Interface between GSNs within the same networh GTP

P s Interface between GSNs in different PLMNs. GTP
Associations
(SAs)

w1 5.3 9vofiing of
Peac

LR Prars. . |

-
— — Py s . . . . e — o~ B e e v 8
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So, In theory... oc} FBNW

A ...no device speaking GTP-C should ever been reachable
from the Internet (at least not [on] the Gp interface).

A Well, in theory:.
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GTP in the wild ‘8 ERNW

greif@loki ~/[scans$ wc -1 vl *
[ €]
2954772 total

greif@loki ~/[scans$ wc -1 v2 *
[ €]
2951685 total

An updated version of gtp-scan will be released after
HITB. Pls check www.insinuator.net for updates...

. © ERNW GmbH | Breslauer Str. 28 | D-69124 Heidelberg | www.ernw.de




To give you an idea of the script oc} FBNW

#otp - scan.py -w2 192.168.85.0/24
starting scan of 192.168.85.0/24

### 192.168.85.30 up, from  udp/2123( gtp - )
sent 32020006000000000¢c3d00000edf

*** VALID LEN IN GTP: version =1 flags =
XXX10010 type =2 len =6 data = 000000

**ECHO RESPONSE

cooling  down for 2 sec
done

8
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Devices found oc} FBNW

A ZXUN xGW
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Devices found (2) > FBNW

o]
A SUSE LINUX Enterprise Server 9 (i586) - Kernel
2.6.5 -7.201 - bigsmp
A SunOS comptelC 5.10 Generic_118833 - 23 sundu
A Cisco 10S Software, 7200 Software (C7200 - GBIS-

M), Version 12.3(8)T3
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Devices Found (3) O(;, ,,EBQNW

S sp Admini |
- ministratar Login
‘I g

MDMC -

Sewer Password:

Mabile Data Service Deployment Center

' Appl
Lnﬁm PRk .
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Some statistics (GTP-C)

0& E\r‘ﬁ !}! CW

Version 1
AfriINIC 26 (31)
APNIC 81 (131)
ARIN 52 (29)
LACNIC 22 (14)
RIPE 129 (97)
UP 310 (302)

Version 2

11 (26)
97 (90)
45 (51)
10 (18)
94 (435)

257 (620)

[Values in brackets are the results from our last scan, some months ago]
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Some statistics (GTP-U) > FBNW

o]

Version 1 Version 2
AfriINIC 13809 13761
APNIC 585733 584156
ARIN 18348 18235
LACNIC 907736 907618
RIPE 1428574 1427899
UP 2954200 2951669
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Other findings oc} FBNW

A Some GTP speaker, also listening to SNMP public

Y Internal addresses

Y Internal routing Table

Y Open ports

Y Running processes

Y Installed software (including install date ;)
Y Whatever is in the MIB
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whois oc} !EBQ.NW

organisation

org - name:

org - type

country : GH
address

address

address : Accra

© ERNW GmbH | Breslauer Str. 28 | D-69124 Heidelberg | www.ernw.de




whois o(;, pEBgNw

organisation

org - name: xy_org (Cote d'lvoire)
org - type

country ClI

address

address
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whois oc} !EBQ.NW

status
owner :
ownerid
responsible
address

address : Asuncion (Paraguay) _
country : PY
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o-(® ) ERNW

WhOIS d providing security.

Organisation

org - name:

org - type:
Country:

Address:

Address:

address: Cairo

7z

A This box had FTP and SSH open. Any guesses re the password?
For the correct answer | might spend a beer, or two.
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Back on track for serious research o FBNW

d

A Read the specs & try to understand the big picture Q/

A Build a lab &
A Ok, got some results in the lab. 4

A What else?
, . J Ol
A GTP speakers in the Internet. Ny Y

AThe security researcher dr e
A Find a telco with a lab, engaging the sec_evaluator.
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o& E‘Vﬁ gucw

Second part of the
talk: notes from
the lab




4G (#®) ERNW
g .

Radio Access Network / IP
Terminals eUTRAN Core Network Service Networks

eNB MME Internet
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Main Protocols (4G) oc} FBNW

A Transport Layer: (mostly) UDP or SCTP

A Generic Packet Tunneling: GTP

A All types of signaling:
A S1AP, X2AP, GTP-C

A Authentication
A DIAMETER

A Others
A L2TP, DSMIPv6etc.A Lot s of fareas for fut
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GTP in 4G °(;, ERNW
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