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Who we are 

ÁOld-school network geeks, 

working as security researchers for 

ÁGermany based ERNW GmbH 

ÁIndependent 

ÁDeep technical knowledge 

ÁStructured (assessment) approach 

ÁBusiness reasonable recommendations 

ÁWe understand corporate 

ÁBlog: www.insinuator.net  

ÁConference: www.troopers.de 
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Introductory notes 

ÁYes, we changed the talkôs title a little bit 

ÁItôs pretty much the same content though 

(why did you change it then?!*) 

Áé but a different line of the storyé  

 

ÁGiven the sensitivity of the material some severe NDAs kick in. 

And being responsible researchers we wonôt give details of 

ñinnocent parties in the Internetò either. 

ÁStill the main message of this presentation is Ƅ as in most of our 

talks Ƅ to provide some ñfrom theory to realityò perspective ;-) 

ÁFor the record: when we use terms like ñsysadminò or ñsecurity 

officerò, these potentially designate men or women. 
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Agenda 

ÁIntro & Basics 

ÁSome notes on 3G security research 

ÁSome notes on 4G security research 

 

ÁConclusions 
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The setting 

ÁImagine  

a bunch of hackers  

wanting to get into $SOME_TOPIC. 

 

ÁWhere this topic is ñmobile telecommunications networks 

securityñ. 

ÁFrom an infrastructure perspective. 

ÁWe do not (yet) understand very much of mobile terminals, at least not 

when it comes to the baseband controller stacks. 

ÁAnd quite some research has already been performed (TSTF et.al.). 

ÁHi Philippe! Sorry for not being able to come to HES. Still, youóre cool, of course ;-) 

ÁHow would you tackle the task? 

security researchers security evaluators  

© ERNW GmbH | Breslauer Str. 28 | D-69124 Heidelberg | www.ernw.de   5 



The traditional way 

ÁRead the specs & try to understand the big picture 

 

 

from ñHackersò, 1995 
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Standards 

ÁIn mobile telco world everything standardized by 3GPP 

Á3GPP: collaboration between groups of telco standard orgs 

ÁWhich ñtype of documentsò do you think these guys produce? ;-) 

 

Á3GPP standards structured as/bundled in releases 

Á1992: Phase 1 (GSM) 

Á2000: Release 99 incl. first specification of 3G UMTS 

Á2008: Release 8 incl. first specification of LTE stuff 

 

 

ÁAt times, 3GPP standards are a bité bulky ;-) 
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2G/3G 

Source: 3GPP 

BTS 
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Node B 
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other 
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RAN: Radio Access Network RNC: Radio Network Controller   MSC: Mobile Switching Center AuC: Authentication Center 
UTRAN: UMTS RAN  BTS: Base Transceiver Station  VLR: Visitor Location Register  OAM: Operation Administration & Maintenance 
GERAN: GSM Enhanced RAN  BSC: Base Station Controller  GMSC: Gateway MSC  SMSC: Short Message Service Center 
PCU: Paket Control Unit HLR: Home Location Register  GSN: GPRS Support Node  S/GGSN: Serving/Gateway GSN 
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GTP 

ÁGPRS Tunneling Protocol 

 

ÁIP-based protocol initially used  

to carry GPRS within GSM and  

UMTS networks. 

ÁPlays major role in 4G networks as well. 

 

ÁThree variants 

ÁGTP-C used for control plane (signaling) 

ÁGTP-U used for user data 

ÁGTPó used for charging data 
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GTP 

ÁGTP-C 

ÁControl section of the GTP standard 

ÁIn 3G used for signaling between SGSN and GGSN 

ÁActivates and deactivates GTP sessions 

ÁIn roaming scenarios this happens between different operators. 

 

ÁGTP-U 

ÁUsed for data transport between the RAN and the core network 

ÁCan tunnel packets in several formats: IPv4, IPv6, PPP etc. é 

 

ÁGTPó 

ÁUsed in 3G for transmitting charging data from the CDF to the CGF. 
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GTP Header 

ÁThe GTP Header 

ÁGTPv1 

 

 

 

 

 

ÁGTPv2 
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Some GTP message types 

ÁGTP-C provides messages for 
Á Echo 

Á Create/Update/Delete/Initiate PDP Context 

Á PDU Notification 

Á Send Routing Information 

Á Failure Report 

Á Note MS/MS info 

Á Identification 

Á SGSN Context 

Á Forward Relocation 

Á Forward SRNS Context 

Á RAN information 

Á MBMS Notification/Context/(De-)Registration/Session 
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GTP from a security perspective 

ÁUnauthenticated protocol 

ÁNo inherent security properties 

ÁTrusted environment assumed 

 

ÁIs used to perform ñquite some functionsñ 

ÁSession establishment (ñactivate PDP contextñ) 

ÁForwarding of packets 

ÁCharging related stuff 

 

ÁAll these functions rely on certain protocol fields 

ÁPresumably only known to valid peers... which are isolated anyway... 
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On the road... 

 

ÁRead the specs & try to understand the big picture 

 

ÁBuild a lab 
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Build a lab 

ÁThis was/is not an easy task. 

ÁEven for an organisation like us  

disposing of quite_some_hardware  

and being populated by guys with  

an addiction for fancy_devices. 

 

 

ÁActually we initially wasted  

quite some money on ebay.  

ÁOpenGGSN was not regarded as a feasible option either. 

ÁDoes not support many features/functions. 

ÁAfter some digging around & cycles, we found out... 

 

 © ERNW GmbH | Breslauer Str. 28 | D-69124 Heidelberg | www.ernw.de   15 



GTP on 7200VXR 

Á7200 is capable of serving as GGSN in a 3G net 

ÁSpecial image needed 

 

 

Áservice gprs  ggsn      config command 

 

ÁOnce activated, device opens up udp/2123 and udp/2152 

Ágtp-echo-requests (gtp-v1) are answered on both ports. 

Ágtp-create-PDPcontext-requests (gtp-v1) are answered on 

udp/2123 (gtp-c) if a valid/configured APN is given in the 

request. 
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Further down the road... 

 

ÁRead the specs & try to understand the big picture 

 

ÁBuild a lab  

 

ÁAnd now? 

ÁRead more specs ;-) 

ÁHow to handle protocols youóve never touched before? 

ÁRight: fuzz them, if nothing else ;-) 

ÁSame approach will turn out to be helpful later... 

ÁBtw: http://www.insinuator.net/2011/05/update-for-your-fuzzing-toolkit/ 
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GTP on 7200VXR ï DoS 

ÁSending out _a_lot_ of gtp-echo-requests will stress the 

7200er CPU to 100%, so that 

ÁNo ICMP pings answered anymore. 

ÁNo remote mgmt (ssh/telnet) possible  

(refuses connections on tcp/22). 

ÁNo further GTP requests processed. 

 

ÁSending out _a_lot_ of gtp-create-PDPcontext-requests 

will also stress the device, so that only ~30% of all 

(valid and bogus) requests are answered. 

ÁHowever a valid APN is needed 

ÁWeôll get back to this J 
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Well, DoS is lame, isnót it? 

ÁOnce some relevant parameters are known, 

we can send hand-crafted GTP packets to the GGSN. 

ÁRemember: no authentication properties 

[and, for that matter, no integrity protection either] 

 

ÁWeóve not yet figured which exact 

attack scenarios can be implemented. 

ÁCertainly all types of ñsession interferenceñ 

might be possible 

ÁIncl. sending data traffic billed on $SOME_OTHER_SUBSCRIBER?? 
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Into the great wide open 

 

ÁRead the specs & try to understand the big picture 

 

ÁBuild a lab 

 

ÁOk, got some results in the lab. 

 

ÁWhatós next? 

ÁRight: any other GTP speakers out there? ;-) 

ÁYes, ñout thereñ means ñthe Internetñ... 
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Notes from the field 



Ah yes, the specs. What do they say? 
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So, in theory... 

Á... no device speaking GTP-C should ever been reachable 

from the Internet (at least not [on] the Gp interface). 

 

ÁWell, in theory. 
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GTP in the wild 

greif@loki  ~/scans $ wc - l v1_*  

[é] 

2954772 total  

 

greif@loki  ~/scans $ wc - l v2_*  

[é] 

2951685 total  

 

An updated version of gtp-scan will be released after 

HITB. Pls check www.insinuator.net for updates... 
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To give you an idea of the script 

 #gtp - scan.py - w2 192.168.85.0/24  

starting scan of 192.168.85.0/24  

 

 ### 192.168.85.30 up, from udp /2123( gtp - c) 

sent 32020006000000000c3d00000edf  

 *** VALID LEN IN GTP:   version = 1 flags = 

XXX10010 type = 2 len  = 6 data = 000000  

        *** ECHO RESPONSE 

  

 cooling down for 2 sec ...  

 done  
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Devices found 

ÁZXUN xGW 
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Devices found (2) 

ÁSUSE LINUX Enterprise Server 9 (i586) -  Kernel 

2.6.5 - 7.201 - bigsmp  

 

ÁSunOS comptelC 5.10 Generic_118833 - 23 sun4u  

 

ÁCisco IOS Software, 7200 Software (C7200 - G6IS-

M), Version 12.3(8)T3  
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Devices Found (3) 
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Some statistics (GTP-C) 

Version 1 Version 2 

AfriNIC 26 (31) 11 (26) 

APNIC 81 (131) 97 (90) 

ARIN 52 (29) 45 (51) 

LACNIC 22 (14) 10 (18) 

RIPE 129 (97) 94 (435) 

UP 310 (302) 257 (620) 

[Values in brackets are the results from our last scan, some months ago] 
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Some statistics (GTP-U) 

Version 1 Version 2 

AfriNIC 13809 13761 

APNIC 585733 584156 

ARIN 18348 18235 

LACNIC 907736 907618 

RIPE 1428574 1427899 

UP 2954200 2951669 
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Other findings 

ÁSome GTP speaker, also listening to SNMP public  

ÝInternal addresses 

ÝInternal routing Table 

ÝOpen ports 

ÝRunning processes 

ÝInstalled software (including install date ;) 

ÝWhatever is in the MIB 
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whois 

 organisation :     

 org - name:         

 org - type :         

 country :         GH 

 address :          

 address :          

 address :        Accra  
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whois 

 organisation :     

 org - name:        xy_org  (Cote d'Ivoire)  

 org - type :         

 country :         CI  

 address :          

 address :          
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whois 

 status :        

 owner :         

 ownerid :       

 responsible :   

 address :       

 address :      Asunción (Paraguay)   

 country :      PY 
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whois 

 Organisation :  

 org - name:  

 org - type:  

 Country:  

 Address:  

 Address:  

 address:        Cairo  

 

ÁThis box had FTP and SSH open. Any guesses re the password? 

For the correct answer I might spend a beer, or two. 
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Back on track for serious research 

ÁRead the specs & try to understand the big picture 

ÁBuild a lab 

ÁOk, got some results in the lab.  

 

ÁWhat else? 

ÁGTP speakers in the Internet. 

 

 

ÁThe security researcherós dream option 

ÁFind a telco with a lab, engaging the sec_evaluator. 
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Second part of the 

talk: notes from 

the lab 



4G 

Terminals 

Radio  Access Network /  

eUTRAN Core Network 

IP  

Service Networks 

eNB MME SAE-GW Internet 

AAA 
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Main Protocols (4G) 

ÁTransport Layer: (mostly) UDP or SCTP 

 

ÁGeneric Packet Tunneling: GTP 

ÁAll types of signaling: 

ÁS1AP, X2AP, GTP-C 

 

ÁAuthentication 

ÁDIAMETER 

 

ÁOthers 

ÁL2TP, DSMIPv6 etc. Ą Lots of ñareas for future researchò ;-) 
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GTP in 4G 

© ERNW GmbH | Breslauer Str. 28 | D-69124 Heidelberg | www.ernw.de   40 


