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* (ISMS) Information Security Management System

Lod 5 Culal Gy e (g e glaa Hlailial 3 (Sa e

St AS (g ol sa e

 Why ISO 27001 is not enough?, BCS: The Chartered Institute for IT, UK, 20009.

* “compliance or external certification to ISO 27001 does not mean you are secure”
* “Itis perfectly possible to implement an ISO 27001-compliant information security
management system (ISMS) without adequately addressing information security”

* “to actually be secure, it is necessary to develop a culture of valuing information and
protecting it”
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* CERT-RMM
* CERT-CRR

« C2M2
* OISM3

e COBIT 5 for Information Security
* OpenSAMM

* IAMM
* BSIMM

* CySAFE
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Initiate by:

The White House

Led by:

U.S. Department of Energy (U.S. DOE)
Partnered with:

U.S. Department of Homeland Security (DHS
Model Architect:

CMU-SEI-CERT

Reference:
Electricity Subsector Cybersecurity Capability Maturity Model
(ES-C2M2) (Case Study), CMU-SEI-CERT, 2014.

ES-C2M2 Background

White House initiative

Led by Department of Energy

In partnership with Department of Homeland
Security

In collaboration with representatives of electricity
subsector asset owners and operators

% Software Engineering Institute = Carnegie Mellon University
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|‘ --- Risk Assessment -- -+ -----

Risk

(NIST-SP-800-12)
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Assets

Data
Facilities
Hardware
Software

Risk avoidance.
Risk transfer.
Risk mitigation.
Risk acceptance.




Risk = Threat X Vulnerability X Consequence
|
Probability / Likelihood X Impact Severity ]
) & ) :
Skill Ease of Discovery a i R
Motive Ease of Exploit Integrity
8PP°S‘I’"‘W Al‘j”ire’t‘.ess Availability
apabilities etection a2
) < ) Accountability
Business
Financial
Reputation
External e
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