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!Wh@f is Snort?

It is an open source intrusion
- Loz IDS/IPS

orevention system capable of real-ime

traffic analysis and packet logging.
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¥4

P2/06-0B8:04:12 _cBEARY  [wx]
on- Web Application Attack]
221:88
P2/06-A8:A4:14_ 668098  [=x]
on: Weh Application Attack]
.221:88
P2/86-B8:84:15 392294 [==]
on: Web Application Attack]l
.221:806
B2/06-BB:84:22 121186  [=x]
n: Potentially Bad Trafficl
H2-86-88B:84:23 12232 [ 3¢ ]
: Potentially Bad Trafficl
B2/06-88:04:24_1171807  [#x]
n: Potentially Bad Trafficl
B2/06-BB:84:24 118246 [=x]
n: Potentially Bad Trafficl
H2-86-88:84:25.119651 [¥x]
n: Potentially Bad Trafficl
2/06-88:84:25 120761  [»x]
n: Potentially Bad Treaffic]
B2/86-8B8:84:26.119631  [=x]
n: Potentially Bad Traffic]
H2-86-8HB 804 26 1280806 [¥x]
n: Potentially Bad Trafficl

[Priority:

[1:1002:51
[Priowity:

[1:=18B82:51]
[Priority:

[1:499:31
[Priowity:
[1:49%9:31
[Priority:
[1:=499:31]
[Priopituy:
[1:499:31
[Priowity:
[1:499:31
[Priority:
[1:=499:31]
[Priority:
[1:499:31
[Priopity:
[1:499:-3]
[Priority:

WEB-IIS Emd.exe accesz [#=]
11 <TCP> 192 _168.0.281:2572

WEB-IIS cmd.exe access [#=]
11 £TCPY 192 _16B.8.281 2574

HWEB-II& cmd.exe access [#we]
11 £TCP> 192 _168.8.281 2575

ICHP Large
21 {ICHPF>
ICHF Large
21 {ICHP>
ICHP Large
21 <ICHF>
ICHP Large
21 {ICHP>
ICHF Large
21 {ICHP>
ICHP Large
21 <ICHF>
ICHP Large
21 {ICHP>
ICHF Large
21 {ICHFP>

ICHF
172.168.8.18

192.168.8.2601 ->

ICHF Packet

ICHMF Packet

[Claszificati
> 63247 .H -E

ICHF Packet [#=x] [Claszificatio
192 _ 168 .6.281 —-> 192 _1c6B._6.18
[ICHF Facket [+#x] [Classificatio
192 168.0.418 => 192 168
[CHMP Packet [#=] [Claszzificatio
122 168 .8.281 —-> 192 _168.68.18
Packet [#=x] [Claszificatio
—» 192 _168.8.2061
[ICHF Facket [#x] [Classificatio
122 168 .0.168
[CHMP Paclket [##] [Clazzificatio
192 _1ed.8.18 —> 192_168.8.281
[#x] [Claszsif icatio
192 168.8.2814 -> 192

LB.261

168.68.104

[#%] [Classificatio
122 168 .8.18 ->» 1922 168.8.26841
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¥y

OSSEC ,5 09

log security events

log security events

encrypted logs
UDP port 1514

decode logs
generate alerts

OSSEC
Server

- encrypted logs
UDP port 1514

alerts.log

tail —f /var/ossec/alerts/alerts.log

Notifications

syslog

splunk >
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plunk for OSSEC s ,gwls

Last 24 hours - ™

OSSEC - Top Signatures Over Time
s FTP Auttenticaten sscteas

FTP smascn cpares

tagrey chachk._in (2ng time),

Fregrty chechsan charged

Logn sexncn closed

Logh session ogened.

OTHER

200 FY 12:00 AW 400 AV 200 AM 1200 P 00 P4 SN SSHD aurcation el

Wed Sep 29 Thu Sep 20 B 55ND suhenscation success,

2010 T Successfd s 00T executed

B User succexa?  charged LD

02

05

lime

OSSEC - Top Signatures

signature = count * percent *
gty checksum changed 100 19 455065
Logh session cgened hiegrty checesum changed agan (2rd tire) 100

Successyl _ OT exacuted nlegrty ch._sum charged

Osgec agent slames 73

Leg Mie rolaled. FOR "
FT2 Autrent on sucoass flegrty checksum changed agan (Jrd trme ) =8 11156510
Usknawe pro.. the sysiem. SSHD auttenlicaton seccess 29 5585455

S50 asthen 0 success
Magrdy che. n(2rd trre)

UNniacan Sroseen SOmewaere n Lhe ayslen

FIP Authertication sucoass "w 1008053
nlegrty che.. a {200 time).
Lo fie rotated 12
Dasec sgent staned Succesaful 3020 10 ROOT execunes 1"
—

Ve more resuts Lzge passon cpares 10 190862
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«3 Sharif ~

Low Interaction Hosts

|+~ Report ~

HHosts + M Plugins  && Networks

o] o

8 Settings ~ & admin ~

)
c( "
— Slaal o Sy Gl 2T

ID 1
Name host1
IPs @ Plugin Host @3
IP Plugin
IP mask 255.255.255.0 Port
[
ip: 192.168.253.101 1.1tp B
mask: 255.255.255.0
gateway: 192.168.253.254 2.ssh
3. telnet
4.smip (5
5. dns-tcp
6. http (2
7. kerberos [
8. pop3 [
9. netbios [EEJ
10. imap

=
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A
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«3 Sharif ~ #* Report +  LdHosts + M Plugins & Networks ©f Settings + & admin ~

e —
Low Interaction Reports ( # IJI
o

Common ool o gilisiidy o g3l y BT

General Requests - Requests per Country n
> Summary

> Requests
™
> Attacks MX ——
Http UK us
SMTP = A\
uy _1 \
e count: 8 566 \
uy
& a . o BG
a9 oud Hl 8 w OYLaS!
* * ~ CN
i f S SLSAS i
* ) * BR
BR KR Bc MY SA UK
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«¢ Sharif ~ ## Report +  LJdHosts + M Plugins & Networks ©f Settings + & admin ~

Low Interaction Reports

(cig.ﬂﬂ

ool il o silsy (26T

Common

General Requests - Requests on map n

> Summary
> Requests
> Attacks
Http

SMTP

a ol ,l Sl ,8
oo g SuSs
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CN detail

< Client

115.230.124.164:3178

115.230.124.164:3491

115.230.124.164:3134

115.230.124.164:2581

115.230.124.164:3378

115.230.124.164:3596

115.230.124.164:1366

115.230.124.164:3854

115.230.124.164:1362

183.3.202.108:58530

< Server

192.168.253.106:80

192.168.253.108:80

192.168.253.116:80

192.168.253.111:80

192.168.253.110:80

192.168.253.109:80

192.168.253.103:80

192.168.253.101:80

192.168.253.102:80

192.168.253.115:22

“ Request time

2016-02-01 16:56:11+03:30

2016-02-01 16:56:11+03:30

2016-02-01 16:56:11+03:30

2016-02-01 16:56:12+03:30

2016-02-01 16:56:12+03:30

2016-02-01 16:56:12+03:30

2016-02-01 16:56:13+03:30

2016-02-01 16:56:13+03:30

2016-02-01 16:56:13+03:30

2016-02-01 16:56:13+03:30

- of 2402

% Country

China (CN

China (CN

China (CN

China (CN

China (CN

China (CN

China (CN

China (CN

China (CN

China (CN

$ City

Beijing

Beijing

Beijing

Beijing

Beijing

Beijing

Beijing

Beijing

Beijing

Beijing

Expert info

view

view

view

view

view

view

view

view

view
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CN detail

% Client

218.4.117.26:9492

202.106.52.86:47696

202.106.52.86:60956

218.4.117.26:5819

202.106.52.86:45816

202.106.52.86:45918

182.150.91.88:2930

202.106.52.86:40277

202.106.52.86:55238

218.4.117.26:64212

< Server

192.168.253.111:22

192.168.253.102:22

192.168.253.107:22

192.168.253.111:22

192.168.253.102:22

192.168.253.107:22

192.168.253.111:3389

192.168.253.102:22

192.168.253.107:22

192.168.253.111:22

“ Request time

2016-02-01 14:18:02+03:30

2016-02-01 14:36:40+03:30

2016-02-01 14:40:58+03:30

2016-02-01 14:55:44+03:30

2016-02-01 15:17:45+03:30

2016-02-01 15:22:02+03:30

2016-02-01 15:52:13+03:30

2016-02-01 15:58:51+03:30

2016-02-01 16:03:08+03:30

2016-02-01 16:12:30+03:30

of 2402

% Country

China (CN

China (CN

China (Ch

China (CN

China (CN

China (C}

China (CN

China (CN

China (CN

China (CN

$ City

JIANGSU

CHENGDU

CHENGDU

JIANGSU

CHENGDU

CHENGDU

Beijing

CHENGDU

CHENGDU

JIANGSU

Expert info

view

view

view

view

view

view

view

view
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