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| General | Sharing| Security |Previous Versions | Customize| NTFS 6&}%
*

Object name: Ch\lUsers

Group aruser nameas:

Mevoyore

i2, SYSTEM

£2, Administrators (DV6E\Administrators) M MQ 9&) 4.3 cédl.w LS‘ﬁ D

82 Users (DV6\|Users) ‘
r o

To change permissions, click Edit l _."J Edit

ool slojeme W

Permissions for Everyone Allow Deny

Full control . -\l
(F ool glajae ) :
Modify bl o c\.~9).u.u_> LSLQ)W H
Read & execute v
List folder contents v

Read v

Write _)
For special permissions or advanced settings, ( Advanced ) M‘y“@ l.@).w )" &_i.l)g D

click Advanced.

d:;j ?—I.h.l\-k-’A Lh .939 *> & &
Learn about access control and permissions SN Chad) ,g),_sg_“) c':_:_,c L’ o LE.C‘

0K J l Cancel ] Apply
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Permission Ent

Object

Name: | EREINEN Change...
Apply to: [This folder, subfolders and files -
Permissions: Allow Deny
Full control 0 -
Traverse folder [ execute file [
List folder / read data [
Read attributes ]
Read extended attributes ] =( L
Create files / write data [
Create folders [ append data [
Write attributes |:|
Write extended attributes ] =
Delete subfolders and files [
Delete [ il
= Il 1 1
a Apply these permissions to objects and/or Clear All
centainers within this container only
Managing permissions
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Object

MName: SYSTEM

Apply to: [Thi.s folder, subfolders and files

This folder and subfolders
This folder and files
Traverse 1 Subfolders and files only
List folder Subfolders only

Files only

Full contre

o This folder onl
TS This folder, subfolders and files

e

Read attrivowes

Read extended attributes
Create files [ write data
Create folders / append data
Write attributes

Write extended attributes
Delete subfolders and files
Delete

SNESRESRESCSHCSIESEE

100000000

DAppIy these permissions to objects and/or
containers within this container only

Managing permissions
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This folder only

This folder, subfolders and files

This folder and subfolders

X | X X | X

This folder and files

Subfolders and files only

Subfolders only

Files only
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o jgmo Jlocl 09>

X This folder only
X X \\ X X This folder, subfolders and files
\ X X This folder and subfolders
\ X This folder and files
X \ Subfolders and files only
X X ‘\ Subfolders only

X X \ Files only

a5 &S (e 5
Apply these permissions to objects and/or containers within this container only
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Write

Read

List folder contents

Read & execute

Modify

Full Control

Traverse folder/ execute file

List folder/read data

Read attributes

Read extended attributes

X | X [X |X

X | X [X | X

Create files/write data

Create folders/append data

Write attributes

Write extended attributes

X | X [ X | X

X [X [ X [X | X [X |X |X

Delete subfolders and files

Delete

X

Read permissions

X

Change permissions

Take ownership

X I X [X X |X |[X [X[X[X |X|X[X X
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-bash-4.2% 11 -1

total 1408 E
~rw-r—-r——. 1(Zo0D(Tood 5090 Feb 16 2016 DIR_COLORS
-rw—-r——r—. 1 root root 5725 Feb 16 20616 DIR_COLORS.256color g
-rw-r-—-r——. 1 root root 4669 Feb 16 2016 DIR_COLORS.lightbgcolor E
-rw-r—-r—--., 1 root root 94 Apr 29 2015 GREP_COLORS g
drwxr—-xr-x. 7 root root 4096 May 17 2016 NetworkManager E
drwxr—-xr-xJ 5 root root 54 Aug 12 2015 X11 E
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-bash-4.2% 11 -1
total 1408
-rw-r—-r-—. 1 root root 5090 Feb 16 2016 DIR_COLORS
-rw-r--r—-—. 1 root root 5725 Feb 16 2016 DIR_COLORS.256color
-rw-r—--r-—. 1 root root 4669 Feb 16 2016 DIR_COLORS.lightbgcolor
-rw-r——r——. 1 root root 94 Apr 29 2015 GREP_COLORS
drwxr-xr-x. 7 root root 4096 May 17 2016 NetworkManager
drwxr-xr-x. 5 root root 54 Aug 12 2015 X11
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== Role Hierarchy
S
(UA) ; ;
User Assign- (PA)
ment Permission
Assignment OPS OBS

A
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(Operations) (Objects)

PRMS

user_sessions (Permissions)

Yo 4 g 0018 ol ool (a5 po



Y5

Al g ool Cucwl

ol (o o




v

RBAC, b slue i Jue

: RBAC; 4L Jow slead)se O

(USERS) )55 L Lo Lol
(ROLES) o _jés
(PRMS) Lo ;90
(OPS) Jlee! O

(OBS) <Lzl O

(UA) )5 & s olais] aa,
(PA) S8 4 jozme olaisl ddal,
(SESSIONS) lacanis

Al g ool Cucwl

ool (o o



RBAC, Jww

(PA) Sk & joo0 olail alal, O

lb)' : Lb & oo e
Jme iz b SO i S el

DB1

Create

Delete -

DB1 e

View 4
Update g
Append

ol oz b SO 4 jeme S plais

v

A
N

User.DB1

YA 45l 3 0913 ariol e



RBAC, Jww

ol y—,

e

2B el Sl S plaisl

A Al g 0810 Caswl (ool (B yo



= ).Q)di.».dl.% o "‘Q - :.:? d‘-"ﬁ-’@)")lsj'a :LQ‘ o) D

S b 1y 4l olais! glesds 5l glacgomme pj &lg5 oo

(T VVEVVE )

Jla.é 6[@&5)

LQL.M' We) )é ‘\ _—

- DB1.tablel
=

APP1.desktop

Al g 0818 ool (ol (o yo



RBAC, J&

» jgx0

Create- -

View ¢
‘ Updatee-
II Appends II

Dro
Backug. DB1.tablel.session

Restoree

DB1.BackupManager

A Ao g 0l Casol i



¥y

RBAC Juw 500 §l9f

SLols p o b il Colye alido popdn 6,5 ,5 & L

RBAC, o ol
S8l asgs L 5] oolisialsgus ) 6 uFol

RBAC, s RBAC, ;| .5 RBAC, [

30 (o w35 slduw glgil yiiids canogd
oolo oL Cavol (w0

Ao g 0l Casol ool (o8 yo



fr

gl a5 g 0010 Ccol 35 4o
http://dnsl.ce.sharif.edu

S 9 S| Sy

amini@sharif.edu

Al g ool Cucwl

ol (o o



