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Text content M n
ASCII 77 (0x4d) 97 (0x61) 110 (Ox6e)
Bit pattern o100/t 10/101100O0O01O01T 101110
Index 19 22 5 46 -
Base64-encoded T w F u

Value Char Value  Char Value | Char Value | Char

0 a 16 | 0 32 | g 48 | w
1 B 17 | R 33 | h 49 | x
2 c 18 | s 34 | i 50 |y
3 D 19 | T 3 | 5 51 z
4 E 20 U 36 |k 52 | 0
5 F 21 v 37 | 1 53 1
6 G 2 | W 38 m 54 | 2
7 H 23 | X 39  n 55 | 3
8 I 24 |y 40 | o 56 | 4
9 J 25 |z 41 p 57 5
10 | K 26 a 42 | q 58 6
11 L 27 b 43 | r 59 | 7
12 | M 28 ¢ 4 | s 60

13 | N 29 4 45 |t 61 9
14 | o 30 | e 46 | u 62 |+
15 P 31 £ 47 | v 63 |/
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Compress
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required?
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Convert from radix 64

X < R647'[X]
l s Decrypt key, X
f:orelei?ggny>_> K, D(PR,, E(PUy, K.)
X D(K_;} E{Kp X}}
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Decompress
Xe77'(X)
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Signature Yes Strip signature from X
required? verify signature
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Content Operation

Key ID of recipient's
public key (PU})

Session key (K,) E(PU,, *)

Session key
component

1 Timestamp
Key ID of sender's
Signature public key (PU,)

Leading two octets
of message digest

) Message Digest E(PR,, *)

Filename

ZIP

Message

Data

Notation:
E(PU,, *) = encryption with user b's public key
E(PR,, ») = encryption with user a's private key

E(K;,*) = encryption with session key
ZIP = Zip compression function
R64 = Radix-64 conversion function
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Private-Key Ring

Timestamp Key ID#* Public Key Encrypted User ID#*
Private Key
T, PU; mod 2% PU, E(H(P)), PR User i
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trust_flag <ol slgow

Trust Assigned to
Public-Key Owner

Trust Assigned to
Public Key/User ID Pair

Trust Assigned to
Signature

OWNERTRUST Field

» undefined trust

« unknown user

 usually not trusted to sign
other keys

 usually trusted to sign other
keys

« always trusted to sign other
keys

* this key is present in secret
key ring (ultimate trust)

BUCKSTOP bit
« set if this key appears in
secret key ring

KEYLEGIT Field
« unknown or undefined trust
» key ownership not trusted
» marginal trust in key
ownership
« complete trust in key
ownership

WARNONLY bit
 set if user wants only to be
warned when key that is not
fully validated is used for
encryption

SIGTRUST Field

» undefined trust

« unknown user

 usually not trusted to sign
other keys

 usually trusted to sign other
keys

- always trusted to sign other
keys

* this key is present in secret
key ring (ultimate trust)

CONTIG bit
set if signature leads up a
contiguous trusted
certification path back to the
ultimately trusted key ring
owner
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unknown signatory o o .

®—>—® X is signed by Y

9 :
! g 1
O = key's owner is trusted by you to sign keys \O/(

O = kev's owner 18 partly trusted by vou to sign keys

(®) = key is deemed legitimate by you
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RFC 822 ply I

Date: Tue, 9 May 2009 10:37:17 (EST)

From: “Morteza Amini” <m_amini@ce.sharif.edu>
Subject: Paper Submission

To: mycolleague@sharif.edu

Cc:

> JB bs
Dear colleague,
| hope this email finds you healthy and happy.

We need to revise our prepared paper before the submission.

Can we have a meeting ....
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Jole b g 035050 ¢ Jlu )l ool go8 cangs :Content-Type 0O
(video/quicktime : Jtw) o 50,5 5L lp Lo 50

Jlo,lesls 6,13505 ¢4 :Content-Transfer-Encoding O
(binary : Jtw)

,» MIME slacosszge slulils ol :Content-ID O
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MIME ,s Content-Type

Text

Multipart

Message

Image

Video
Audio
Application

¥

Plain
Enriched
Mixed

Parallel

Alternative

Digest
rfc822

Partial

External-body
jpeg

gif

mpeg

Basic
PostScript
octet-stream

Unformatted text; may be ASCII or ISO 8859.
Provides greater format flexibility.

The different parts are independent but are to be transmitted together. They
should be presented to the receiver in the order that they appear in the mail
message.

Differs from Mixed only in that no order is defined for delivering the parts to
the receiver.

The different parts are alternative versions of the same information. They are
ordered in increasing faithfulness to the original, and the recipient's mail
system should display the "best" version to the user.

Similar to Mixed, but the default type/subtype of each part is message/rfc822.
The body is itself an encapsulated message that conforms to RFC 822.
Used to allow fragmentation of large mail items, in a way that is transparent to

the recipient.
Contains a pointer to an object that exists elsewhere.

The image is in JPEG format, JFIF encoding.

The image is in GIF format.

MPEG format.

Single-channel 8-bit ISDN mu-law encoding at a sample rate of 8 kHz.
Adobe Postscript.

General binary data consisting of 8-bit bytes.
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From: “Morteza Amini” <m_amini@ce.sharif.edu>
To: “My Colleague” <mycolleague@gmail.com>
Subject: Paper Submission

MIME-Version: 1.0
Content-type: multipart/mixed; boundary=“MyBoundary”

Preamble

--MyBoundary

| am sending the abstract of our paperPte

--MyBoundary

Abstract— Security is the basic requiremer

every information and communication system...

--MyBoundary--
Epilogue
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S/MIME b ns 950

0o dogs slasl 0,651 :DSS O

dd> oIS 50, gl p ool angs :DH (ElGamal) O
S350, b 5 slael (51, RSA DO

els 6,138 50, sl,» :3DES/RC2 (40 bits) O
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S/MIME ,s Content-Type

.._s‘-$=.. 3

N

Parameter

Multipart  Signhed

Application pkcs 7-mime
pkcs 7-mime

pkcs 7-mime

pkcs 7-mime

pkcs 7-signature

signedData
envelopedData

degenerate
signedData

CompressedData

signedData

A clear-signed message in
two parts: one is the
message and the other is
the signature.

A signed S/MIME entity.

An encrypted S/MIME entity.
An entity containing only
public- key certificates.

A compressed S/MIME entity
The content type of the

signature subpart of a
multipart/signed message.
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