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Integrity

Confidentiality

Denial of
Service

Authentication

Threats

*Modification of user data

*Trojan horse browser

*Modification of memory

*Modification of message traffic in transit

*Eavesdropping on the Net

*Theft of info from server

*Theft of data from client

*Info about network configuration
*Info about which client talks to server

«Killing of user threads

*Flooding machine with bogus requests
*Filling up disk or memory

*Isolating machine by DNS attacks

*Impersonation of legitimate users
-Data forgery

Countermeasures
Cryptographic checksums

Consequences

*Loss of information
«Compromise of machine
*Vulnerabilty to all other
threats

Encryption, web proxies
*Loss of information
*Loss of privacy

Difficult to prevent
*Disruptive
*Annoying
*Prevent user from getting
work done

Cryptographic techniques
*Misrepresentation of user
-Belief that false
information is valid
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HTTP FTP SMTP SMIME] PGP SET
HTTP FTP SMTP | SSL or TLS Kerberos SMTP HTTP
TCP TCP UDP TCP
IP/TPSec IP P
(a) Network level (b} Transport level {c) Application level
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(DTLS L) Datagram Transport Layer Security
065 0

51 05,08 XMPP 4 SMTP FTP HTTP ,ls LISy, O
2isS oolaiw! SSL/TLS
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FEY A HTTP
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££0 DAY o YO SMTP
19+ 4 9A4 AR FTP
qY ) FY IMAP
240 VY. POP3
AV4 YAQ LDAP
4y YY Telnet
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Protocol

SSL. Change :
Cipher Spec SSL Alert HTTP

Protocol
Protocol

S5L. Record Protocol
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SSL Record SS9y oy O

S oo w2l 8 SSL (6l gy 90
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e o0

DES-40 RC2-40 ADEA (lops ;63 5 (s 5l oolil JS5g 0 das s diay O

ey Cxo B
25w oyylae oS sleslanl L MAC oy O
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Application data

Fragment

Compress

Add MAC

Encrypt

Append SSL
record header

7

N

NN

7///{/4

214 pytes

Aile) (gilwod pid 1 Jie O Judo 4
18 (6 5lwes ;28 Ysons (Breach s CRIME

S5 od plil TLS

3 Padding G el Encrypt al> ..
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:Change Cipher Spec 5G9 3 O
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(a) Change Cipher Spec Protocol
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:SSL Alert JNap ey O
Fatal LWarning t«osl o glhs ool Level =

| byte 1 byte Lo 5l s g9 Kbl o5 :Alert m
Level | Alert

unexpected message, bad record mac, O
(b) Alert Protocol  decompression failure, handshake failure

Deds o (6,550, 5 (53Lwod 28 SSL slaosls ad sle ™

50w Jlasl ool pae § Jlasl G aasls >0 Fatal glas =

.09&@ . &0 Q‘
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Change Cipher Spec JSNg 4 j— SSL

SSL Alert JsGgp p ) salhs 51 sladaiges O
B unexpected message
m bad record mac
m handshake failure
m certificate revoked
m certificate expired

m close_notify > sia J S slasls dasly 51 S
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SSL Handshake 5G9y w3 O
D oa plosl SSL s glosls g9 0 Jal 5l oy W
0le o 51555 g Loy8 1S o Sleolal L ®
asS ol el Sses O

3590 ke @m0 &l g oS Jobs (6 K550, slapss o8l (55, » O
AooS JOLQ |) Q)LS.’J.AU 9 Q)L&‘L.o Lg)l.i;}.o) LgL:bA.s.lf 9 ‘_9.9|9.: solaz !

I byte 3 bytes = () bytes
Type Length Content
(¢) Handshake Protocol
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Handshake JSg p sleols 191

Message Type

Parameters

hello_request
client_hello

server hello
certificate
server_key_exchange
certificate_request
server _done
certificate_verify
client_key_exchange

finished

null

version, random, session id, cipher suite, compression method
version, random, session id, cipher suite, compression method
chain of X.509v3 certificates

parameters, signature

type, authorities

null

sighature

parameters, sighature

hash value
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Jols hg) 9 el (g3l )0 5 (6K 0, sl ;oK1 olgriog [
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v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 119
Version: TLS 1.2 (@x0303)

~ Random

GMT Unix Time: Oct 11, 2165 18:06:07.000000000 Iran Standard Time
Random Bytes: 66d6ef331bBb9071cdec232cc5ab501c9cabce9486ebttbd. ..
Session ID Length: ©
Cipher Suites Length: 6

v Cipher Suites (3 suites)
Cipher Suite: TLS RSA WITH AES 128 CBC SHA (@x002f)
Cipher Suite: TLS RSA_WITH AES 256 CBC SHA (0x0035)
Cipher Suite: TLS RSA WITH 3DES EDE CBC SHA (0x000a)

Compression Methods Length: 1
Compression Methods (1 method)

Extensions
Extension:
Extension:
Extension:
Extension:
Extension:
Extension:

Length: 72

renegotiation_info

SessionTicket TLS

next protocol negotiation

Application Layer Protocol Negotiation
status request

signature algorithms
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v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 49
Version: TLS 1.2 (0x0383)
v Random

GMT Unix Time: Oct 2, 2043 23:47:27.000000000 Iran Standard Time
Random Bytes: 3338f1835d4e202a847a51f89e6017c8de2102b0091362c4. ..
Session ID length: ©
Cipher Suite: TLS RSA WITH AES 128 CBC SHA (0x002f)
Compression Method: null (@)
Extensions Length: 9
Extension: renegotiation info
Extension: SessionTicket TLS
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SS9y 50 0ol 38lg glo yal )y L) 00,5 591, 09> 2> JIiS 5 W
Jlo )l L 3,15 slp 1) 5e, Slasiin s SS9 slo o (Handshake
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Time

Client

SSL Handshake Js$q

Server

Chenf__heno
W

L kB 5SSl
At CaBgo 4 Ay
Phase 1
Establish security capabilities, including
protocol version, session ID, cipher suite,
compression method, and initial random

numbers.

‘y

gerver - key—

st
cerver_h€ lo_don®

Phase 2

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.
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SSL Handshake Js$q

Client Server
Certificay
client i Phase 3
= eyﬁexchange Client sends certificate if requested. Client
sends key exchange. Client may send
certjﬁcateh_v erify certificate verification.

Time
o
=~
g
e
(g]

/

2,
I
a

by
=5
[}
o

ﬁanhed
Y
Phase 4

Change cipher suite and finish

chang® __C'lpher "'Spec handshake p rotocol.

¥ Al g 0810 Caswl (ool (B yo



WS Jols

S Jols cym oolainl 0,50 SS9y g9 L
RSA ,; s Yooss :(Transport) ods xo 545 ™
DH ,, e Yooso :odS 5dlg5
ol 5058 Ty RSA golue sl LDH O
Coiis o 6l Sglate (loodS) slo sl L DH 5l coles! O
D10 e 5 g s Sobe e 0 ,9) el 8 LJs 4 (Ephemeral DH)

g ,20 (Elliptic Curves) sgan ot 9, Ephemeral DH O
g pien Sole e slls 15 (Exchange congases E) ECDHE o
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5 %5 ,ls (PSK L Pre-Shared Key) .yl odS oo 5l opd,b O
oolawl odS pl 5l ((cogee o i, g 8 b)) cdlal 51>l gl
&lp Lael 519 o)l Jleous 2168 oo 5l g0 ;o b wlez )15 (155,15 [
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<! Pre-Master Secret

awsle Master Secret lal Pre-Master Secret ;l colawl b O
1D gun oo damle e lade il Master Secret 5l g 0es o

Client write MAC secret
Server write MAC secret
Client write encryption key
Server write encryption key
Client write encryption IV
Server write encryption IV
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TLS (Transport Layer Security)

IETF 5l o Jasbent SO O

el SSL 51 0 ml o Jasbin] ddeis SO obw! Jlos 40 O

8,8 a1 fygon ¥ aseus SSL et Jlews (TLS 1.0) o] Jol s O
25 Sz slels
(XOR Slos ;! oolaiwl) MAC acusloes ;o 28lgHMAC 51 6,5 o0 H

llas oS dcgomo g Camsd Jou8 LS no-certificate glla> oS TLS ;0 ®
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STARTTLS gyl 8

SSL/TLS 3l ool b u.n‘ Slail 4, u.o\b Jlail SO auiles o o
SMTP : Jlie oo s

<waits for connection on TCP port 25>
<opens connection>

220 mail.example.org ESMTP service ready
EHLO client.example.org

250-mail .example.org offers welcome
250 STARTTLS

STARTTLS

220 Go ahead

<starts TLS negotiation>

& S: <negotiate a TLS session>

& S: <check result of negotiation>
EHLO client.example.org

QOO nQnn n Qwn

s. & 5°‘>L> . "' ‘ .“ |‘s;‘13).o



STARTTLS .k

v

TCP Hamdshake
220 Ready
EHLO

L

250 SrartTLS
StartTLS
220 GO HEAD

"

*

[ TS Negotiation

+Encrypted mail *

Clear text

Encrypted
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