
TRILL (computing)
TRILL (transparent interconnection of lots of links) is an Internet Standard[1] implemented by devices
called TRILL switches. TRILL combines techniques from bridging and routing and is the application of
link-state routing to the VLAN-aware customer-bridging problem. Routing bridges (RBridges) are
compatible with and can incrementally replace previous IEEE 802.1 customer bridges. They are also
compatible with IPv4 and IPv6 routers and end nodes. They are invisible to current IP routers and, like
routers, RBridges terminate the bridge spanning tree protocol.
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TRILL switches run a link-state routing protocol amongst themselves. A link-state protocol is one in which
connectivity is broadcast to all the RBridges, so that each RBridge knows about all the other RBridges, and
the connectivity between them. This gives RBridges enough information to compute pair-wise optimal
paths for unicast, and calculate distribution trees for delivery of frames either to destinations whose location
is unknown or to multicast or broadcast groups. The link-state routing protocol used is IS-IS because:

it runs directly over Layer 2, so it can be run without configuration (no IP addresses need to
be assigned)
it is easy to extend by defining new TLV (type-length-value) data elements and sub-
elements for carrying TRILL information.

To mitigate temporary loop issues, RBridges forward based on a header with a hop count. RBridges also
specify the next hop RBridge as the frame destination when forwarding unicast frames across a shared-
media link, which avoids spawning additional copies of frames during a temporary loop. A reverse-path
forwarding check and other checks are performed on multi-destination frames to further control potentially
looping traffic.
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The first RBridge that a unicast frame encounters in a campus, RB1, encapsulates the received frame with a
TRILL header that specifies the last RBridge, RB2, where the frame is decapsulated. RB1 is known as the
"ingress RBridge" and RB2 is known as the "egress RBridge". To save room in the TRILL header and
simplify forwarding lookups, a dynamic nickname acquisition protocol is run among the RBridges to select
two-octet nicknames for RBridges, unique within the campus, which are an abbreviation for the six-octet
IS-IS system ID of the RBridge. The two-octet nicknames are used to specify the ingress and egress
RBridges in the TRILL header.

The TRILL header consists of six octets: the first two octets include a six-bit decrementing hop count, plus
flags; the next two octets contain the egress RBridge nickname; the final two octets contain the ingress
RBridge nickname. For multi-destination frames, the "egress RBridge nickname" specifies a distribution
tree for the frame, where the (nick)named RBridge is the root of the distribution tree. The ingress RBridge
selects which distribution tree the frame should travel along.

Even though RBridges are transparent to Layer 3 devices, and all the links interconnected by RBridges
appear to Layer 3 devices to be a single link, RBridges act as link routers in the sense that, in the
forwarding of a frame by a transit RBridge, the outer Layer 2 header is replaced at each hop with an
appropriate Layer 2 header for the next hop, and the hop count is decreased. Despite these modifications of
the outer Layer 2 header and the hop count in the TRILL Header, the original encapsulated frame is
preserved, including the original frame's VLAN tag.

Multipathing of multi-destination frames through alternative distribution tree roots and ECMP (Equal Cost
MultiPath) of unicast frames are supported. Networks with a more mesh-like structure will benefit to a
greater extent from the multipathing and optimal paths provided by TRILL than will networks with a more
tree-like structure.

From the point of view of TRILL, a link can be any of a wide variety of link technologies, including IEEE
802.3 (Ethernet), PPP (Point to Point Protocol).,[2] or a Pseudo-wire.[3] Ethernet links between RBridges
can incorporate IEEE customer or provider 802.1 bridges. In other words, an arbitrary bridged LAN
appears to an RBridge as a multi-access link.

It is essential that only one RBridge act as the ingress RBridge for any given native frame and TRILL has
an Appointed Forwarder [4] mechanism to assure this. TRILL does allow load splitting of this duty on a
link based on VLAN, so that only one RBridge on each link encapsulates and decapsulates native frames
for each VLAN.

RBridge ports can compatibly implement a wide variety of existing and proposed link level and IEEE
802.1 port level protocols including PAUSE (IEEE 802.3 Annex 31B), the Link Layer Discovery Protocol
(IEEE 802.1AB), link aggregation (IEEE 802.1AX), MAC security (IEEE 802.1AE), or port based access
control (IEEE 802.1X). This is because RBridges are layered above the IEEE 802.1 EISS (Extended
Internal Sublayer Service) with the exception that an RBridge port handles spanning tree and VLAN
registration PDUs differently.
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Accton IgniteNet MeshLinq (https://pastebin.ubuntu.com/p/4bWZ6Pj37k/) — based on Quagga 0.99.22.4 
Gandi's quagga (https://github.com/Gandi/quagga/tree/dev_trill) with TRILL — based on Quagga
0.99.22.4 
MichaelQQ's Quagga-PE (https://github.com/MichaelQQ/Quagga-PE) featuring TRILL and MPLS —
based on Quagga 0.99.22.4

Cisco FabricPath is a proprietary implementation of TRILL that utilizes the TRILL control plane (including
IS-IS for Layer 2), but a non-interoperable data plane.[5] Brocade Virtual Cluster Switching, uses the
TRILL data plane but a proprietary control plane and so is not interoperable with standards conformant
TRILL.[6]

The TRILL protocol provides mandatory support for the usual 4K VLANs and can optionally support 24-
bit Fine Grain Labels (FGL) in addition to VLANs. (RFC 7172 "TRILL: Fine Grained Labeling")

TRILL uses two different mechanisms to forward packets, making it difficult to know the path
of packets.[7]

TRILL is susceptible to out-of-order packets when the MAC state transitions from unknown
to known for Multicast, Broadcast and Unknown packets.[7]

The IEEE 802.1aq standard (Shortest Path Bridging – SPB) is considered the major competitor of TRILL.
As one 2011 book noted, "the evaluation of relative merits and difference of the two standards proposals is
currently a hotly debated topic in the networking industry."[8]

Enterasys / Extreme Networks S-Series Switch Range
HPE FlexFabric 5900,[9] 5920,[10] 7900[11] and 12900E[12]

Huawei CloudEngine 5800,[13] 6860,[14] 7800,[15] 8800[16] and 12800[17]

IgniteNet MeshLinq ML-S-4GE-1MGE[18][19]

New H3C Technologies S6300,[20] S6800,[21] S6860[22] and S10500X[23]

Ruijie Networks RG-S6220,[24][25] RG-S12000, and RG-N18000
ZTE Corporation ZXR10 5960[26] and ZXR10 9900[27]

1. "Routing Bridges (RBridges): Base Protocol Specification" (http://tools.ietf.org/html/rfc6325).
2. "PPP Transparent Interconnection of Lots of Links (TRILL) Protocol Control Protocol" (http://t

ools.ietf.org/html/rfc6361).

Proprietary implementations

VLAN support

Limitations

Competitors

Product support

References

https://en.wikipedia.org/wiki/Accton_Technology_Corporation
https://pastebin.ubuntu.com/p/4bWZ6Pj37k/
https://en.wikipedia.org/wiki/Quagga_(software)
https://github.com/Gandi/quagga/tree/dev_trill
https://en.wikipedia.org/wiki/Quagga_(software)
https://github.com/MichaelQQ/Quagga-PE
https://en.wikipedia.org/wiki/Quagga_(software)
https://en.wikipedia.org/wiki/Virtual_Cluster_Switching
https://en.wikipedia.org/wiki/IEEE_802.1aq
https://en.wikipedia.org/wiki/Enterasys
https://en.wikipedia.org/wiki/Extreme_Networks
https://en.wikipedia.org/wiki/Hewlett_Packard_Enterprise
https://en.wikipedia.org/wiki/Huawei
https://en.wikipedia.org/wiki/Accton_Technology_Corporation
https://en.wikipedia.org/wiki/ZTE
http://tools.ietf.org/html/rfc6325
http://tools.ietf.org/html/rfc6361


3. "Transparent Interconnection of Lots of Links (TRILL) Transport Using Pseudowires" (http://t
ools.ietf.org/html/rfc7173).

4. "Routing Bridges (RBridges): Appointed Forwarders" (http://tools.ietf.org/html/rfc6439).
5. "Cisco FabricPath" (https://web.archive.org/web/20160303235923/http://www.datacenterhan

dbook.com/2014/03/06/cisco-fabricpath/). Data Center Handbook. 2014-03-06. Archived
from the original (http://www.datacenterhandbook.com/2014/03/06/cisco-fabricpath/) on
2016-03-03. Retrieved 2014-10-14.

6. "DON'T LIE ABOUT PROPRIETARY PROTOCOLS" (http://blog.ipspace.net/2011/03/dont-li
e-about-proprietary-protocols.html). 2011-03-04. Retrieved 2014-10-14.

7. "What is shortest path bridging? - Definition from WhatIs.com" (https://searchnetworking.tech
target.com/definition/Shortest-path-bridging). SearchNetworking.

8. Borivoje Furht; Armando Escalante (2011). Handbook of Data Intensive Computing (https://b
ooks.google.com/books?id=gsk6XpZgGYwC&pg=PA16). Springer. p. 16. ISBN 978-1-4614-
1415-5.

9. "HPE FlexFabric 5900 Switch Series" (https://h20195.www2.hpe.com/v2/getpdf.aspx/4AA3-
8996ENW.pdf) (PDF). h20195.www2.hpe.com.

10. "HPE FlexFabric 5920 Switch Series" (https://psnow.ext.hpe.com/doc/PSN5230358USEN.p
df) (PDF). psnow.ext.hpe.com.

11. "HPE FlexFabric 7900 Switch Series" (https://h20195.www2.hpe.com/v2/getpdf.aspx/4AA5-
2359ENW.pdf) (PDF). h20195.www2.hpe.com.

12. "HPE FlexFabric 12900E Switch Series" (https://psnow.ext.hpe.com/doc/PSN5443167USE
N.pdf) (PDF). psnow.ext.hpe.com.

13. "Huawei CloudEngine 5800 Series Data Center Switches" (https://e-file.huawei.com/en/mat
erial/MaterialDownload?id=94a395e46f1343a4a994f6c403182e3a&type=material&languag
e=en). e-file.huawei.com.

14. "Huawei CloudEngine 6860 Switch Datasheet" (https://e-file.huawei.com/en/material/Materi
alDownload?id=fdf026e1ca20450c8cfa529dd6ed48bb&type=material&language=en). e-
file.huawei.com.

15. "Huawei CloudEngine 7800 Series Data Center Switches" (https://e-file.huawei.com/en/mat
erial/MaterialDownload?id=5da9b79e753d40358678807774a8151f&type=material&langua
ge=en). e-file.huawei.com.

16. "Huawei CloudEngine 8800 Switch Datasheet" (https://e-file.huawei.com/en/material/Materi
alDownload?id=0e2b9914aa134aeb9783fbd4d5b18137&type=material&language=en). e-
file.huawei.com.

17. "Huawei CloudEngine 12800 Switch Datasheet" (https://e-file.huawei.com/en/material/Mater
ialDownload?id=d9e75f2743b34a5aba168792d7bb83a4&type=material&language=en). e-
file.huawei.com.

18. "IgniteNet™ MeshLinq™" (https://www.ignitenet.com/network-switches/meshlinq/).
ignitenet.com.

19. "MeshLinq™ Datasheet" (https://www.ignitenet.com/downloads/datasheets/MeshLinq.pdf)
(PDF). ignitenet.com.

20. "H3C S6300 Series Data Center Switches - New H3C" (http://www.h3c.com/en/Product_Tec
hnology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6300/). h3c.com.

21. "H3C S6800 Series Data Center Switches - New H3C" (http://www.h3c.com/en/Product_Tec
hnology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6800/). h3c.com.

22. "H3C S6860 Series Data Center Switches - New H3C" (http://www.h3c.com/en/Product_Tec
hnology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6860/). h3c.com.

23. "H3C S10500X Series Next Generation Multiservice Core Switch - New H3C" (http://www.h
3c.com/en/Product_Technology/Enterprise_Products/Switches/Campus_Switches/H3C_S1
0500X/). h3c.com.

http://tools.ietf.org/html/rfc7173
http://tools.ietf.org/html/rfc6439
https://web.archive.org/web/20160303235923/http://www.datacenterhandbook.com/2014/03/06/cisco-fabricpath/
http://www.datacenterhandbook.com/2014/03/06/cisco-fabricpath/
http://blog.ipspace.net/2011/03/dont-lie-about-proprietary-protocols.html
https://searchnetworking.techtarget.com/definition/Shortest-path-bridging
https://books.google.com/books?id=gsk6XpZgGYwC&pg=PA16
https://en.wikipedia.org/wiki/ISBN_(identifier)
https://en.wikipedia.org/wiki/Special:BookSources/978-1-4614-1415-5
https://h20195.www2.hpe.com/v2/getpdf.aspx/4AA3-8996ENW.pdf
https://psnow.ext.hpe.com/doc/PSN5230358USEN.pdf
https://h20195.www2.hpe.com/v2/getpdf.aspx/4AA5-2359ENW.pdf
https://psnow.ext.hpe.com/doc/PSN5443167USEN.pdf
https://e-file.huawei.com/en/material/MaterialDownload?id=94a395e46f1343a4a994f6c403182e3a&type=material&language=en
https://e-file.huawei.com/en/material/MaterialDownload?id=fdf026e1ca20450c8cfa529dd6ed48bb&type=material&language=en
https://e-file.huawei.com/en/material/MaterialDownload?id=5da9b79e753d40358678807774a8151f&type=material&language=en
https://e-file.huawei.com/en/material/MaterialDownload?id=0e2b9914aa134aeb9783fbd4d5b18137&type=material&language=en
https://e-file.huawei.com/en/material/MaterialDownload?id=d9e75f2743b34a5aba168792d7bb83a4&type=material&language=en
https://www.ignitenet.com/network-switches/meshlinq/
https://www.ignitenet.com/downloads/datasheets/MeshLinq.pdf
http://www.h3c.com/en/Product_Technology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6300/
http://www.h3c.com/en/Product_Technology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6800/
http://www.h3c.com/en/Product_Technology/Enterprise_Products/Switches/Data_Center_Switches/H3C_S6860/
http://www.h3c.com/en/Product_Technology/Enterprise_Products/Switches/Campus_Switches/H3C_S10500X/


TRILL Working Group Charter (http://www.ietf.org/dyn/wg/charter/trill-charter.html)
RFC 6325 (https://datatracker.ietf.org/doc/html/rfc6325) "Routing Bridges (RBridges): Base
Protocol Specification"
RFC 6361 (https://datatracker.ietf.org/doc/html/rfc6361) "PPP Transparent Interconnection of
Lots of Links (TRILL) Protocol Control Protocol " (TRILL over PPP)
RFC 6439 (https://datatracker.ietf.org/doc/html/rfc6439) "Routing Bridges (RBridges):
Appointed Forwarders"
RFC 6847 (https://datatracker.ietf.org/doc/html/rfc6847) "Fibre Channel over Ethernet
(FCoE) over Transparent Interconnection of Lots of Links (TRILL)"
RFC 6850 (https://datatracker.ietf.org/doc/html/rfc6850) "Definitions of Managed Objects for
Routing Bridges (RBridges)"
RFC 7172 (https://datatracker.ietf.org/doc/html/rfc7172) "TRILL: Fine Grained Labeling"
RFC 7173 (https://datatracker.ietf.org/doc/html/rfc7173) "TRILL: Transport Using
Pseudowires"
RFC 7175 (https://datatracker.ietf.org/doc/html/rfc7175) "TRILL: Support of BFD"
RFC 7176 (https://datatracker.ietf.org/doc/html/rfc7176) "TRILL Use of IS-IS"
RFC 7177 (https://datatracker.ietf.org/doc/html/rfc7177) "TRILL: Adjacency"
"Introduction to Trill" (http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_14-
3/143_trill.html) by Radia Perlman and Donald Eastlake
Original RBridge paper, “Rbridges: Transparent Routing” (http://www.ieee-infocom.org/2004/
Papers/26_1.PDF)
RFC 5556 (https://datatracker.ietf.org/doc/html/rfc5556), "Transparent Interconnection of Lots
of Links (TRILL): Problem and Applicability Statement"
The Great Debate: TRILL Versus 802.1aq (SBP) (http://www.nanog.org/meetings/nanog50/p
resentations/Monday/NANOG50.Talk63.NANOG50_TRILL-SPB-Debate-Roisman.pdf),
NANOG 50 session (October 2010)
Dissecting Cisco's FabricPath Ethernet technology (http://www.networkworld.com/news/201
2/032912-cisco-fabricpath-ethernet-257802.html)

Retrieved from "https://en.wikipedia.org/w/index.php?title=TRILL_(computing)&oldid=1043733811"

This page was last edited on 11 September 2021, at 17:47 (UTC).

Text is available under the Creative Commons Attribution-ShareAlike License; additional terms may apply. By using
this site, you agree to the Terms of Use and Privacy Policy. Wikipedia® is a registered trademark of the Wikimedia
Foundation, Inc., a non-profit organization.

24. "SwitchesRG-S6220 Switch Series - Ruijie networks" (https://www.ruijienetworks.com/produ
cts/switches/data-center-switches/rg-s6220-switch-series). ruijienetworks.com.

25. "Ruijie RG-S6220 Data Center Switch Series Datasheet" (https://files.ruijienetworks.com/23
42e994-a1c5-4b59-863e-f4b2c0d17706/RG-S6220%20Series%20Data%20Center%20Swit
ches%20Datasheet%202016.10.17.pdf?_upt=f683a42d1569682826) (PDF).
ruijienetworks.com.

26. "ZXR10 5960 Series Switch - Ethernet Switch - ZTE Products" (https://www.zte.com.cn/glob
al/products/bearer/data_communication/ethernet_switch/5960-en). zte.com.cn.

27. "ZXR10 9900(-S) Series Switch - Ethernet Switch - ZTE Products" (https://www.zte.com.cn/g
lobal/products/bearer/data_communication/ethernet_switch/9900-en). zte.com.cn.

External links

http://www.ietf.org/dyn/wg/charter/trill-charter.html
https://datatracker.ietf.org/doc/html/rfc6325
https://datatracker.ietf.org/doc/html/rfc6361
https://datatracker.ietf.org/doc/html/rfc6439
https://datatracker.ietf.org/doc/html/rfc6847
https://datatracker.ietf.org/doc/html/rfc6850
https://datatracker.ietf.org/doc/html/rfc7172
https://datatracker.ietf.org/doc/html/rfc7173
https://datatracker.ietf.org/doc/html/rfc7175
https://datatracker.ietf.org/doc/html/rfc7176
https://datatracker.ietf.org/doc/html/rfc7177
http://www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_14-3/143_trill.html
https://en.wikipedia.org/wiki/Radia_Perlman
http://www.ieee-infocom.org/2004/Papers/26_1.PDF
https://datatracker.ietf.org/doc/html/rfc5556
http://www.nanog.org/meetings/nanog50/presentations/Monday/NANOG50.Talk63.NANOG50_TRILL-SPB-Debate-Roisman.pdf
https://en.wikipedia.org/wiki/North_American_Network_Operators%27_Group
http://www.networkworld.com/news/2012/032912-cisco-fabricpath-ethernet-257802.html
https://en.wikipedia.org/w/index.php?title=TRILL_(computing)&oldid=1043733811
https://en.wikipedia.org/wiki/Wikipedia:Text_of_Creative_Commons_Attribution-ShareAlike_3.0_Unported_License
https://foundation.wikimedia.org/wiki/Terms_of_Use
https://foundation.wikimedia.org/wiki/Privacy_policy
https://www.wikimediafoundation.org/
https://www.ruijienetworks.com/products/switches/data-center-switches/rg-s6220-switch-series
https://files.ruijienetworks.com/2342e994-a1c5-4b59-863e-f4b2c0d17706/RG-S6220%20Series%20Data%20Center%20Switches%20Datasheet%202016.10.17.pdf?_upt=f683a42d1569682826
https://www.zte.com.cn/global/products/bearer/data_communication/ethernet_switch/5960-en
https://www.zte.com.cn/global/products/bearer/data_communication/ethernet_switch/9900-en

