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{(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C— AS: DIl ID, I TS,
I 1D

igs

(2) AS = C: Eg [K I 7S, Il Lifetime, || Ticket,, |

Ticket,y =By, [ K,y 1D WADG 1D, TS, |l Lifetime; |

clgs

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

(3 C—TGS: fD,, Il '}":'ck.‘f.-‘I os I Auﬂlenricamrt_
(4) TGS — C: Eg_ [K,., I1ID, 11 TS, Il Ticket, |

I ID | AD- Il ID,

os 178, Il Lifetime, |

tgs elgs

Ticket,,, = E Koy [K
Ticket, = Eg [K,, 1 IDc | AD | ID, | TS, |l Lifetimey |

Authenticator, = E Kpps [ID 11 AD 11 TS5]

(c) Client/Server Authentication Exchange: to obtain service

(8) C —= V: Ticker |l Authenticator,
6OOV—0C: E K‘..,.[TSS + l] (for mutual authentication)
Ticket, = Eg [K,, 1 IDc | AD | ID, | TS, Il Lifetime, |

Authenticator, =Ey [ID¢ 1| AD¢ 11 TSs ]
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user for password and
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incoming message, then
sends ticket and
authenticator that
contains user's name.
network address, and
time to TGS,

5. Workstation sends
ticket and authenticator
to server.

2. AS verifies user’s access right in
database, creates ticket-granting ticket
and session key. Results are encrypted
using key derived from user's password.

Kerberos

Authentication
server (AS)

Ticket-
granting
server (TGS)

Once per
type of service

Once per
SEIVICE Session O

4. TGS decrypts ticket and
authenticator, verifies request,
then creates ticket for requested

SCIVET,

0. Server verifies that
ticket and authenticator
match, then grants access
to service. If mutual
authentication is
required, server returns
an authenticator.
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(a) Authentication Service Exchange: to obtain ticket-granting ticket

(1) C — AS: Options || ID. | Realm, || IDygs || Times || Nonce
(2) AS — C: Realmc || ID || Ticketigs || Exe [Ke.tgs || Times || Nonce; || Realmytgs || [Digs]

Ticketigs = Ek¢as [Flags || K¢ tgs || Realmg || ID¢ || AD¢ || Times]

(b) Ticket-Granting Service Exchange: to obtain service-granting ticket

[(3) C — TGS: Options || ID,, [[ Times || | Nonce, | TicKketyys | Authenticator,
(4) TGS — C: Realme || 1D || Tickety || EKc tgs [ Kev || Times || Noncea || Realmy, || 1Dy |

Ticketgs = E{-{tE‘S [Flags || K¢ tgs || Realm || IDg || AD¢ || Times]
Tickety = Ek, {L—Hags | Kev || Realme || IDg || AD¢ || Times]
Authenticator, = Eg . tgs [ ID¢ || Realm || TS ]

(¢) Client/Server Authentication Exchange: to obtain service

(5)C — \/ : Options || Ticket, | Authenticator,
(6) V —=C: Eg,,[TS>| Subkey || Seq#

Tickety = EK [Flags || K¢y || Realmg || ID || AD¢ || Times]
Authenticator, = Eg ./ [ 1D || Realm, || TS || Subkey || Seq# |
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