HTTP Protocols

Wireshark Lab



Request: GET

bytes on wire :
= Ethernet II, Src: Del1_02:94:89 (5c:26:0a:02:94:89), Dst: CameoCom_03:47:56 (00:18:e7:03:47:56)
= Transmission Control Protocol, Src Port: 49409 (49409), Dst Port: http (80), Seq: 1, Ack: 1, Len: 413
=

=
= [Expert Info (Chat/Sequence): GET /wireshark-labs/HTTP-wireshark-filel.htm1 HTTP/1.1\r\n]
Request Method: GET
Request URI: /wireshark-Tlabs/HTTP-wireshark-filel.html
Request Version: HTTP/1.1
Host: gaia.cs.umass.edu\r\n
User-Agent: Mozilla/5.0 (Windows; U: Windows NT 6.1; en-Us; rv:1.9.2.10) Gecko/20100914 Firefox/3.6.10%\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8\r\n
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7\r\n
Keep-Alive: 115\r\n
Connection: keep-alive\r\n

\r\n

MyComputer _ Server




Respond: OK 200 /
400 Bad Req. / 404 Not Found

o ; 488 bytes captured

Ethernet II, Src: CameoCom_03:47:56 (00:18:e7:03:47:56), Dst:
Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.101 (192.168.1.101)
Transmission Control Protocol, Src Port: http (80), Dst Port: 49409 (49409), Seq: 1, Ack: 414, Len: 434
= Hypertext Transfer Protocol

Del1_02:94:89 (5c:26:0a:02:94:89)

= HTTP/1.1 200 OK\r\n
= [Expert Info (Chat/Sequence): HTTP/1l.1 200 OK\r\n]
Request Version: HTTP/1.1
Response Code: 200
Date: Tue, 02 Nov 2010 03:18:02 GMT\r\n
Server: Apache/2.0.52 (Cent0s)\r\n
Last-Modified: Tue, 02 Nov 2010 03:18:01 GMT\r\n
ETag: "8734d-80-5f47cc40"\r\n
Accept-Ranges: bytes\r\n
= Content-Length: 128\r\n
Keep-Alive: timeout=10, max=100\r\n
Connection: Keep-Alive\r\n

Content-Type: text/html; charset=IS0-8859-1\r\n
\F\n

= Line-based text data: text/html
<html>\n
Congratulations. You've downloaded the file \n

Text/html or image/jpeg
http://gaia.cs.umass.edu/wireshark-1labs /HTTP-wireshark-filel.html!\n
</html>\n

 — Server
 Hypertext Transfer Protocol -

= HTTP/1.1 404 Not Foun

= [Expert Info (Chat/Sequence): HTTP/1.1 404 Not Found\r\n]
Request Version: HTTP/1.1

Response Code: 404
Date: Tue, 02 Nov 2010 03:18:02 GMT\r\n




SSDP: Simple Service Discovery Protocol (SSDP)

SSDP is a text-based protocol based on the Hypertext Transfer Protocol

— SSDP uses UDP transport protocol on port 1900
— multicast adress (239.255.255.250)

This protocol allows you to discover and configure devices using uPnP
(Universal Plug and Play) automatically, this process is referred to as SSDP

Discover

— No need for Dynamic Host Configuration Protocol (DHCP) or the Domain Name System (DNS) — name server
is available

— supported by Microsoft Windows operating systems
— Allows automatically joining a network without having DHCP (useful for wireless)
A client that wishes to discover available services on a network, uses the M-

SEARCH method

— Responses to such search requests are sent via unicast addressing to the originating address
and port number of the multicast request

such search requests are sent via unicast addressing to the originating address
and port number of the multicast request

Use the following to eliminate showing these messages: not udp.dstport == 1900



SSDP: Search and Notify

2 User Datagram Protocol, Src Port: 60399 (60399), Dst Port: ssdp (1900)
Source port: 60399 (60399)
Destination port: ssdp (1900)
Length: 154
- Checksum: 0x3801 [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
- Hypertext Transfer Protocol
- M-SEARCH * HTTP/1.
= [Expert Info (Ch : M-SEARCH * HTTP/1.1\r\n]
Request Method
Request URI: -

3

Request Version: HTTP/1.1 - Hypertext Transfer Protocol
Host: [FF02::C]:1900\r\n - NOTIFY * HTTP/L.1\r\n
ST:urn:Microsoft windows Peer Nz ® [Expert Info(€ha eence) : NOTIFY * HTTP/L.1\r\n]
Man:"ssdp:discover"\r\n Request Me ‘w
MX:3\r\n Request URI: =
\r\n Request Version: HTTP/1.1

Host:239.255.255.250:1900\r\n
NT:urn:microsoft.com:service:X_MS_MediaReceiverRegistrar:1\r\n
NTS:ssdp:alive\r\n
Location:http://192.168.1.102:2869/upnphost/udhisapi.d]l1?content=u
USN:uuid:bf44a595-4e01-420d-be0b-4e6eb624d9fl: ;urn:microsoft.com:s
Cache-Control:max-age=900\r\n

Server:Microsoft-windows-NT/5.1 UPnP/1.0 UPnP-Device-Host/1l.0\r\n
OPT:"http://schemas.upnp.org/upnp/1/0/"; ns=01\r\n
01-NLS:15835ale3f5da011321c997cfbb8cded4’\r\n

\r\n

http://www.mudynamics.com/resources/collaterals/SSDP-ProtocolBrief.pdf



Using Cache

e Before the request it check the browser
checks the cache

e [fitisthere checks to see if there is any
change in the file using IF-MODIFIED-SINCE

e If the file is not modified then NO MODIFIED
response will be returned

Mo. Time Source Destination Protocol Info

10 2.357902 128.119.245.12 192.168.1.102 HTTP HTTP/1.1 200 OK (text/html)

15 5.540216 128.119.245.12 192.168.1.102 HTTP HTTP/1.1 304 Not Modified



« Frame 73: 520 bytes on wire (4160 bits), 520 bytes captured (4160 bits)
- Ethernet II, Src: Del1_02:94:89 (5c:26:0a:02:94:89), Dst: cameoCom_03:47:56 (00:18:e7:03:47:56)
«pestination: CameoCom_03:47:56 (00:18:e7:03:47:56)
«source: Del1_02:94:89 (5c:26:0a:02:94:89)
Type: IP (0x0800)

version:
Header length: 20 bytes
«Differentiated Services Field: 0x00 (DScP 0x00: Default; ECN: 0x00)
Total Length: 506
1dentification: Ox15a8 (5544)
«Flags: 0x02 (pon't Fragment)
Fragment offset: 0
Time to live: 128
protocol: TCP (6)

Source: 192.168.1.101 (192.168.1.101)
Destination: 128.119.245.12 (128.119.245.12)
uTransmission control Protocol, src Port: 49499 (49499), pst Port: http (80), seq: 599, Ack: 679, Len: 466

&

« [Expert Info (chat/sequence): GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1\r\n]

Request Method: GET

Request URI: /wireshark-labs/HTTP-wireshark-file2.html

Request Version: HTTP/1l.1
Accept: */*\r\n
Accept-Language: en-ushrin
user-Agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/4.0; (R1 1.6); sSLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .
Accept-Encoding: gzip, deflate\r\n
If-Modified-Since: Tue, 02 Nov 2010 03:54:01 GMT\r\n

84

Second HTTP GET

Host: gaia.cs.umass.edu\r\n
connection: Keep-alivelrin
rin

69 b4 2d
019u 20 54 75 ¢ 85 2c :o 30 32 20 4e 6F 76 20 32 Dell_02 9 :0a:02 9
3 -Dest1nat1on cameocom_03 47:56 (00 18:e7:03:47: 55)

+ Source: Dell_02:94:89 (5c:26:0a:02:94:89)
Type: IP (0x0800)

» Transmission Control Protocol, Src Port: 49499 (49499), pst Port: http (80), seq: 1, Ack: 1, Len: 598

- [Expert Info (Chat/Sequence): GET /wireshark-labs/HTTP-wireshark-file2.htm]l HTTP/1.1\r\n]
[Message: GET /wireshark-labs/HTTP-wireshark-file2.html HTTP/1.1\r\n]
[severity level: chat]
[Group: sequence]
Request Method: GET
Request URI: /wireshark-labs/HTTP-wireshark-file2.html

Request version: HTTR/1.1

Accept: image/jpea, application/x-ms-application, image/gif, application/xaml+xml, imaage/pipea, application/x-ms-xbap, application/wnd
Accept-Language: en-ush\rin
User-aAgent: Mozilla/4.0 (compatible; MsSIE 8.0; windows NT 6.1; Trident/4.0; (R1 1.6); sSLCCZ; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .
Accept-Encoding: gzip, deflatel\rin
Host: gaia.cs.umass.edu\r\n
connection: Keep-alive\r\n
Wrin

First HTTP GET

! m '
UDDIRO0 18 e/ 03 47 56 5¢c 26 0Oa 02 94 89 08 00 45 0O
LI OEN0? 72 15 & 40 00 80 06 00 00 cO a8 01 65 80 77|
0020 5 Oc cl 5b 00 50 fa 7b cd 6d 47 47 50 7f 50 18




Showing Large Message

i 17 4317846 128.119.245.12 192.168.1.101 HTTP HTTP/1.1 200 OK (text/html)
@ Frame 17: 198 bytes on wire (1584 bits), 198 bytes captured (1584 bits)

= Ethernet II, Src: CameoCom_03:47:56 (00:18:e7:03:47:56), Dst: Del1_02:94:89 (5c¢:26:0a:02:94:89)

= Destination: Dell1_02:94:89 (5c:26:0a:02:94:89)
@ Source: CameoCom_03:47:56 (00:18:e7:03:47:56)
Type: IP (0x0800)

= Internet Protocol, Src: 128.119.245.12 (128.119.245.12), Dst: 192.168.1.101 (192.168.1.101)

= Transmission Control Protocol, Src Port: http (80), Dst Port: 49582 (49582), Seq:

Source port: http (80)
Destination port: 49582 (49582)
[Stream index: 1]

Sequence number: 4666 (relative sequence number)
[Next sequence number: 4810 (relative sequence number)]
Acknowledgement number: 599 (relative ack number)

Header length: 20 bytes
= Flags: 0x18 (PSH, ACK)

window size: 7036 (scaled)
= Checksum: 0Oxcc?75 [validation disabled]
m [SEQ/ACK analysis]

TCP segment data (144 bytes)

4666, Ack: 599, Len: 144

= [Reassembled TCP Segments (4809 bytes): #11(309), #12(1452), #14(1452), #15(1452), #17(144)]

Frame: 11, payload: 0-308 (309 bytes)]

Frame: 12, payload: 309-1760 (1452 bvtes)]
Frame: 14, payload: 1761-3212 (1452 bytes)]
Frame: 15, payload: 3213-4664 (1452 bytes)]
Frame: 17, payload: 4665-4808 (144 bytes)]

RN

[Reassémb1ed TCP length: 4809]

- Hypertext Transfer Protocol
= HTTRP/1.1 200 OK\r\n
= [Expert Info (Chat/Sequence): HTTP/1.1 200 OK\r\n]
[Message: HTTP/1.1 200 OK\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Version: HTTP/1.1
Response Code: 200
Date: Tue, 02 Nov 2010 04:16:43 GMT\r\n
Server: Apache/2.0.52 (Cent0S)\r\n
Last-Modified: Tue, 02 Nov 2010 04:16:02 GMT\r\n
ETag: "d6c97-1194-2ec3a480"\r\n
Accept-Ranges: bytes\r\n
= Content-Length: 4500\r\n
Keep-Alive: timeout=10, max=100\r\n
Connection: Keep-Alive\r\n
Content-Type: text/html; charset=I150-8859-1\r\n
Ar\n
= Line-based text data: text/html
<html><head> \n
<titlesHistorical Documents:THF RTII OF RTGHTS</titles</head>\n

0000 48 54 54 50 2f 31 2e 31 20 32 30 30 20 4f 4b 0d HTTP/1.1 200 OK.
0010 0a 44 61 74 63 3a 20 54 75 63 2c 20 30 32 20 4e  .Dafe: T ue, 02 N

Frame (198 bytes)| Reassembled TCP (4809 bytes) |

@ [alo s L W]




Authentication

ASCII

Dec Hex Char Dec Hex Char Dec Hex Char Dec Hex Char
0O 00 Kl 32 20 Space 64 40 @ 96 &0
1 01 Startof heading 33 21 ! 65 41 A 27 &1 = o Base64 (2/\6)
2 D2 Startoftest 34 2z ¢ €6 42 B 95 62 b
3 03 Endoftext 35 23 # 67 43 C 95 63 o
4 04 Endoftransmi 36 24 § 68 44 D 100 64 d .
5 05 Enguiry 37 25 & 62 45 E 101 65 e ® CO”Slder an example:
6 06 MAcknowlsdge 38 26 £ 70 46 F 102 66 f
7 07 Audile bl 39 27 71 47 G 103 67 g
& D08 Backspace 40 28 | 72 48 H 104 68 h M a n
9 09 Horizortal tab 41 23 73 49 I 105 &3 i
10 0A Line feed 4z 2A * 74 4A J 106 BA 3
11 OF Verticaltab 43 ZBE + 75 4B K 107 BE k °® The buffer iS 24_bit
12  0OC Farm feed 44 2C 76 4C L 108 6C 1
13 0D Carrisge return 45 2D - 77 4D M 109 6D m .
14 OE Shift out 46 2E . 75 4E N 110 6E n
15 OF Shittin 47 ZF 79 4F O 111 &F o Wlde then We ta ke 6
16 10 Datalink escape 43 30 O 50 50 P 112 70 p
17 11 Device cortral 1 49 31 1 g1 51 0 115 71 o bit at a ti me
18 12 Device cortral 2 50 32 =z 5z 52 R 114 72 r
19 13 Device cortral 3 51 33 3 §3 53 3 115 73 =
20 14 Device cortrol 4 52 34 4 G4 54 T 116 74 ¢ Text content M a n
21 15 MNeg. acknowledge 53 35 5 g5 55 U 117 75 u
22 16  Synchronous idle 54 36 6 g6 56 ¥ 118 78 Extended ASCII 7 97 110
23 17 Endtrans. block 55 37 7 57 57 W 118 77 w .
2 I ol - =0 B « 120 ETl Bit pattern o|1(oflo|1|1|O|1]|0|1(1|O|O|O|O[1|O]|1]|1|O[1|1]|1]|0
25 19 Endof medium 57 33 o 59 59 ¥ 1z1 79 ¥ Index 19 20 5 46
26 1A  Substitution 55 3A 90 S5A % 122 7A =
27 1B Escape 59 3B 91 5B 123 7B Base64-encoded T w F u
28  1C  File separatar 60 3C < 92 5C 4 1z4 7C |
29 1D  Group separator 61 3D = 93 5D ] 125 7D}
30  1E Record separator 62 3E = 94 &SE * 126 7E =~
31 1F  Unit separator 63 3F 7 95 5F 1z7 7F O




Decoding the Base64

Eile Edit View History Del_l'c[ous_ﬁookmarks Yahoo! Tools Eelp

> R C X & lg E E (@ http://www.motobit.com/util/base64-decoder-encoder.asp 7 -
2, Most Visited [P| Pandora @! Calendar @! E-Mail 11 Gmail B SSU Mail |_| SSU Classes <} Shared I 83 5.346792 192.168.1.102 130.157.5.226 HTTP users/k/kujoory/co
w1~ @ Recently Bookmarked - % noFarsi # SparkFun Electronics - ... < Wireless : FunGizmos, ... || & = Frame 83: 785 bytes on wire (6280 b'its), 785

J'®Bases40n|ine-bases4d... x | | The Extended ASCII Chart = Ethernet II, Src: Del1_02:94:89 (5c:26:0a:02:¢
ONLINE SAMPLE OF A POPERTY ® Transmission Control Protocol, Src Port: 5047
DECODING AND ENCODING TEXTS AND FILES. =

] - extended ascii

x|+

= [Expert Info (Chat/Sequence): GET /users/k,
Request Method: GET
Request URI: /users/k/kujoory/course_mater-
Request Version: HTTP/1.1
Host: www.sonoma.edu\r\n
User-Agent: Mozilla/5.0 (wWindows; U; Windows
Accept: text/html,application/xhtml+xml,app]l
Accept-Language: en-us,en;g=0.5\r\n
Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;9=0.7,%;9=0
Keep-Alive: 115\r\n
Connection: keep-alive\r\n
Range: bytes=37520-64138,37520-37521\r\n

Cookie: __utma=2342150668—4662+85687.128389323
= Authorization: W =\r\n
Credentials: ces-amk=tahb

\r\n
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